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““Would you tell me, please, which
way | ought to go from here?’

‘That depends a good deal on where
you want to get to,’ said the Cat.

‘I don’t much care where—' said Alice.

‘Then it doesn’t matter which
way you go, said the Cat. ”

Alice’s Adventures in Wonderland
Lewis Carrol






The ldentity-Anonymity Paradox

On the Relationship between Identification, Anonymity and Security
in Mobile Ad Hoc Networks
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Department of Computer Science, Karlstad University

Abstract

In mobile ad hoc networking, every device is responsible for its own basic computer ser-
vices, including packet routing, data forwarding, security and privacy. Therefore, most of
the protocols employed in hardwired networks are not suitable for mobile ad hoc environ-
ments, since they were designed for static environments with defined borders and highly
specialized devices, such as routers, network addressing provisionment servers, firewalls
and intrusion detection systems. This work concentrates on the achievement of network
security and privacy.

The main goal of this licentiate thesis is the discussion about the impact of the definition
of identity and identifiers on mobile ad hoc network security and privacy aspects and the
definition of theidentity-anonymity paradoxEven though the concepts of anonymity and
identifiers are often understood as opposites, we show in this thesis that reliable anonymity
is not achievable in mobile ad hoc environments without trusted, unique and persistent
identifiers since network security must also be guaranteed.

Furthermore, this thesis discusses the consequences of the deploymdietreftimo-
bile ad hoc network security solutions to the provisioning of privacy and also to the defini-
tion of a digital identity in these environments.

Keywords: network security; mobile ad hoc networks; identity; privacy; and anonymous
communication mechanisms.
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1 Introduction

Ubiquitous computing consist of computational environments providing information in-
stantaneously through invisible interfaéeallowing unlimited spreading and sharing of
information and €fering an invaluable support for many aspects of the society and its insti-
tutions. This futuristic scenario is foreseen to be materialized with the advent of seam-
less communication networks combined with pervasive computing and natural human-
computer interfaces, ultimately leading to an omnipresent distributed computing environ-
ment. These environments represent a paradigm shift from the current networking and
computer model. However, the realization of such environments is dependent on the devel-
opment of new solutions and protocols.

The research presented in this thesis is focused on a single, but fundamental core tech-
nology needed to enable ubiquitous computing: mobile ad hoc networks. Mobile ad hoc
networks consist of mobile computers that establish on the fly network connections through
their wireless interfaces, enabling instantaneous networking independently of the presence
or aid of any central devices. The advent of mobile ad hoc networks is a paradigm shift
per se from the current network infrastructure model, on which the network has defined
borders and where the basic network services, such as addressing, routing and security, are
provided by specific devices.

In mobile ad hoc networking every device is responsible for its own basic services,
including packet routing, data forwarding, security and privacy. Therefore, most of the
protocols employed in hardwired networks are not suitable for mobile ad hoc environ-
ments, since they were designed for static environments with defined borders and highly
specialized devices, such as routers, network addressing provisionment servers, firewalls
and intrusion detection systems.

Among the several challenges included on deploying mobile ad hoc networks, this work
concentrates on the achievement of network security and privacy. Moreover, this thesis
discusses the consequences of the deploymenffefeint mobile ad hoc networks security
solutions for the provisioning of privacy and also to the definition of a digital identity in
these environments.

Network security can be defined as the achievement of the five security services (au-
thentication, access control, confidentiality, integrity and non-repudiation) specified in the
Telecommunications Standardization Sector of the International Telecommunications Union
(ITU-T) Recommendation X.800 [2] along with the provisioning of availability [3]. A stan-
dard definition of security services is found in the Internet Engineering Task Force (IETF)
RFC 2828 [4], which describes a security service as: a processing or communication ser-
vice that is provided by a system to give a specific kind of protection to system resources.

1The term invisible interface was coined at the Computer Science Laboratory at XEROX Palo Alto Research
Center (PARC). In this context, invisibility means that the technology (i. e. the user interface) should be only
used as an enabler to the accomplishment of the task, and never as the tasks’ centerpiece [1]. From this aspect,
ubiquitous computing was understood as the opposite of virtual reality in terms of interfaces.
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In this thesis, the topic of the first three papers is network security. Papers | and Il
describe a security model and a security architecture for mobile ad hoc networks respec-
tively. The goals of these papers are the description of a comprehensive security model and
the development of an architecture that can provide security services and limited privacy
protection to a controlled set of devices. In this architecture, mobile devices may belong
to multiple administrative authorities, also called virtual domains. Paper Il presents a
lightweight distributed group authentication mechanism which main goal is the identifica-
tion of devices belonging to a known virtual domain, along with the non-disclosure of the
device and group identities to individuals outside the trusted group. Another goal of this
mechanism is to mitigate thefects of attacks targeting the battery resources of mobile
devices.

Privacy is a concept that is not easily defined, since the understanding of privacy is ba-
sically a cultural construct, and, hence, subjective, changing significantly betwiare ali
societies [5]. Although it seems not to be possible to provide a precise and universal un-
derstanding of privacy, it is feasible to identify the three underlying aspects that construct
the concept of privacy independently of the cultural background. These aspects of privacy
are [6]: informational privacy, territorial (or spatial) privacy and privacy of the person. In-
formational privacy is related to the a person’s right to determine when, how and to what
extent information about him or her is communicated to the others [7]. Territorial privacy
refers to the ability of controlling the information that enter and leaves the personal sphere,
i. e., the close physical area surrounding an individual [8]. Finally, privacy of the person
describes the people’s right to be protected against physical undue interference [6].

In this thesis, informational privacy is the topic of Papers IV and V, which focus on
the achievement of anonymous communication in mobile ad hoc networks. The former pa-
per presents an evaluation of several peer-to-peer anonymous communication mechanisms
and their adequacy to mobile ad hoc requirements, while the latter proposes an anonymous
communication mechanism for mobile ad hoc networks and also introduces the identity-
anonymity paradox. Furthermore, in this thesis, we discuss the utter importance of an
appropriate definition of identities and identifiers in computer systems, and the impact of
this definition related to security and privacy, especially in mobile ad hoc network environ-
ments.

Providing security and privacy is a keystone factor for the take up and success of mo-
bile ad hoc networking, and, consequently, to omnipresent distributed computing environ-
ments. Therefore, the deployment of suitable security mechanisms and privacy-enhancing
technologies in mobile ad hoc networking is of major importance to achieve users’ trust,
especially if confidential or private information is being dealt with and, thus, potentially
under threat of being disclosed to unauthorized parties.

In principle, security and privacy are two complementary properties that may naturally
be implemented together. Digital security techniques, such as encryption, can be employed
to empower privacy for example. However, a clear conflict exists between the provisioning
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of certain security and privacy properties togethi@]. Although we do not solve this
conflictin this thesis, we point out that the the lack of trusted identifiers is not an answer for
the provisioning of anonymous communications and we show that the connection between
the provisioning of security and anonymous communications in mobile ad hoc networks is
the definition of the network identifiers.

The remainder of this section succinctly presents the goals of this thesis in Section 1.1,
followed by the structure of this thesis in Section 1.2.

1.1 Objective

The definition of the identity-anonymity paradox and the impact of this paradox on security
and privacy on mobile ad hoc network are the main goals of this thesis. The accomplish-
ment of this objective is supported, either directly or indirectly, by the papers included in

this thesis.

Each of the papers encompassed in this thesis has, of course, its own objectives, find-
ings, conclusions and discussions. However, in the context of this thesis, each of these
papers provide an invaluable contribution to the discussion of the impact of identities and
identifiers and their relation to security and privacy in mobile ad hoc environments.

The security model, architecture and the lightweight distributed authentication mecha-
nisms for mobile ad hoc networks, described in the Papers I-III of this thesis, were mainly
designed for closed groups in mobile ad hoc networks (i. e., devices belonging to one or
more autonomous systems). In the aforementioned papers, we indirectly concluded that
trusted identification is essential to the provisioning of security in mobile ad hoc networks.
Even though not included in these papers, problems regarding unidentifiable devices were
discussed before the achievement of the presented results. In particular, from the findings
and discussions regarding these first three publications we concluded that device identi-
fication is critical for the provisioning of security in mobile ad hoc networks, as it is in
hardwired networks. The need of identification also appeared in Paper IV during the eval-
uation process of anonymous communication mechanisms in the light of mobile ad hoc
networks and in Paper V on the proposal of Chameleon, an overlay anonymous communi-
cation mechanism suitable for mobile ad hoc environments.

In conclusion, the five publications encompassed in this thesis were fundamental for
the discussion about the impact of the definition of identity and identifiers on mobile ad
hoc network security and privacy aspects and, later, for the formulation of the identity-
anonymity paradox, to be presented in this thesis.

2For instance, preventive security, or the ability of predict and preempt malicious activities, has gained mo-
mentum in the beginning of this decade at the cost of anonymity provisioning for instance. The modus operandi
of preventive security generally includes electronic surveillance by the monitoring and eavesdropping of personal
communication data en masse, which some understand as the price to be paid for a secure society, while others
see it as a violation of privacy rights, and even the beginning of the Orwellian society.
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1.2 Structure

This licentiate thesis presents an introductory summary regarding a collection of five peer-
reviewed papers in the area of security and privacy in mobile ad hoc networks that were
either authored or co-authored by the writer of this thesis.

The remainder of the introductory summary is organized as follows. Section 2 presents
the research questions underlying this thesis and the research methodology employed to
address those questions. Section 3 provides theoretical background and the related work
regarding this thesis, which includes a taxonomy of security models proposed for mobile ad
hoc networks in Section 3.1 and the description of anonymous communication mechanisms
for mobile ad hoc network environments in section 3.2. Section 4 presents and discusses
the identity-anonymity paradox, which demonstrates why identities are needed to achieve
reliable anonymity. By reliable anonymity we understand the ability of an anonymous
communication mechanism tdfer the claimed anonymity properties even in the presence
of malicious nodes. The contributions of this work are outlined in Section 5, while Section
6 summarizes the contents of the five papers included in this thesis. Finally, concluding
remarks and an outlook of the future research directions are provided in Section 6.

2 Research Issues

In this section, the underlying research questions and the research methodology, used to
address these questions, are presented and discussed.

2.1 Research Questions

As presented in Section 1.1, the main objective of this thesis is the discussion about the
impact of the definition of identity and identifiers on mobile ad hoc network security and
privacy aspects. Therefore, the research questions involved in this work reflect the under-
lying research activities necessary for the achievement of the goal of this thesis.

The answers to the first two questions provide a fundamental background for answering
the third research question, which refers to the main goal of this thesis. The overall research
guestions for this thesis are:

1. How to provide network security in mobile ad hoc networks?

Answering this question demands the definition of an acceptable tfadetween
performance, usability and security. In Papers | and Il we define a set of tféxle-o
and propose a security model and architecture designed for mobile ad hoc environ-
ments. Paper Ill presents a detailed description of a lightweight distributed group
authentication protocol especially designed and implemented as part of the architec-
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ture presented in Paper Il. In addition, in Section 3.1 we present a taxonomy of pro-
posed security models for ad hoc networks and in Section 4 we evaluate the strength
of these models from the point of view of a specific attack regarding the problem
of uniqueness of network identifiers, the Sybil attack [9]. We concluded from this
guestion that trustworthy identifiers are a prerequisite for security in mobile ad hoc
networks.

2. What are the requirements and how to provide anonymous communication in mobile
ad hoc networks? Can existing peer-to-peer anonymous communication mechanisms
be directly deployed in mobile ad hoc networks?

This question is investigated in Paper IV, which presents a set of requirements for
anonymous communication mechanisms and also a set of properties of mobile ad
hoc environments. We concluded that no proposed peer-to-peer anonymous com-
munication mechanism could be directly implemented in mobile ad hoc networks.
Therefore, we proposed, in Paper V, Chameleon, an anonymous communication
mechanism for mobile ad hoc networks, which extends the Crowds protocol [10] to
make it suitable for the requirements of mobile ad hoc networks. We concluded from
this question that the uniqueness of identification demands the deployment of trust-
worthy identifiers, as required in most anonymous communication protocols while
other mechanisms based on unidentifiable devices are susceptible to Sybil attacks.

3. What is the relationship between anonymous communication, security and identifi-
cation in mobile ad hoc networks?

This question is analyzed in both Paper V and in Section 3 of this thesis. The re-
lationship between those three parameters led us first to a taxonomy of the security
models in mobile ad hoc networks, in Section 3.1, to a classification of anonymous
communication mechanisms for mobile ad hoc networks in Section 3.2 and later to
considerations regarding the usage of unidentified (anonymous) devices in mobile ad
hoc networks in Section 4. Finally, the combination of these findings are extended
to achieve the main goal of this thesis: the analytical formulation of the identity-
anonymity paradox, in Section 4.

2.2 Research Method

The scientific research method used during the research that led to this thesis had the (recur-
rent) steps: literature study, problem statement, hypothesis formulation, testing and evalu-
ation, and conclusions. This research method is classified as deductive research [11], since
hypotheses (or theories, according to the deductive research terminology) were proposed
and afterwards tested in order to verify the validity of their claims.

Hypotheses testing was either done with the implementation of prototypes, simulation
or by analytical methods. For the evaluation of these hypotheses, we used the following
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methods: live network results (under a controlled environment after the implementation of
a prototype) in Papers Il and IlI; simulation in Paper I, and; logical analytical evaluation
in all papers. Hypothesis falsification was used as analytical evaluation tool, mainly in
Paper IV.

The model presented in Paper | led to the architecture presented in Paper Il. The prob-
lem statement for those two papers were, in general, the same: the provisioning of security
in mobile ad hoc networks. The model aspects were evaluated against the particular char-
acteristics of mobile ad hoc networks. In Paper I, we tested the functionality and usability
of the system architecture prototype, a proof of concept implementation, and also the fluc-
tuations of the trust parameters to check if they follow the expected behavior from the
analytical model. The architecture was also analytically evaluated during the conception
process.

In Paper I, we present a lightweight group authentication mechanism that could deny
the exposure of the digital certificates that identify one network entity (user or device). The
mechanism presented in Paper Il was designed as an answer to this problem. Functional
tests were performed over a proof of concept prototype, which was later added to the pro-
totype presented in Paper Il. In addition, the security properties of the protocol proposed in
Paper Il were analytically evaluated according to a set of security attacks. Finally, simula-
tion was used to verify the randomness properties of the pseudo-random number generator
(PRNG) embedded for the development of the mechanism presented in Paper |

In Paper IV, we studied the compatibility of proposed peer-to-peer (P2P) anonymous
communication mechanisms in mobile ad hoc environments. In this paper we had to state
a hypothesis for every mechanism analyzed (i. e. this mechanism is compatible with the re-
qguirements of mobile ad hoc networks) and analytically evaluate it. Therefore, in this paper,
we basically used falsification to evaluate the P2P anonymous communication mechanisms
in the light of the mobile ad hoc network requirements. We concluded, using analytical
evaluation, that none of the existing P2P anonymous communication mechanisms avail-
able nowadays is fully suitable for ad hoc networks.

The original underlying problem that led us to Paper IV was the achievement of anony-
mous communications in mobile ad hoc networks. The conclusion that none of current ex-
isting P2P anonymous communication mechanisms is suitable for mobile ad hoc network
environments led us to the design of Chameleon, an anonymous communication mecha-
nism for mobile ad hoc networks, presented in Paper V, which functionality is based on the
Crowds protocol [10]. This paper also includes the results of the analytical evaluation of
Chameleon. Results regarding the network performance of Chameleon are planned to be
achieved through the means of simulation in the near future.

The ambiguity on the definition of mobile ad hoc networks in the RFC 2501 [13] was
studied in order to define the (in)dependence of a mobile ad hoc network from any trusted
third-party (TTP), from the point of view of the network security and privacy. We con-

3The simulation results of the PRNG testing do not appear in Paper lII, but they are published in [12].
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cluded that a TTP is needed to provide both security and anonymity in mobile ad hoc net-
works, since the uniqueness of identifiers could not be guaranteed without a trusted party.
The extension of this rationale led us to the proposal of the identity-anonymity paradox in

Section 4, which is also presented in Paper V.

3 Security and Privacy in Mobile Ad Hoc Networks

Mobility is very likely the key factor behind the success of wireless devices. Itis a common
belief that the prospect of having access to information anywhere at anytime is pushing the
popularity of wireless networks. The dissemination of wireless data networks has been
increasing in an astonishing rate since the first release of the IEEE 802.11 standard [14] in
late 1999. Figures regarding the wireless expansion are barely needed since the increase
on the amount of wireless hot spots available in public areas, such as airports, high-speed
trains and hotels, is easily noticeable in the last few years. Recently, wireless access points
had become cheap enough that domestic wireless local area networks are not uncommon
anylonger. In parallel, wireless personal network technologies, such as Bluetooth [15],
are becoming more popular and widespread in high-end mobile devices. Furthermore,
with the upcoming of IEEE 802.16 [16] certified products in the beginning of 2006, this
last mile broadband wireless access technology will certainly increase the demand and,
consequently, the market for wireless solutions. Thus, the growth and importance of the
wireless market is undeniable.

The aforementioned wireless technologies were originally designed to operate in single-
hop scenarios and in controlled environments, since the related standards cover physical
and data link aspects only. However, in order to achieve multi-hop wireless networks in an
environment with potential high dynamic topologies and nodes with limited resources that
may vanish and reappear in &fdrent geographical locations, special routing algorithms
are needed. The IETF Mobile Ad Hoc Network (manet) Working Group was created with
the purpose of developing and standardizing IP routing for these environments [13]. Other
pioneering researchfferts on multihop packet radio networks were led by U. S. govern-
mental and military agencies, such as the U. S. Army’s Task Force XXI Advanced Warfight-
ing Experiment, the U.S. Navy and Marines’ Extending the Littoral Battlespace and the
DARPA* Global Mobile [17]. However, the mobile ad hoc networking paradigm shift de-
mands far more than just appropriate routing protocols. Suitable solutions are also needed
for different aspects such as network addressing, security and privacy.

The security mechanisms included in the wireless technology standards are not suit-
able for mobile ad hoc networking, and, consequently, for ubiquitous computing, because
they depend on the constant presence of centralized services deployed in the hardwired net-
work. In addition, only data link security is sometimes provided by central devices usually
located in the hardwired network. For instance, the Enterprise Mode of the IEEE 802.11i

“Defense Advanced Research Projects Agency.
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amendment for wireless networks needs an RADIUS (Remote Authentication Dial-In User
Service) server for authenticating devices [18, 19]. Therefore, security models and archi-
tectures suitable for mobile ad hoc network environments are needed.

The same underlying rationale is valid for privacy. The existing anonymous communi-
cation mechanisms available for hardwired networks are not suitable or directly applicable
for mobile ad hoc networks, since they rely either on the constant presence of centralized
services anbr on a constant network tifec flow, which implies tréfic contention during
periods when the amount of ffe is higher than the expected amount offira or the us-
age of dummy triic when this amount is below the expected. Relying on the assumption
of the constant presence of a centralized service does not meet with the requirements for
a mobile ad hoc network [13]. Moreover, keeping a constatii¢rlow in the network
may compromise the network performance or shorten the device lifetime due to excessive
transmissions of dummy tfféc.

The remainder of this section is divided in two parts: first, a taxonomy classifying
the security mechanisms for mobile ad hoc networks is introduced along with a brief de-
scription of the mechanisms that belong to each group of solutions; finally, the anonymous
communication mechanisms are briefly introduced and classified according to their func-
tionality regarding their placement in the TCIP stack.

3.1 A Taxonomy of Security Models for Mobile Ad Hoc Networks

In this section, a taxonomy of mechanisms for securing mobile ad hoc networks is pre-
sented. The purpose of a taxonomy is to provide a classification of the security mecha-
nisms proposed to mobile ad hoc networks according to a given metric. In this taxonomy,
the security models are classified into three families regarding the way that identifiers are
generated, obtained and, eventually, transferred.

i. intermittently connected to an established infrastructuresecurity models belong-

ing to this group assume that mobile ad hoc networks connect periodically (or at
least occasionally) to an established infrastructure, such as the Internet. Therefore, it
is possible to rely on the established security infrastructure that already exists in the
Internet, such as a Public Key Infrastructure (PKI), and therefore, distribute digital
certificates among the participants of a mobile ad hoc network. Security schemes
in this group include proposals that rely on constant or periodic access to the Inter-
net [20] and others combining crypto-based techniques [21, 22] with digital certifi-
cates;

ii. setting a Certificate Authority in the mobile ad hoc netwerkthe assumption is
that one or more devices have a special role in the network, such as personal Cer-
tificates Authorities (CA) and repositories. These CA are responsible for issuing
certificates or credentials to devices in the mobile ad hoc networks. There are two
basic approaches to set one or more CA in mobile ad hoc networks:
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(a) one or more devices have a special role in the network, such as issuing certifi-
cates and publishing certificate revocation lists, for instance. To this approach
belongs the Resurrecting Duckling model [23, 24] and its variants, such as [25],
which are based on a central device that have privileges over other devices and
controls the ad hoc network. The usage of a secure side-channel for certificate
distribution is a common assumption for these protocols;

(b) a set of ad hoc network devices has parts of a private key that is used to issue
certificates usually based on threshold cryptography. As long &icieot part
of these nodes is the network range, digital certificates can be issued. Threshold
cryptography was first proposed in the context of ad hoc networks by Zhou and
Haas [26] and later extended by Luo et al. [27]. How many nodes and which
nodes are needed to issue a certificate is usually implementation dependent;

iii. PGP-like (Pretty Good Privacy) security models the assumption is that every
device has one or more publiprivate key pairs and that every device can issue its
own certificates and distribute them as well. Security often relies on the concept of
web of trust. Such solutions are distributed enough to operate in complete isolation
from any deployed infrastructure, however there are absolute no guarantees regarding
protection against Sybil attack§9]. This is a major drawback of security models
belonging to this family, such as teole Polytechniquedtérale de Lausanne paper
series on security in mobile ad hoc networks [28-30], for instance.

The three aforementioned groups are not necessarily disjointed. To the best of our knowl-
edge, there are no published models that can be classified as a hybrid solution. However,
sketching one is not an impossible task. For instance, local scope certificate authorities
may be deployed to establish several secure networks under the control of a single entity
(e.g., a person or a family); and the interconnection between mobile ad hoc networks

under diferent authorities may be achieved using a PGP-like system.

In Paper Il of this thesis, a security architecture is presented relying on multiple CA-
like devices that control and secure a service-oriented ad hoc network. This solutions can
operate isolated from an established infrastructure, although one or more nodes play a
special role regarding security.

3.2 Mobile Ad Hoc Networks and Anonymous Communications

In this section, we limit our scope to anonymous communication mechanisms in mobile ad
hoc networks, which is an aspect of informational privacy. Anonymity is defined as “the

5In a Sybil attack, malicious users assume multiple identities, preventing the usage of security mechanisms
based on filters, reputation or trust assumptions. The consequences of Sybil attacks and their countermeasures are
further discussed in Section 4.
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state of being not identifiable within a set of subjects, the anonymity set” [31]. Current pro-
posals for achieving anonymity in mobile ad hoc networks can be classified in fii@cedit
groups regarding their level of functionality: either in the network layer (i. e., anonymous
ad hoc routing protocols) or as a middleware between the application and the transport
layers (i. e., overlay anonymous communication mechanisms).

The advantages of implementing anonymity in the routing protocol are the complete
transparency towards the application layer and also probable better network performance
in comparison to overlay anonymous communication mechanisms (but worse compared
to standard ad hoc routing protocols), since data travel directly from the source to the
destination, using the route assigned by the anonymous routing protocol (if assuming that
the routing protocol works as expected by determining an adequate network path).

On the other hand, a major disadvantage is the incompatibility with standard ad hoc
routing protocols, what may result in a reduced anonymity set (containing the devices run-
ning the anonymous routing protocol) since it is not expected that all mobile ad hoc network
users would have an anonymous routing protocol running instead of a standard protocol.
Although it is technically possible to have several routing protocols running in the same
device, the routing priority is given to the protocol with the lowest cost, which is a local
defined parameter. Changing this parameter to force the selection of the anonymous rout-
ing protocol would require some sort of upper-layer intervention, which would void the
advantage of the transparency property. In addition, even if a reasonable amount of devices
prioritizes the anonymous routing protocol over the standard routing, a set of devices run-
ning only standard ad hoc routing protocols may degrade the anonymity of other devices,
since they will not be able to reply to packets encoded according to the anonymous routing
protocol and force anonymous nodes to disclose information. Furthermore, since mes-
sages are directly transferred from source to destination, connection information (e. g., for
TCP, the connection tuple: IP source address, IP destination address, TCP source port and
TCP destination port) may potentially expose the relationship between two communicat-
ing nodes and compromise some anonymity properties, such as the sender anonymity and
sender-receiver unlinkabilify for instance.

Several anonymous ad hoc routing protocols have been proposed and published re-
cently. A non-exhaustive list of protocols may include: ANODR (Anonymous On Demand
Routing) [32], SDAR (Secure Distributed Anonymous Routing) [33], PPR (Privay Preserv-
ing Routing) [34], and MASK [35]. The goal of these mechanisms is to achieve anonymity
(and also location privacy, for some protocols such as ANODR and PPR) in the routing
layer. All the aforementioned protocols rely on a Trusted Third Party (TTP) for the distri-
bution of identifiers (such as transactional pseudonyms), with the exception of ANODR,
which is defines itself as an “identity-free” ad hoc routing protocol.

Overlay anonymous communication mechanisms operate over the transport layer and
below the application layer. The advantage of these mechanisms is that they are indepen-

61n this work, we will follow the Pfitzmann and Hansen [31] terminology for the definition of privacy related
terms such anonymity, unlinkability and pseudonymity, for instance.
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dent from the routing layer since they operate on top of the transport layer. Therefore,
overlay anonymous communication mechanisms may be deployed along with standard ad
hoc routing protocols. On the other hand, the disadvantages include the non-transparency
towards the upper layer, since applications must be diverted from the normal data flow to-
wards the overlay network (i. e., using a local proxy for instance). Furthermore, the network
performance might be worse compared to anonymous routing protocols, since messages are
routed through a set of intermediary overlay nodes and a number of connections must be
established before a message is finally delivered to the destination.

To the best of our knowledge, only two overlay anonymous communication mecha-
nisms were proposed so far. Jiang et al. [36] proposal was base on an adaptation of the
Chaumian mix concept [37] to mobile ad hoc networks. Jiang et al. claim that their pro-
posal is resistant to global observerbut at the cost of bandwidth-consuming dummy
traffic. In addition, their proposal does not provide the property of fairness, since the mo-
bile ad hoc network is divided into two sets: the Mix nodes and non-Mix nodes. Obviously,
the performance burden is greater over in Mix nodes than in non-Mix nodes, since the for-
mer set has to execute all the mixing functions and also relays more data than other nodes.
In addition, Mix-based solutions heavily rely on public-key encryption, which is a major
performance drawback.

Chameleon [38] is an overlay anonymous communication mechanism designed after
the requirements for anonymous communication systems in mobile ad hoc environments
described in [39]. Chameleon underlying functionality is based on the anonymous path
setting of the Crowds system [10], which uses the toss of a biased coin to determine if a
data stream is forwarded directly to the destination or, else, it should be forwarded to relay
node instead. Chameleon properties include sender, receiver and relationship anonymity
against a defined set of attackers. Further details of Chameleon are described in Paper V.

4  The Identity-Anonymity Paradox

In this section we focus on the problem of identification in mobile ad hoc networks and its
consequences for the aspects of security and anonymity in these environments.

According to the RFC 2501 [13], mobile ad hoc netwonkayoperate in isolation —
that is, in the absence of any fixed infrastructure. Therefore, the concept of autonomous
systems is not applicable in mobile ad hoc environments, as there is no entity controlling
the network and providing services such as routing, security or addréssiige lack
of standardized addressing schemes allows network nodes to change their IP addresses

A global observer is able to eavesdrop all communication channels in the network simultaneously. However,
global observers are not able to break public key or symmetric key crypto-systems.

8There are currently no standards for IP assignment in mobile ad hoc networks. Recently, the Autoconf
Internet Engineering Task Force (IETF) Working Group [40] was assigned to study, among other questions, the
problem of addressing in mobile ad hoc networks.
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(and MAC addresses as well), or even to have multiple network interfaces (either real or
virtual) with multiple identifiers each. Thus, obtaining unique, persistent and trustworthy
identifiers from layers below application (regarding the T@Pmodel) is not realistic. The
consequence of such fact is that traditional identification systems that rely on the usage of
network or data link information are basically useless in such environments.

If the definition of mobile ad hoc networks stated in RFC 2501 [13] is taken to its
extreme, i. e. if we understamdayas a need to work in isolation from any infrastructure at
all times, it may turn out that the deployment of unique identification in those environments
is impossible to be guaranteed. This impossibility may lead to the fallacious argument that
anonymity is naturally achievable in mobile ad hoc networks in all layers below application
(regarding the TCPIP model), since unique identifiers do not exist. In this section we first
conclude that security provisioning in mobile ad hoc network needs unique identifiers and
then we expose the incorrect reasoning that holds the fallacy that anonymity is naturally
achieved without identifiers.

The remainder of this section is organized as follows. First we introduce the con-
nection between anonymous devices and Sybil attacks, discuss the fallacy behind anony-
mous devices and the provisioning of anonymity properties and present and discuss the
current countermeasures against Sybil attacks in mobile ad hoc networks. In the second
part of this section, we introduce the identity-anonymity paradox by presenting the con-
nection between network security, anonymous devices and the provisioning of anonymous
communications in mobile ad hoc networks. Finally, we identify the consequences of the
identity-anonymity paradox in the last part of this section.

4.1 Anonymous Devices and Sybil Attacks

The lack of reliable network and data link identification may give the impression that nodes
in mobile ad hoc networks are naturally anonymous, especially if we consider using the
Sybil attack as an enabler for achieving anonymity. A Sybil attack is defined as “a small
number of network nodes counterfeiting multiple identities so to compromise a dispro-
portionate share of the system” [9]. Therefore, the Sybil attack would allow the usage
of multiple identifiers simultaneously, which lifetime would be equivalent to the lifetime

of one session or TCP connection, for instance. Therefore, both IP and MAC addresses
would constantly change and, in principle, it would not be possible to associate or track
those identifiers [41]. The ultimate goal of this approach is to obtain anonymous devices,
which cannot be dierentiated from other devices in the network, by denying identifiers.

The general goal of deploying anonymous devices (i. e., devices without identifiers)
is to achieve location-privacy and untraceability by the means of randomly changing the
identifiers associated to a given device immersed in the network. However, the benefits of
having random identifiers are not enough to compensate for the disadvantages that arise
from the deployment of such technique in mobile ad hoc networks. In{f&ctyIAC} pairs
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should not be considered identifiers, since one single device can change them constantly
or even have several pairs active at the same time, due to the existing lack of addressing
control in mobile ad hoc networks

A disadvantage of anonymous devices in distributed environments is how to correctly
identify a given destination (e. g., a devicfaring a specific service) located in the net-
work. If we assume a service-based mobile ad hoc network, such as a Jini [42], UPnP [43]
or Konark [44] networks, any device could easily impersonate any network service. More-
over, the absence of unique identifiers might also disrupt ad hoc routing, since a malicious
user could announce false information undefedent{IP, MAC} pairs.

In addition, relying only on anonymous devices is not enough to provide key anonymity
properties such as sender-receiver relationship anonymity and sender anonymity against
the receiver because senders and recipients establish direct connections between them.
Therefore, they could be easily pinpointed and have their relationships exposed and their
anonymity properties compromised.

Another drawback of such scheme is its vulnerability téfitaanalysis and to physical
layers oriented attacks, such as radio fingerprinting, triangulation and signal to noiée (S
ratio tracking techniques [34], for instance, that could potentially expose the sender’s loca-
tion independently of th@P, MAC} pair selected. Thus, the claimed benefit of protecting
users’ location privacy by not allocating identifiers to the network devices is not guaran-
teed. Current countermeasures against Sybil attacks include resource (computational, com-
munication or storage) testing [9], radio source verification, random key pre-distribution,
positioning techniques and remote code attestation [45]. However, each of these counter-
measures has its own drawbacks:

e Resource testing [9] assumes that devices are limited in resources, either regarding
computational power, storage resources or communication capabilities, and there-
fore, would not able to perform two complex tests simultaneously, if a single test
would demand all the device resources. However, the heterogeneity of devices and
the need of simultaneously verification of all network nodes prevent resource testing
to be feasible in mobile ad hoc networks;

o Radio source verification is a variant of resource testing, which tests the communi-
cation capabilities of a network device. It does not test all nodes simultaneously,
since only one communication channel can be listened in a given slot of time (if
we assume the existence of a single radio in the testing device), and part of devices
remain untested. However, technology limitations prevent the usage of several chan-
nels simultaneously due to interference between communication channels (e. g. the
IEEE 802.11 standard allows the usage of three simultaneous channels at most [14]).
In addition, a Sybil attacker could take advantage of the dynamic characteristic of
mobile ad hoc networks and mimic the constantly arrival of new (Sybil) nodes in the

9Therefore, the properties ¢, MAC} pairs are the same of transactions pseudonyms.
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network;

e Random key pre-distribution [45] may work in wireless sensor networks, but are
unfeasible in mobile ad hoc networks and, in addition, in this case, there is the need
of a trusted entity distributing those keys;

e Remote code attestation relies on the concept that the code running in a Sybil node
would be diterent from the code running in a legitimate node [45]. This method
might be useful in sensor networks, if we assume that all nodes run the same set
of code. However, it might not be the case in mobile ad hoc networks with hetero-
geneous devices. In addition, if only the code used for the generation of identities
(e.g., network address) is attested, it may still be possible to launch several instances
of the same legitimate code and starts several threads running the same code in order
to bypass remote code attestation.

e Geographical positioning techniques try to pinpoint devices in order to verify the
position of a node. The basic assumption relies on the law of physics that states
that two bodies of mass cannot occupy the same space at the same time. Therefore,
only one identifier should exist in a give geographical location. A variant of this
scheme verifies the whereabouts of a node and checks if the density of nodes in a
given geographical location is higher than the expected, which might indicate the
presence of Sybil nodes [45]. The drawback of this technique is clear: in multi-hop
wireless ad hoc networks it may be unfeasible to verify the exact position of a given
device, especially without the aid of other devices, which might be non-legitimate or
colluding nodes.

4.2 Defining the Identity-Anonymity Paradox

A clear conflict between mobile ad hoc network security and anonymous devices exists
regarding the uniqueness of identification and the vulnerability to Sybil attacks. The usage
of anonymous devices prevents, in theory, to associate a given device to a given logical
identifier at a given time slot. On the other hand, security can only be provided in mobile
ad hoc networks if the uniqueness of identificatfboan be guaranteed (by the means of
trusted identifiers) and, therefore, the network is protected against Sybil attacks.

Network security is necessary to keep the network sanity, by preventing the network
disruption, in the presence of malicious users. Without uniqueness of identification, attack-
ers could assume multiple identities in the mobile ad hoc network and compromise basic
network services, such as routing, and bypass reputation systems, for instance. Therefore,
mobile ad hoc network security models that are not vulnerable to Sybil attacks and anony-
mous devices cannot be deployed in the same network.

Oyniqueness of identification is the ability to associate one logical identifier to one device.
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Anonymous communication mechanisms, on the other hand, share a similar require-
ment with security models for mobile ad hoc networks: they both rely on unique identifiers
to provide their services.

It means that a relationship between devices and trusted identifiers must exist, as other-
wise a Sybil attack could be easily deployed in the network. Anonymous communications
provide, in general, anonymity properties at the cost of network performance. The ffade-o
between the achieved level of anonymity and the network performance usually correspond
to the main dference between the proposed anonymous communications. For instance,
anonymous communication protocols théfeo protection against global attackers usually
rely on trdfic contention, dummy tfic and broadcasting to achieve their goals, while
other mechanisms thatfer protection against an attacker model that excludes the global
eavesdropper usually provide a better performance.

In conclusion, even though the concepts of anonymity and identifiers are often under-
stood as opposites, reliable anonymity is not achievable in mobile ad hoc environments
without trusted, unique and persistent identifiers since network security must also be guar-
anteed. Overlay anonymous communication mechanisms usually rely on unigue identifiers
and are a natural candidate for the provisioning of anonymity in mobile ad hoc networks
since they can be deployed in conjunction with mobile ad hoc network security architec-
tures. We named the need of unique identification for the provisioning of anonymity as the
identity-anonymity paradgsince the concepts of identity seems to contradict the concept
of anonymity, but, as shown in this section, the deployment of anonymity demands trusted
identifiers.

4.3 The Consequences of the Identity-Anonymity Paradox

The consequences of this paradox and its relation with the Sybil attack lead to clear in-
terpretation of the definition of mobile ad hoc networks in the RFC 2501 [13] regarding
the operation in isolation and a better understanding of the foundations behind the issue
of identifiers in proposed security mechanisms for mobile ad hoc environments. A list
of conclusions can be drawn when putting the aforementioned taxonomy, the RFC 2501
definition and identity-anonymity paradox into the same picture:

o the usage of anonymous devices in mobile ad hoc networks can be harmful to the
network security and must be avoided. In addition, anonymity properties, such as
relationship anonymity and sender anonymity, are not guaranteed using anonymous
devices. Furthermore, the possible benefits of achieving location-privacy are also not
guaranteed since physical layer attacks could be used to disclose a devices’ location
and even also to track and associate their transactional pseuddnyms

e security schemes for ad hoc networks need to guarantee the uniqueness of the net-

U Transactional pseudonyms are pseudonyms used for one transaction [31].
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work identifiers, usually by the means of digital certificates, since Sybil attacks can
only be prevented in mobile ad hoc networks with trusted identifiers, usually issued
by a TTP? (either centralized or distributed). We can conclude that anonymous
communication in mobile ad hoc networks can only be achieved if security solutions
from familiesi or ii, from the taxonomy presented in Section 3.1, are deployed (but
not from familyiii).

¢ regarding the definition of mobile ad hoc networks in RFC 2501 [13], to our un-
derstanding, a mobile ad hoc network may either depend intermittently on some de-
ployed infrastructure (and therefore may operate in isolation for a given time frame)
or it could operate in complete isolation from the deployed infrastructure, given that
some support system (e. g.,a TTP or a CA) is deployed in the mobile ad hoc network.
Two important conclusions can be drawn from the previous item:

— first, security is hardly achievable (if not impossible to be achieved) in complete
distributed systems without any trust relationship between devices since the
complete absence of a trusted entity may lead to a vulnerability to Sybil attacks;

— second, in the RFC 2501, the passagayoperate in isolation” does not mean,
regarding security aspects, that the dependence on a TTP (either centralized or
distributed) is completly and utterly impossible to happen. Operating in isola-
tion to the hardwired network does not mean the absence of all trust relation-
ships, or the prohibition of the existence of trusted devices in mobile ad hoc
networks.

5 Contributions

This section summarizes the main contributions of this thesis. They are directly related to
the research questions presented in Section 2. The contributions are:

e The design of a security model for mobile ad hoc networks and, afterwards, the
development, implementation and evaluation of a trust-based security architecture
for the same environments that is built on top of a distributed service-based network
infrastructure.

e The design, implementation and analytical evaluation of a lightweight distributed
group authentication mechanism, based on shared-keys, loose time synchronization
and pseudo-random number generation, that is included in the aforementioned secu-
rity architecture for ad hoc networks.

1270 the best of our knowledge, the only existing method to provide unique identification is with certificates
issued by some sortof a TTP.
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e The identification of the requirements for anonymous communication mechanisms
under the assumptions of a mobile ad hoc network environments, the conduction of
a comparative study and analysis of existing anonymous P2P communication mech-
anisms and the assessment whether they are suitable for mobile ad hoc networks or
not.

e The design and analytical analysis of an overlay anonymous communication mecha-
nism for mobile ad hoc networks.

e The formulation of the identity-anonymity paradox, which states that the provision-
ing of reliable anonymity is not achievable in mobile ad hoc environments without
trusted identifiers and, in addition, the impact of this paradox in the RFC 2501 defini-
tion of mobile ad hoc networks from the point of view of proposed security models.

6 Summary of Papers

This section contains short summaries of the papers included in this thesis.

Paper | — Security Model for Ad Hoc Networks

Several new applications and the new emerging technologies that make ad hoc networking
possible are pushing the development of ad hoc networks. Securing the ad hoc environment
is essential for the success of these new applications as well as for the entire future of ad

hoc networking. Several security aspects for ad hoc networks, such as trust management
and routing concerns were approached in the last few years, but no comprehensive security
models for ad hoc network environments were presented until now. This paper introduces

a security model for wireless service-based ad hoc networks.

Paper Il — A Trust-Based Security Architecture for Small and Medium-
Sized Mobile Ad Hoc Networks

This paper describes a trust based security architecture for smedium-sized mobile

ad hoc networks. We designed and implemented a security architecture that extends the
traditional PKI model, assigning variable trust values to digital certificates and issuing
credentials to grant access to network services. Trust values are not static; they vary during
regular network operation as network users provoke security incidents. Depending on the
seriousness of the incidents the trust value associated tdfdreler’s certificate will vary.
Eventually, a series of security incidents may end up with the certificate revocation. We also
developed a security framework for designing secure applications and built prototypes to



20 Introductory Summary

test and validate our architecture. We considered service-oriented ad hoc networks, where
every mobile device is classified as service providers or service users.

Paper Il — A Lightweight Distributed Group Authentication Mecha-
nism

Identifying trustable devices and establishing secure tunnels between them in ad hoc net-
work environments is a flicult task because it has to be quick, inexpensive and secure.
Certificate-based authentication mechanisms are too expensive for small devices. The use
of such mechanisms must be controlled and reserved for special situations, (e. g., banking
applications) but not for everyday transactions. In addition, indiscriminate use of asymmet-
ric ciphering and certificate-based authentication is a shortcut to battery exhaustion attacks.
This paper describes a lightweight distributed group authentication mechanism suitable for
ad hoc network devices requirements. We introduce the concept of group authentication,
the target of which is not the individual identification of devices, but to verify if a device
belongs or does not belong to a trusted group. The proposed mechanism verifies if devices
have a pre-shared secret and sets new cipher keys each time it runs. This mechanism re-
quires loose synchronization among the devices’ real time clocks to thwart replay attacks.
It also mitigates theféects of battery exhaustion attacks due to its lightness.

Paper IV — Requirements for Privacy-Enhancements in Mobile Ad Hoc
Networks

This paper formulates requirements for anonymous overlay networks for enhancing the
privacy of mobile ad hoc network users. Besides, it analyzes existing peer-to-peer based
anonymous overlay networks and shows that none of them are compliant with those re-
quirements. Finally, it outlines the ongoing design of an anonymous overlay network in-
tended for mobile ad hoc environments.

Paper V — Chameleon and the Identity-Anonymity Paradox: Anonymity
in Mobile Ad Hoc Networks

In this paper we first present the identity-anonymity paradox, which explains why iden-
tities are needed to achieve reliable anonymity. Then, we introduce Chameleon, a novel
anonymous overlay network for mobile ad hoc environments, and describe it in details
with the support of state transition diagrams. To the best of our knowledge, this is the first
low-latency anonymous communication mechanism designed for a mobile ad hoc network
setting.
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7 Conclusions and Outlook

This thesis is focused in the provisioning of network security and anonymity in mobile
ad hoc environments and the discussion about the impact of the definition of identity and
identifiers on both security and anonymity.

We conclude that the identity-anonymity paradox is the linkage between the provision-
ing of security and anonymity in mobile ad hoc networks since it explains that security and
anonymity can only be deployed if trusted identifiers exist in the network. Furthermore,
the identity-anonymity paradox allow us to have a clear understanding of the RFC 2501
definition for mobile ad hoc networks from the point of view of security models.

Even though each appended paper has its own objectives, their findings proved to be
invaluable for the background and discussion of the main goal of this thesis: the formulation
of the identity-anonymity paradox and its impact on the definition of identity and identifiers
in the aspects of mobile ad hoc network security and privacy.

Future research activities include in the short term the simulation of Chameleon in order
to evaluate its performance in relation to varying levels of degrees of anonymity. Some
of the parameters that will be tested in our tests include: the end-to-end delay variation
introduced by changing a system parameter (the probability of forwarding); and the average
number of data link paths used to connect a source to a destination in comparison to a
standard routing protocol in order to evaluate the transmission overhead generated by the
anonymous communication mechanism, and, consequently, the amount of energy spent in
the network per transmitted bit.

Another short term research activity is the evaluation of the possibility of using anony-
mous credentials [46, 47] for guaranteeing identity uniqueness and simultaneously prevent
the disclose of an unique identifier.

In the middle term, we plan to analyze the possible advantages and disadvantages of
introducing cross-layer information to increase security and privacy in mobile ad hoc net-
works. We are particularly interested on the possibility of using the SNMP{#&B a
natural repository of cross-layer information that could be potentially used in the advan-
tage of the provisioning of security and privacy in mobile ad hoc environments.
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Abstract

Several new applications and the new emerging technologies that make ad hoc net-
working possible are pushing the development of ad hoc networks. Securing the ad
hoc environment is essential for the success of these new applications as well as for the
entire future of ad hoc networking. Several security aspects for ad hoc networks, such
as trust management and routing concerns were approached in the last few years, but
no comprehensive security models for ad hoc network environments were presented
until now. This paper introduces a security model for wireless service-based ad hoc
networks.

1 Ad Hoc Networks and Security

An ad hoc network is defined as a set of mobile nodes or platforms that can move arbitrarily

in a temporary infrastructure and establish an ephemera network, without the presence of
a central entity, using wireless interfaces to switch packets. Ad hoc network nodes can be
hosts (i. e., running users applications) or routers (i. e., switching packets to another nodes,
extending the network reach) [3, 5, 6].

The same reasons that allow the set up, almost instantaneously, of a wireless ad hoc net-
work, also bring the challenge of controlling and guaranteeing the system security required
for the applications and services using such communication infrastructure [4]. The main
contribution of this paper is a security model with all the basic requirements to develop
secure applications and services in ad hoc network environments.

The rest of this paper is organized as follows. Section 2 presents the security aspects for
ad hoc environments and its assumptions. The security model for a service-based ad hoc
network is defined and discussed in Section 3. The conclusion, in Section 4, summarizes
the work.
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2 Ad Hoc Security Aspects

Wireless communications have several characteristics tffat éfiom traditional wired en-
vironments; most of them are related to the nature of the communication itself. Wireless
communication signals spread through the environment in contrast to wired communica-
tion, where the signal is confined in a copper or optical fiber medium. Besides, one of
the greatest advantages of wireless systems, the node mobility, may lead to severe security
issues [9].

It is important to understand that wireless communication can impact not only to the
physical, data link and network layers of the OSI network model. Although the meth-
ods of cryptography deployed in wired network can also be applied in wireless network,
sometimes they are not appropriate. For example, wireless networks have a greater error
rate than wired networks and, therefore, block cryptography mechanisms might be more
appropriate than stream cryptography mechanisms.

2.1 Physical Transmission

In wired networks, to avoid that unauthorized users have access to the network, the follow-
ing precautions are usually taken:

e Devices are physically protected from unauthorized access and the cabling is pro-
tected against eavesdropping.

e Firewalls are installed to avoid unauthorized hosts to access controlled services.

¢ Network access points can be set up as security strongholds.

However, it is not possible to avoid unauthorized devices to reach the wireless network
area. Any device within reach of radio-frequency signals can get access to data being
transmitted, and also transmit data to other devices using the wireless interface. Interruption
and interception attacks are easier to perform in wireless networks than on traditional, wired
networks. To avoid this kind of attacks, implementation of services capable of assuring the
availability of connection and confidentiality of information are required.

The physical layer mechanism usually deployed is the spread spectrum technique with
low power transmission [1, 2, 7]. This technique increases tficdty to mount signal
interruption (e. g., a jamming attack) as well as signal interception (eavesdropping) attacks

(8.

2.2 Unauthorized Access

Some characteristics in ad hoc networks may requifferdint security solutions. Private
or public network require dlierent levels of security andfirent solutions as well.
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2.2.1 Private Networks

In a private network, devices with authorized connection are known and controlled. These
networks are usually created to serve a limited group of users and devices, such as: busi-
ness networks; domestic networks; domestic automation networks; networks created for
conferences or meetings outside the business networking environment and; wireless access
providers to the Internet.

In these networks just authorized devices should have access to the network, but in
wireless ad hoc networks, this control is not so simple. In order to control the communi-
cation and avoid intruders, devices first need to authenticate each other. However, device
authentication may not be enough to control the access to the network. Other usual question
in these networks is the confidentiality of data being transmitted. The use of cryptography
is necessary to critical data transmission because it is not possible to avoid that an intruder
could capture signals being transmitted on the air.

2.2.2 Public Networks

The services provided from a public network can be accessed by unknown devices. These
networks are usually created for itinerant users. Some examples: information services of-
fered at an airport or a temporary network with an Internet access point deployed in events.
This kind of network may or may not require device and user authentication. Equally, the
transmitted data can be confidential or not. Usually the need of authentication and cryp-
tography depends on the nature of the service. In public networks, users and devices are
unknown, which makes encryption and authentication mechanisms harder to be deployed,
if not impossible. The use of public and private key scheme ¢&m authentication in the
application level.

3 Security Model for Service-Based Ad Hoc Networks

In a service-based network, services difered and requested through the communication
infrastructure. The wireless ad hoc network communication infrastructure is composed by
wireless devices, which communicate among themselves directly and without any fixed
infrastructure. The security model, presented in this work, has the purpose of establishing
a service-based ad hoc network on which services interact in a secure way.

3.1 Service-Based Networks

A service-based network is formed by a communication infrastructure and by an entity set
that dfers and requests services.
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3.1.1 Entities

Entities can also be classified according to their physical or logical nature.

Physical entitiesare equipments with the most diverse complexities. The simplest de-
vices may have one function only, such as air-conditioners, microwaves, etc., while the
most sophisticated ones majfer multiple services, such as wireless phones with PBX
functions, answering machines with Internet access, and computers that communicate with
wireless devices, among others.

Logical entitiesmust be hosted by physical entities to exist. Logical entities are the
processes that run in servers or access devices, including the processes that interact with
users.

The entities that compose a service-based network can be classifigseis. service
providers(or services) andevices All entities can be identified; this is an important aspect
when it is crucial to protect the network against non-legitimate entities.

e Usersare logical entities that request services to the network services providers.
Users are the entities that use the network services and can be identified.

e Services Providerare logical entities with capacity, functionality and availability to
answer to the service requests presented to them. The service capacity corresponds
to the intensity with that a service can be provided. The amplitude of this capacity
is related to the amount of resources allocated or associated to the service. The
functionality is related to the ability to provide, supply or perform a set of functions.
Finally, service availability is related to the periods of time that the device is able
to perform its functionality services. A service provider may request services from
another entities and may also be identified

e Devicesare physical entities capable of supporting (hosting) services and users. De-
vices commonly fier user interfaces, such as displays, keyboards, microphones and
touch screens. Devices have physical addresses and may be identified.

Considering the dynamic behavior of the entities, they are ejthesentor absent
depending on the position in the network’s reach-radius and their power statgg);

Devices can also be classified permanent®r guests An initial configuration pro-
cess defines the device’s privileges. Permanent devices are those which have long-lived
privileges and guest devices have short-lived privileges. Guests can be classified as uniden-
tified, until they are not submitted to an identification process, and identified when they
gone through a positive identification process. Guests that go through an identification
process can assume generic identities (anonymous) or specific ones (identified guests).
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3.1.2 Communication Infrastructure

The communication infrastructure provides the exchange of data between entities in a trans-
parent way. No particular network technology is required for establishing a service-based
network. The existence of an ad hoc routing protocol in the network layer will be assumed
from now on in this paper.

3.2 Authentication and Authorization

Before a service or function can be used by an entity, a verification of proper permissions
for this access may be performed. First, the entity is identified to verify if it is who it
claims to be. This process is calladthenticatior(or identification). After that, the entity’s
permission to use the service is verified. This process is callétbrization

Entities are classified in the network as a result of an initial authentication process called
registration This classification depends on pre-established configurations and may trigger
the issuing of one or more certificates that indirectly define the entity’s rights.

Actionsare entities’ individual initiatives, translated in the form of service requests
or service replies. Generally, access devices perform service requests and receive replies.
Devices that host service providers perform actions that process service requests, and return
replies (angbr results).

Permissionare the rights to perform actions. Permissions can haterdnt granular-
ities. Service permissions define the rights to use a service as a whole, while function (or
operation) permissions define rights to act on specific functions of the service.

An efficient mapping between services and entities is necessary for permission control
and verification. A direct mapping between services and entities may become unpractical
in networks with more than a few users or with complex services. Therefore, the proposed
model use groups and profiles to simplify the mappi@goupsare sets of entities that are
created based on common entity characteristics or purpPsgfiesdefine a set of permis-
sions, which can be relative to devices, services or functions. Profiles form a convenient
way to group permissions that are later mapped to groups of entities.

Access rightsare defined as the relationship that establishes the right of an entity to
perform a given action. Access rights are defined and may be verified through the mapping
between users, groups, profiles and actions, as presented in Equation 1.

Entity © Group < Profile © Action D

Theaction-radiusof an entity is defined by all the actions that it has rights to execute,
thus it is derived from the union of all the actions for which it has access rights.

The access rights that a service network assigns to an entity are proportional to the trust
level that this network has about this entity. The trust level indicates how much the service
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network trusts a particular entity. The trust level can be changed as result of administrator
intervention (adding a new device in the network), promotion, demotion, suspect behavior
or banishment. Finally, the trust level can be automatically changed through authentication,
as when an entity passes from the non-identified to identified state.

The authentication of an entity goes through several steps. The public services net-
work may not require authentication, while critical services, such as document signing or
commercial transactions application being executed in home devices may require multiple
identification levels. Services may require the appropriate identification procedures accord-
ing to its own criteria, and in the order and quantity desired, allowing great flexibility and
increasing security. Several types of identification procedures may be supported, such as
passwords, tokens, certificates and biometrics.

After session establishment, where mutual device identification is required, extra identi-
fication requests may be optionally exchanged. The mutual initial identification exchanges
the minimal amount of necessary information, to not compromise entities’ privacy. De-
pending of the reply, new requests may be generated as well as messages granting or deny-
ing the identification presented to execute an appropriate action.

3.3 Registration Service

The registration service’s purpose is to register new entities on the service-based network
(i. e, initially authenticating them on the network) and issuing signed digital certificates to
these new entities. Certificates should be presented by user entities on every service request
for authentication purpose; if the certificate is authentic and valid, the service provider
verifies the access rights related to the identified end user.

In order to use the lookup service (which belongs to the basic infrastructure of a service-
based network, and contains a list of the available services) as well as general services, an
entity must identify itself using the certificates issued by the device hosting the registration
service, called the registration authority.

The registration service and the lookup service could be associated, but they do not
necessarily coexist in the same device. Both services are essential to the network, but they
do not need to be available at all times.

The registration service is mandatory for the security model, and like all services in
ad hoc networks, it is not fixed on a device, and may exist in any capable, permanent and
previously identified (or announced) network device. These devices could be in a list of the
possible registration authorities.

The registration authorities control a mobile database of registered entities, called the
registry. It should be distributed and shared among the permanent devices capable of be-
ing a registration authority. Service providers have to accept certificates signed from any
recognized registration authority.
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An entry in the registry is indexed through a unique identifier associated to each entity
(e.g., a combination of the physical device address and a PIN, for devices). It includes the
entities’ certification information (e. g., an entity’s public key) and, for devices, information
regarding the class they belong to (i. e., permanent or identified guest).

When devices register in the registration service, they are classified as anonymous
guests, identified guests or permanent users and devices. The registration service classifies
the devices based on pre-configured list of devices that should belong to a specific class
(e.g., the list of permanent devices) as well as on rules for automatic classification (i. e., if
a device fulfills some requirements, it may be automatically classified and registered).

After a period of time away from its permanent (home) network, a device should be
capable of recognizing its home network through its registry’s logital This logical
id should be changed periodically, following a pseudo-random sequence generated from a
seed distributed to permanent devices. If the seed’s secrecy is compromised, the same could
be changed by the active registration service and propagated through the ad hoc network.
Devices out of the permanent network range will have to be submitted to a new registry.
This method guarantees the users’ privacy, avoiding device tracking, and the service net-
work privacy, avoiding identification to a non-authorized user.

The registration service also has a certification revocation list. This list contains the
revoked certificates, and each revoked certificate should be at this list until the certification
expiration. A service provider may also issue special signed digital certificates, indepen-
dently from a central registration authority. In this case, these certificates are used to au-
thenticate entities only to the services hosted by the issuer service provider, which becomes
a special instance of a registration authority restricted to a set of specific services. When
combined with trust distribution mechanisms, a set of such special registration authorities
may take the role of a central registration authority.

3.4 Application Security

Many devices, such as notebooks and handheld computers, support the installation, config-
uration and execution of applications. These activities have potential security risks since
they may allow the execution of malicious code, permit virus proliferation and compromise
privacy, among other vulnerabilities.

In order to protect against potentially unsafe activities, a security model similar to the
Java security model version 2 is proposed, which should:

e be secure against malicious applications: it is necessary to prevent programs from
damaging its computational environment. Viruses and Trojan horses are examples of
such programs;

e protect against intrusive programs: it is necessary to avoid that private information
in the host device to be accessed or disclosed by the running programs;
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Figure 1: Device Access State Machine.

e support authentication: the author and user identity of the program should be verified;

e use cryptography: all data in transit, i. e., sent or receive¢drom the network or
storage devices (e. g., hard disks and databases), should be encrypted;

e support audits: all potentially sensitive operations should be logged;

e be capable of being verified: rules of operation should be established and the adher-
ence to them must be verifiable;

A virus is not a device’s recognized application, since it does not own a valid digital
signature (unless the system is configured to do so), and, therefore, it is prevented from
executing. When an application needs more privileges, it must be a proper member of a
higher privileged group, or an authorized user must modify the system permissions.

3.5 Dynamic Behavior

After the dynamic process of inserting a device in an ad hoc network environment is com-
pleted, it is necessary to consider the device’s behavior in this environment. As previously
seen, when devices register in the network, they are classified as anonymous guests, iden-
tified guests or permanent entities. Figure 1 shows the finite state machine related to the
device behavior.

When a device accesses the network, it enters in an initial state (“Init”), under an
unidentified guest status. If it successfully registers with the registration service, it becomes
a network member, and moves to an active state (“Permanent”, “Identified” or “Anony-
mous”) according to the classification received from the registration service. The device
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remains on the initial state while it does not successfully register. If it is powefent o
leaves the network environment, it leaves the initial state and goes to the “Inactive” state.

If the device is registered as a permanent device (“RegistetddkPtransition), it
means it has long-lived privileges on the network. It leaves the permanent state when its
certificate expires (“RemoyExpiration” transition) or is revoked (i. e., it is removed from
the list of permanent devices). When an anonymous guest certificate, which is a short-lived
certificate, is issued (“Register.id=Ak” transition), the device has a pre-defined time to
access public network services (those which do not demand any identification), returning to
the initial state when it times out. And last, if the device is an identified guest, it can access
any network public service and guest specific services (“RegistesakVtransition). It
returns to the initial state when it is removed, its certificate expires or it is no longer active
(“Keepalive=not ok/remove” transition).

When a device is in one of the active states, it is necessary to consider its behavior when
a service is requested, as shown in Figure 2. In the moment that the device is in an active
state (“Operational” state), it can request: the location of a given service from a lookup
service (“Locating” state); a service from a service provider (“Wait for Response” state);
or a group registration to join additional groups and gain additional privileges. A request
response indicates whether or not the request was successful.

Before using a service, a device needs to find it. Through the service location proto-
col, it requests the location of a service, going to the “Locating” state. It returns to the
“Operational” state after receiving the answer.

When a device is in the active state as an anonymous guest, it can only locate public
services. When it requests a service, it enters the “Wait for Response” state and exits this
state when it receives the reply of the service provider.



38 Security Model for Ad Hoc Networks

3.6 Security Mechanisms

The security model encompasses several security mechanisms, which are used by the enti-
ties to interact among themselves in a secure way.

Network Discovery— An entity may belong to dierent networks (e. g., a home net-
work and a corporate network). Before accessing a service, the entity must discover in
which network it is presently in (using the registdy for example), and select the appro-
priate certificates and credentials for the network services. This task is under responsibility
of the network discovery mechanism.

Individual Registration— In order to access a service in a network, an entity needs to
go through an individual registration process: new entities in the network should register
themselves in the registration service. The registration service, according to its configura-
tion, provides a special certificate, called an individual certificate, to the registering entity.
The individual certificate is valid for that specific network and it correctly identifies the
entity to the services in the network.

Group Registration— As previously seen, the entities may belong to one or more
groups and, depending on which groups it belongs to, the request of service operations may
be allowed or denied. In order to join a group, the entity must execute a group registration
process: it registers itself to specific groups in the registration service. As a result of the
group registration, entities receive group membership credentials, which shall be used to
prove to service providers that they are part of one or more groups.

Registration Service Configuratiea- In order for entities to successfully register and
receive individual and group certificates, the registration service must be configured. The
registration service configuration mechanism is responsible for defining the rules that should
be used in the registration process in order to issue permanent, identified guest or anony-
mous guest certificates.

Service Setup— Each service must be configured in order to communicate securely.
This mechanism is responsible for the configuration of security parameters in a service,
such as the access rights related to groups, individual entities and operation profiles as well
as the security requirements for the service. All configurations must be signed, for auditing
purposes. It is possible that services issue special certificates to identify entities that have
access to its functions independently from the registration authority. These certificates are
managed through the service setup.

Authentication— A key mechanism in the security infrastructure is the identification
of entities, such as users, devices and services. This identification is possible with the
individual certificates, which are issued and signed by the registration authority. To identify
itself in a network, an entity presents its individual certificate, issued by the registration
authority of that network, to another entity.

Session Setup- When an entity wants to communicate with a service provider, it must
setup a session between them. A session must provide an encrypted tunnel for communi-
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cation in the wireless medium, in order to assure the confidentiality and integrity needed
for the secure communication. During the session establishment, there is the authentication
phase, where the entity proves its identity to the service provider and vice-versa (if neces-
sary). Once a session is established, an entity may request the desired service operations
and, depending on the service configuration, the entity requesting the service may need to
provide additional group membership credentials to have a specific operation allowed.

Logging— The network may provide a logging service for non-repudiation and au-
diting. There must be logging for key security operations, such as individual and group
registration and service registration configuration.

Certificate and Credential Revocatier When groups or entities are removed from the
network, the individual certificates and group credentials must be revoked. The revocation
mechanism is responsible for maintaining and advertising the list of certificates and creden-
tials revoked. It allows to security-tight services a way of instantly verifying if credentials
and certificates are still valid as well as allows that services periodically receive this list.

Content Filtering— The content filtering mechanism is responsible for checking that
viruses and other malicious code do not enter a device and corrupt services.

Runtime Checking— The processes that implement the services must be executed in
a restricted environment, with signed and unsigned code haviteyetit restrictions. If
malicious code bypass the content filtering mechanism, the runtime checking mechanism
must detect new, non-registered services that may appear as a consequence of the malicious
code, as well as detecting that a running process has been tampered. Also, if a service tries
to interact with other services or the underlying device in a disallowed or unexpected way,
the runtime checking procedure must detect and interfere, to avoid potentially dangerous
situation.

4 Conclusions

This article presented an overview of a network security model for a service-based ad hoc
network. The necessary services in this model are the lookup and registration services. The
former is necessary for finding services in the ad hoc network and the latter for providing
security. These services can be replicated in many devices and, despite being necessary, do
not need to be present at all times, fulfilling ad hoc network requirements.

The model guarantees the security of network resources through certificates issued by
the registration services. The individual certificates ensure the authenticity of the entities
involved in the communication, while the groups’ certificates (credentials), guarantee the
access rights to services. The presence of the registration service is not essential after an
entity receives its certificates: after receiving them, the entity is capable of identifying itself
and the groups it belongs to, without depending on other entities.

Applying this security model it is possible to provide security in a service-based ad
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hoc network without being dependent on central elements, which are usually presents at all
times in traditional networks.

This security model targets services networks based in Bluetooth and IEEE 802.11b
technologies. Futures works will describe the architecture of security model shown in this
paper.
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Abstract

This paper describes a trust based security architecture for /smadium-sized
mobile ad hoc networks. We designed and implemented a security architecture that
extends the traditional PKI model, assigning variable trust values to digital certificates
and issuing credentials to grant access to network services. Trust values are not static;
they vary during regular network operation as network users provoke security incidents.
Depending on the seriousness of the incidents the trust value associatedferiders
certificate will vary. Eventually, a series of security incidents may end up with the
certificate revocation. We also developed a security framework for designing secure
applications and built prototypes to test and validate our architecture. We considered
service-oriented ad hoc networks, where every mobile device is classified as service
providers or service users.

1 Introduction

Mobile ad hoc networks are notorious for their unusual characteristics, such as the lack of
a permanent infrastructure, the sporadic nature of connectivity, the dynamically changing
topology and the absence of network frontiers and central entities [7]. Mobile ad hoc
networks, due to their singular attributes, demand new protocols and solutions for their
open issues, such as suitable routing protocols, convenient QoS designs, applicable network
addressing schemes and appropriate security mechanisms, for instance.

Security in mobile ad hoc networks is a matter of scope and environment as its require-
ments basically depend on the network purpose and on the network goal. For instance, the
security requirements of a military ad hoc network atféedént depending on the scenario.
Confidentiality and availability are the most important issues in a battlefield, whereas in a
humanitarian rescue mission scenario, availability is far more meaningful than confiden-
tiality. Therefore, the application context defines the security requirements in every case.

This paper presents a security architecture designed for small and medium-sized service-
based ad hoc networks whose mobile and fixed devices can be grouped under a same ad-
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ministrative authority. Security is achieved by extending the existing PKI (Public Key
Infrastructure) model. Non-static trust information was added to digital certificates and
new PKI states were defined. A certificate-based authentication procedure is preceded by a
group authentication technique, which works with pre-shared keys and symmetric ciphers,
verifies if the devices belong to a trusted group. The group authentication is a challenge-
response mechanism presented in [9].

An object-oriented application framework implements the trust-based security archi-
tecture functionalities. It was built for designing and developing applications for mobile
ad hoc networks over a secure foundation provided by the proposed security architecture.
This framework is briefly described in this paper.

Two prototype applications (an electronic file signer and a secure slideshow applica-
tion) were designed and implemented over the application framework in order to test and
evaluate the security provided by the architecture. A second, but not least important, reason
was to test and evaluate the usability of the framework.

The remainder of this paper is organized as follows: security threats against general ad
hoc networks are briefly addressed in Section 2; in Section 3, an overview of the state of
art of context-based security for ad hoc networks is provided; in Section 4, the scope of
the proposed security architecture and appropriate environments are described; in Section
5, the proposed security architecture is presented; in Section 6, a step-by-step roadmap
on how to secure an ad hoc network with the proposed trust-based security architecture is
provided; security mechanisms used to secure an ad hoc network running over the secure
application framework are presented in Section 7 whereas implementation details, tests and
results can be found in Section 8 and 9; Section 10 summarizes the achieved results and
also provides a glance of future research activities.

This paper summarizes one of the results of a two-year research project held at Univer-
sity of Sdo Paulo (USP) and corresponds to the third paper to be published regarding the
achievements of this project. The first two publications, [9] and [16], described a security
model for ad hoc network and a challenge-response mechanism used to identify trusted
devices in an ad hoc environment. A fourth paper describing a more refined challenge-
response authentication mechanism for ad hoc networks is going to be published in the
near future [10].

2 Security Threats in Ad Hoc Networks

Network services available anytime and anywhere and wandering nodes with seamless con-
nectivity are two important ad hoc network characteristics. However, this absolute lack of
boundaries is the Achilles heel of such networks, as no network borders exist to be de-
fended, turning security into a fuzzy task. Therefore, every device has to guarantee its own
security [6].
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Security threats in ad hoc networks are somewhat an extension of the threats found on
conventional (wired) networks. Even though these threats are described in several pub-
lished works, such as [6, 7, 13], we intend to provide a brief description of security threats
and their relation with ad hoc network characteristics, in order to deliver enough back-
ground for the good understanding of the rest of this paper.

The security taxonomy described in [14] is used to allow the identification of new
attacks that concern wireless networks.

2.1 Passive Attacks

Mobile ad hoc networks are passive to eavesdropping (as any wireless network), due to
the communication medium nature. Interception of radio frequency carriers and, therefore,
the transmitted data (that shall or shall not be ciphered), must be understood as unavoid-
able. IEEE 802.11 and Bluetooth, two of the most popular wireless communication stan-
dards nowadays, rely on spread spectrum (SS) communication with public direct sequence
(DS-SS) codes arior public frequency hopping (FH-SS) patterns, in order to provide in-
teroperability among devices fromftérent vendors. In these standards, SS does not aim
to provide security, but only ISM (Industrial, Scientific and Medical) conformance with
spectrum band usage rules.

In fact, layer 1 security is hardly an option for open-standard communication tech-
nologies because a shared-medium is emulated in the physical layer. However, military
communication systems are notorious for relying on long DS-SS codes or long FH-SS pat-
terns in order to thwart passive attacks. This paper will not consider layer 1 security, as
our proposed architecture was designed and implemented to be applied over open-standard
wireless communication technologies.

Traffic analysis involves the capture of transmitted data, followed by their storage and
analysis, in order to extract useful information from ciphered payloads. As previously seen
in this section, wireless networks are exposed to eavesdropping. If weak ciphers schemes
are used, its combination with passive attacks can lead to very insecure wireless networks
- IEEE 802.11 WEPWired Equivalent Protocdlis an example of a poor security protocol
(more about WEP weaknesses in [4]).

2.2 Active Attacks

Active attacks against mobile ad hoc networks are a superset of attacks on conventional
networks (see more in [11] and [14]). These attacks can be divided in the following cate-
gories:

e Replay attacks involve capturing, storing and retransmission of a message or se-
guences of messages. Replay attacks often prelude other security attacks. Wireless
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networks are highly susceptible to replay attacks, as messages are transmitted “over-
the-air” and are, thus, susceptible to be intercepted.

e Masquerade or impersonation attacks occur when one entity pretends toffer-a di
ent entity. Unprotected or weak authentication mechanisms usually lead to this secu-
rity threat, as message sequences can be easily replayed. Man-in-the-middle (MitM)
attacks often prelude impersonation attacks. Flaws in tunnelled authentication mech-
anisms for wireless networks using man-in-the-middle attacks were published in [3].

¢ A message modification attack takes place when a message or a sequence of mes-
sages are captured or intercepted, altered and retransmitted. Intentional delaying and
message reordering are also considered to be modification attacks. In order to pre-
vent this kind of security attack, data integrity must be guaranteed. Protection against
modification attacks is essentially based on the same suite of protocols in wireless
and conventional networks. However, mobile ad hoc networks are more susceptible
to message modification, as data can be relayed by every node, trusted or not, in the
wireless network.

e Denial of service (DoS) prevents or inhibits service provision in computer networks.
Logical DoS may be avoided if a strong authentication mechanism is applied, but
physical DoS is hard to prevent in standardized communication systems for public
usage. Service disruption in wireless networks is easy to perform, as it is possible to
jam the frequency range being used by wireless communication (as it is standard de-
fined). However, in order to jam a wireless network, the attacker must be in network
range. Wireless network devices are also susceptible to battery exhaustion attacks, a
special kind of denial of service that targets battery-driven mobile devices [12].

3 The State of Art of Context-Based Security for Ad Hoc
Networks

As presented in Section 1, defining the context and the purpose of a mobile ad hoc network
is decisive as it sets the security demands for each specific scenario. This section presents
the state of art of security for ad hoc networks, presenting security models, mechanisms
and also their target scenarios. The most relevant work concerning the context and the
scope of our work (see Section 4 for more information about the scope) is also presented
in this section. Nevertheless, we do not have the intention to present an exhaustive list of
published papers regarding ad hoc networks security.

The “Spontaneous network” proposal [6], for example, was designed to secure ad hoc
networks restricted to a small area, such as a room, where users can share a common secret
and set a secure and spontaneous network. A similar approach was proposed in [2], which
assumes the same scenario as a starting point, but with a sligfiflyedit goal — deriving
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strong symmetric keys starting from weak keys. As seen, both proposals were designed for
a very specific environment, a small group confined in a closed place, like a meeting room
or a conference room. In addition, all users must trust each other, which is a reasonable
assumption for a closed context.

An alternative and realistic scenario is an environment where all devices belong to one
user or a group of users or even a smdlloe. All these devices are under a same ad-
ministrative authority and they all belong to the same secure group of devices, which may
establish secure communication channels among them. The setting of these groups and
the distribution of cryptographic keys among devices that compose a group were the tar-
get of several papers. “The Resurrecting Duckling” security model [13] and the following
“What's next?” [12] were among the first works to propose a solution for this scenario
using a central and portable device, the “cyber representative”, which distributes digital
certificates to other devices using physical contact, in a process denoted “system imprint-
ing”. This model was the first security design that was complete enough to be denoted
as security architecture for mobile ad hoc networks to be ever published. It tries to cover
all network threats in a single and coherent solution. However, this proposal is far from
perfection due to some e assumptions, such as an all-mighty device, the absence of a
closed scope and the lack of proper solutions for some security questions, such as battery
exhaustion attacks.

Zhou and Haas [18] presented a mechanism for key setting and distribution in an ad
hoc network distributing pieces of a private key among special devices denoted servers
and signing certificates using threshold cryptography. This mechanism was later improved
in [8] by allowing a group of nodes that share a common secret to sign a digital certificate.
Although none of these two papers specify a target environment, they are obviously meant
to be applied in closed environments, where nodes know each other beforehand, as they are
supposed to share some sort of common information before starting to issue certificates.
Therefore, it is reasonable to assume that both of these mechanisms, even though being
designed to secure routing in ad hoc networks, rely on the assumption that at least its first
nodes belong to a single user or community of users that share a common interest.

Hubaux, Buttyan an€apkun [7] proposed a public-key distribution system suitable
for self-organized ad hoc networks. Their proposal have some similarities with the PGP
(Pretty Good Privacysystem, with users issuing their own digital certificates, but with no
directory server for public key distribution. In fact, this work suggests that every device
should keep a small repository with certificates selected by the user. Public-key checking is
done by merging the local repositories of two ugdesgices and trying to find a certificate
path (chain) between them. However, the presence of dishonest users is poorly addressed
and new authentication methods are needed to circumvent this problem. This system was
designed assuming a network that exhibitsnaall world property (see [17]). Themall
world scenario, applied to the ad hoc networks environment, postulates that these networks
have a small average diameter and highly clustered characteristics, which increase the prob-
ability of finding a certificate path between two nodes. They assert that their proposal can
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be applied in self-organized environments, such as ad hoc networks and peer-to-peer appli-
cations, but its usability seems to be very limited to users will, and it seems not suitable for
automatic activities (e. g., data synchronization).

Candolin and Kari presented a security architecture for wireless ad hoc networks rely-
ing on trust information [5]. Even though no specific environment is explicit in the paper,
some architecture details, such as a network establishment along with a certificate issuing
procedure, reveal the nature of the target ad hoc scenario (small ad hoc networks that can
rely on a single certificate issuer). Trust information is service-oriented, which means that
a device should have multiple trust values associated to it and decisions are based on the
trust relationship between service provider and user. However, how exactly trust informa-
tion is first set and also how trust loss occurs is omitted. Furthermore, the revoking method
can lead to full-scale DoS attacks against the protected ad hoc network, as a compromised
node can falsely declare that a network device is guilty of f@nsive action, which may
lead to the revocation of the victim’s certificate.

In next section, the scope of our security architecture is presented and also its target
environment.

4 The Scope and Environment

A trust-based security architecture suitable for small and medium-sized mobile ad hoc net-
works is the main goal and contribution of this paper. However, before starting to de-
scribe the security architecture and its implementation we need to define the term small
and medium-sized ad hoc networks.

We consider small and medium-sized networks to be all networks whose devices belong
to a single person, a group of persons (e. g., a family) or an organization (e. gfican o
a small community). In fact, we believe that the great majority of future mobile ad hoc
networks will fit under the given specification. In addition, we believe that some small
administrative work is acceptable to perform some key actions (e. g., joining new devices
to the secure network) for an ad hoc network with a limited number of users and devices.

We also considered a service-oriented network (Jini-like [1]), where all devices are
classified as service providers or users. Service-oriented networks usually have one or more
service directory services, which track and keep a list of all available network services in the
neighborhood. We assumed that any network device with enough resources can assume the
role of a service directory in the absence of an online directory service. And we assume that
mobile devices could be clustered according to their ownershigfioitg (i. €., personal
devices from employees of onéice may belong to theffice’s secure cluster and also to
the employee’s home cluster). These secure clusters are narued domaing9].

We also presupposed that a secure wireless ad hoc network established under the rules
of the proposed security architecture is under control of at least one person with admin-
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istrative rights (administrator), as it is usual in any existing network. Administrator roles
include: initializing and creating a new secure ad hoc network, allowing devices to join a
secure network, expelling devices from a secure network, etc.

Even though all devices belonging to a single administrative authority may be scattered
and out of radio range, they will still keep their bounds with other devices belonging to the
same secure network. In fact, the terms small and medium-sized refer to the size of the se-
cure network only. Moreover, this limitation regarding the dimension of the ad hoc network
is given only because some administrative work is needed during system bootstrapping, as
described in the following sections. Notice that a secure network can be established and
run over an insecure ad hoc network.

5 Trust-Based Security Architecture

The proposed trust-based security architecture for small and medium-sized ad hoc net-
works assumes a service-oriented network. Network devices “incarnate” network service
providers angbr clients.

The proposed architecture is a composition of shared secrets, loose synchronization
among devices’ real time clocks, symmetric and asymmetric ciphers protocols and trust in-
formation embedded in digital certificates. Next, some assumptions about network devices
to be secured are made:

e Every device has to run at least one symmetric and one asymmetric cipher and has
memory enough to store its own digital certificates;

e Some devices have enough memory to keep a list of all running services in the neigh-
borhood (defined by radio range). All these devices are eligible to host a service
directory;

e Atleast one device has a user-friendly interface and enough memory to keep a digital
certificate store.

We stress that the main goal of the proposed security architecture is the achievement of
a security architecture blueprint and an application framework as well, in order to provide
a platform for implementing new secure applications in such environments.

In this section, we introduce the main components of the proposed security architecture.
In Section 5.1 we present the network entities, with a common definition for every physical
or logical component of the proposed security architecture. In Section 5.2 we classify these
entities according to their status and in Section 5.3 we introduce how trust information is
spread in the ad hoc network and translated in our security architecture. Finally, in Section
5.4, we present the new trust states that extend the current PKI model.
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Figure 1: Security architecture items: entities (clients or servers), their related status and
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Figure 1 shows the security architecture components and some relationships between
them. It represents generic entities, their contestiztsandtrust informatior) and also
how trust information is changedeportsandnew trus). Thetrust managemerlock is
actually a service of an existing entity, as seen in this section.

5.1 Network Entities

Logical entities run in physical devices. One device may host one or more logical entities.
The proposed security architecture assumes tfferént entities:

e Clients;

e Services — three éierent service providers exist: lookup services; registration ser-
vices; and general service providers.

The term entity will be freely used in this paper to refer services and also clients.

Clients (C) are entities that use services. They may either be a piece of software or a
human user interacting with a mobile device. General service providers (P) are entities that
deliver services. Services may be provided for public access or restricted to known entities.
Peers that request services are denoted clients and peers that receive service requests are

denoted service providers.
Lookup servicesl(S) are directories that keep a list of all available network services in

the neighborhood, which is defined by radio range of the wireless interface. One or more
LSmay exist at the same time and any device with enough resources in the ad hoc network

may run aLSif no LSis available.
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Registration ServicedR are the first service and starting point of every ad hoc net-
work to be secured with our architecture proposal. A device that rR&n@eds a friendly
user interface and is supposed to be a resourceful mobile device, with memory and process-
ing power enough to keep a small digital certificate database and to issue digital certificates
in a reasonable response tinRSissue digital certificates with embedded trust information
and keep lists of issued certificates and modification of their trust vaRf@ksave similar-
ities with PKI's Certificate Authorities (CA). HoweveRSreally extend the CA concept.
For instancelRScan change clients and service providers’ privileges by issuing or revoking,
upon request, digital certificates that are not only meant for identification purposes, but for
refining access-control. We denoted this family of certificates as credentials because they
provide restrictions and grant access to network services.

In addition,RSmay renew certificates and distribute and renew shared secrets among
devices that belong to the secure ad hoc netwarku@l domair).

RSalso track the behavior of clients and service providers through security events,
which are reports of networkfkenses, perpetrated by clients or service providers against
their peers. Security events may also report nice and good behavi®k&trahslate these
events in changes in trust information regarding one entity. Moreover, the starting point of
a new secure ad hoc network iR&with a self-signed digital certificate. Furthermore, a
RSwith a self-signed digital certificate can issue certificates to other entities, which could
join the secure network, and even to otlfR$ which hold a certificate issued by the first
RSthat allows them to also issue certificates. Other entities can only join a secure network
through an interaction with RS A device may host several services and clients.

5.2 Entity Status

Service providers and clients are classified according to their current entity status:

e Anonymous guests or;
e |dentified guests or;

o Permanent entities.

Permanent entities have long-term privileges, which are set during an initial configura-
tion process.

Guest entities are capable of starting a communication channel and use services, but
they have few privileges and rights. Identified guest have short-term rights and must be
submitted to a registration process. Anonymous guests are users that had not gone through
to a registration process and, hence, cannot be identified. In addition, anonymous guests
can use only public services.

An initial configuration process sets the entity status and also its privileges. The initial
configuration process runs only RS This process is manual, giving to the network owner
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total control over user rights. The initial configuration process is also used to register

incoming devices and grant service credentials, providing a better control over the secure
ad hoc network. The spread of the configuration data over the network occurs naturally,
without any user intervention (details are provided on Section 6).

5.3 Trust Information and the Network Perception

When service providers or clients join a secure ad hoc network, they receive a certificate
from aRS A digital certificate received from BScarries more information than a regular
certificate (i. e., version, serial number, issuer, expiration date, etc.). It also has a trust value
that tells the maximum trust that this entity bearing the certificate in question will have.

As previously and briefly stated in Section 5.1, trust information is important since it
works as a service access control parameter, granting or denying network rights for ser-
vices.

Moreover, trust information translates thetwork perceptioabout one entityNetwork
perceptioncan be understood as a network’s common intelligence regarding one entity and
it is determined by its behavior towards the rest of the network in terms of sedr8tre
responsible to translate entities behavior in new trust values and also to distribute the new
trust information among the network entities.

Therefore, trust regarding one entity may rise or decrease according to its behavior. If
a client commits a fault against a network print service for instance (e. g., printing 50,000
high-quality copies of a book — a DoS attack), its trust value may fall. Entities behavior
must be reported toASin order to have their behavior translated into new trust values.

However, in ad hoc network environments, it is not possible to count on specific ser-
vices to be available at all times, as they can be out of range or even tufnédarder to
make our architecture compliant with ad hoc network characteristics without compromis-
ing security, two inner mechanisms were designed:

e A local perceptionon every entity, which is an instant reaction mechanism used as
immediate response against attacks. It can deny the attacker access to local services
as soon as the attack is identified;

e In order to report faults t&RS a gossip mechanisis used. Thegossip mechanism
works as follows: when an entity is attacked by another entity, it first tries to report
the security event to an availaldRS but, if none is present, it keeps the information
regarding the fault and waitsRSto be in radio range (if no ad hoc routing protocol
is running). Once &Sis available in the network neighborhood, the entity sends, or
gossips, as we prefer, all stored data regarding network security attacksR8 the

To build thenetwork perceptionfault reports must be consolidated in order to obtain
the current picture of the network trust information. However, if a secure ad hoc network
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has two or moreRS eachRSwill hold a small piece of the actual network perception.
Merging trust information from dierentRSdemands synchronization.

RSkeep a list of all received security reports. Before synchronization, R&stamps
its lists with a version number and its name (eRS'). When twoRSmeet, they do not
only exchange their own report lists, but also verify if one of them has a more recent report
from otherRSthat are not currently available in the ad hoc network.

Synchronizing trust information periodically or when a considerable amount of reports
is available causes an obvious delay in tietwork perceptiorwonsolidation process. On
the other hand, synchronization every time a new trust report is received can significantly
impact the network tific and cause a waste of battery resources fR&However, in ad
hoc network environments, it is not guaranteed thaR&8lbf a givendomainare available
at all times. Therefore, report synchronization améttgcan be delayed or occur not
simultaneously among aRS (if more than twoRS exist) what implies havindRSwith
differentnetwork perceptionat the same time.

For instance: if thredRSexist in a given domainRS', RS andRS’) but only two
of them RS andR<P) are available during synchronization time, these R®exchange
their most recent report lists and verify if any of them has a newer versi®®d$ list. If
RS leaves the ad hoc network aRfs arrives,RS* andRS can synchronize their lists
and, moreoveRS will also get an updated version B report list, adRS* had obtained
this before directly fronRS. Notice that thenetwork perceptionf all threeRSis not the
same at any moment in this example. In fact, in real ad hoc networks, network perception
will hardly be the same in aRSas mobile nodes can leave and join the ad hoc network at
anytime. And ifRSare never available at the same tirR§may demand that entities with
enough memory and processing resources to store a local version of its trust report table,
in order to increase the probability of this report list to reach and®&Meanwhile,RS
will carry its own network perception. This mechanism is only turned on byRB# it
considers that trust reports from othe®are outdated.

This natural latency in the propagation of trust reports is the tréideetween having
an instantaneous picture of thetwork perceptiomnd mobility in the trust based security
architecture proposed in this paper. However, if the achievement of a unique network
perception is hard to obtaitgcal perceptioris used to thwart attacks and protect a device
even if the available network perception is not up to date.

5.4 Trust Information and Certificate Revocation List

Modifications in trust information are published RSusing the Trust Information and
Certificate Revocation LisfT[{CRL), which is an extension of a regular Certificate Revo-
cation List (CRL) from PKI. Besides adding trust informatidiCRL also supports three
more additional states besides the CRL revoked std@RL lists:
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Figure 2: Life cycle of a digital certificate in the proposed security model.

¢ Active entities are all entities that had any change in its trust information.

e Suspended entities are entities that had a sudden loss of trust in a short period of time
and, therefore had all their rights suspended for a determined period of time.

¢ Blocked entities are entities whose rights were suspended for an undetermined period
of time. Only the network owner or one user with administrative rights can unblock
an entity.

e Revoked entities are entities whose certificates were revoked. The network percep-
tion regarding any entity whose certificate is revoked is of full distrust.

This new form of handle certificate status establishes an extended model for digital
certificates life cycle. Figure 2 presents this life cycle.

6 Roadmap to Secure Ad Hoc Networks

In this section we present a step-by-step roadmap on how to secure an ad hoc network
with the proposed trust-based security architecture. In Section 6.1 we show how a secure
network starts from &S Section 6.2 presents how a client uses a service and how a report
is sent to &RS Finally, in Section 6.3, we show how tHéCRL are updated.

6.1 Step by Step: Building a Secure Ad Hoc Network

To start a secure ad hoc network, human interference is needed. First, a suitable device
with a friendly-user interface must be selected to ruR&by the human owner of the
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network. After theRSapplication has been started, this prink® self-signs its digital
certificate, thus creating a new secure ad hoc networkloarain and produces a long
random number that will be used to secretly identify all network entities that belong to its
domain After that, the network owner pre-registers in R8all devices that hgshe wants

to belong to the secure network (e. g., notebooks, palm devices, etc.). All devices that join
a domain have an entity status, alias and initial authentication method (which might be a
biometric scheme, a weak password or both). The network owner may also adiStew
thedomain This phase is callemhitialization phase

For devices with no user input interface, a Bluetooth like approach is recommended
(i. e., stamping a random factory short-length code in the device chassis for initial authen-
tication purposes).

When an entity requests to join the domain, Bfeasks for the tupledlias, authenti-
cation datd, and if it is correctly provided, th&Ssigns the device’s public certificate and
sends it along with the random number that identifies the domain back to the requesting
entity. This phase is callgdining phase

Theinitialization phases the only operational phase that requires manual intervention
or administrative work. In fact, the need of a manual system bootstrapping is the reason
of limiting the scope of this security architecture to small and medium sized mobile ad
hoc networks, as it is clear that during regular operation the proposed architecture is also
suitable to large mobile ad hoc networks.

The public certificate and the random number are both ciphered before being transmit-
ted. The symmetric cipher key is derived from the authentication protocol.

The distribution of digital certificate distribution can also be performed using a secure
side-channel, as presented in [15] and [13]. This method requires both devices to be at
zero-hop distance. The proposed security architecture applies a simple approach that can
be executed at any distance, ciphering the public key of the requesting entity using data
derived from the authentication protocol as symmetric key (see more on Section 7).

The initial trust value is defined according to the initial authentication method and the
entity status. A permanent entity receives a greater trust value if it was initially authenti-
cated using a biometric method plus a password than another one using only a password as
authentication method, for instance. And guest entities always receive a lesser trust value
than a permanent entity. A trust-based certificate is shown in Figure 3.

The trust information is a composition of three complementary percentages: trust, dis-
trust and unknown factor. Trust and distrust definitions are straightforward. Unknown
factor represents the lack of previous behavior knowledge about a single entity.
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Figure 3: A digital certificate with embedded trust information (initial trust value of 0.99).

6.2 Step by Step: Using a Network Service

After issuing trust-based digital certificates to entities, the network is now able to start
offering services over a secure application framework. When a Client (C) wants to use a
service, it sets a secure communication with a Lookup SerliSeand requests a network
service (e. g., printing), which is provided by a Service Provider (P).

LSkeeps a list of all P available in the domain and verifies if the requested P Rg) g.,
is currently available. 1P is available LS sendsP; address to the requesting clie@].
Client C, establishes a secure communication with service prowgdewhich verifies if
C: has enough trust to use the requested service and if it has all the needed credentials (if
any is needed).

P, may also look for an available Registration ServiB&§(to get the currenhetwork
perceptionaboutC;. The same procedure is followed By regardingP; status. IfC; and
P: requirements are both fulfilled, a secure channel is established between them and the
service is provided, otherwise communication ends.

If a security attack is detected by eitt@ror P, a security report regarding th&ender
is generated by thefiended entity. Theféended entity querieksS for an availableRS If
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an RSis available at that moment, the security fault is reported; otherwise it is stored and
kept until aRSbecomes available.

Security events are classified in six categories (we understand that six levels of security
events @fer good granularity and simplicity at the same time):

e Three regarding networkfienses (incidents), from critical to lighfienses;

e Three regarding nice network behavior (e. g., absence of security faults in a given
period of time, extreme security awareness, etc.).

As definition of a security event may change from entity to entity, they are full re-
sponsible for classifying networkienses and delights according to the proposed six-level
classification.

6.3 Step by Step: Updating Trust Tables

Once a security event is reported to a Registration SeriR€g {t add it to its Trust Event
List (TEL), which contains the history of all reported events, and calculates the new trust
value for a given device.

If multiple RSexist, eachRSbuilds oneTICRL regarding only certificates issued by
it. Therefore, ifRS issued certificates for entitig®*!, PAL and P*?, it will only build a
TICRLregarding these three entities.

However,RS' may store security events regarding entities with certificates issued by
RS in its TEL. RS and RS have to synchronize theFEL in order to build a unique
TICRLthat can &fer a true picture of the currenetwork perception

Figure 4 shows the workflow of trust updating through an example. It starts with a
Client requesting a service to a Service Provider, which verifies the Client’s access rights,
and sends a trust report to tR& The workflow ends with the update of tiéCRLin the
RS Figure 5 illustrates @ICRL of a singledomainwith threeRS(RS', RS andRS).

7 Security Mechanisms

The security mechanisms, used to secure an ad hoc network running over the application
framework of the proposed trust-based security architecture for small and medium sized ad
hoc networks, are:

e Shared-secret network authentication followed by the establishment of a TLS secure
channel and,;

e Access-control based on trust information.
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Figure 4: A trust update is represented here. First, a Client requests a service to a Service
Provider (1). The Service Provider verifies if Client has enough rights for the requested
service consulting a locally stored copy DICRL or requesting it to an availabRS(2).

If the trust associated to the Client is not enough (3), a negative trust report is sent to an
availableRS(4). TheRSupdates its report list and ti@CRL

The shared-secret network authentication uses the mechanism described in [9], and it
aims to recognize if the communicating parties belong to the skormain Furthermore,
this shared-secret network authentication can attenuate battery exhaustion attack attempts,
as it is based on a lightweight protocol and occurs before any high power-demanding algo-
rithm, as asymmetric key ciphers.

The network authentication sets a secure tunnel between two entities (that only know
that the other communicating party belongs to a kndwmair).

Inside this secure tunnel, a TLS authentication is started, with the certificates travelling
ciphered inside the established channel. Therefore, each party can identify its peer univo-
cally, but their identities travel protected from eavesdroppers. In addition, a TLS tunnel is
established between the peers and the original channel set using the network authentication
mechanism is then abandoned. The service is then requested and provided inside a secure
TLS tunnel.

8 Application Framework

The application framework is a software infrastructure designed to provide a platform for
implementing new applications over a secure environment.
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RS#| Certificate# State Trust
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CP3 Revoked -

Figure 5:TICRLtranslates the network perception of a domain with thk&e

It was fully designed in Java in order to be platform independent. The application
framework implements the security architecture and its components. It also provides an
application program interface (API) for designing network clients (C) and service providers
(P) over a secure infrastructure. Figure 6 illustrates the application framework layers. A
brief description of the framework layers and its functionalities is presented next:

e A Communication Layer that is used to set TCP connections between mobile devices.

e A Security Mechanism Layer, composed by two sub layers. A network authentica-
tion sub layer, which verifies if a communicating party belongs to a kndemain
and a TLS layer used to exchange digital certificates and establish a secure tunnel.

e A Trust Layer that verifies the trust information regarding a digital certificate. It
calculates new trust values from network events (when needed) and also queries the
RSfor the currennetwork perception

o Application Support Layer that has infrastructure for basic network servik®ar(d
LS) to run and also for network clients and service providers’ design. The application
program interface (API) for the development of new applications is located over the
client and service provider sub layers.
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Figure 6: The application frameworks and its several layers.

9 Application Prototypes

Two prototypes were designed to test our application framework usability:

o A digital signer of electronic files. It is composed by a client that requests files to be
signed; a signer that receives files, evaluate the network perception of clients, check
credentials and enable files to be signed. Signing is only done after approval of the
signer owner and a verifier that checks the signature authenticity.

e A secure slideshow that multicasts slides to entities that belong to the same secure
ad hoc network. It was designed to be used for education support, in classrooms or
meetings rooms.

The implementation of the digital signer was done just after the application framework
was developed. It was designed and programmed by the same developing team as the first
test of the application framework.

In this prototype, were considered faulty behaviors actions like: clients sending virus
infected documents to the digital signer application and non-authorized service requests
(i. e., not enough trust). A single programmer developed the second prototype in a two-
month period and with almost no assistance. This prototype was built to evaluate the us-
ability of the application framework. Results were encouraging for a two-month period, as
the developer had very little experience on Java programming at that date.

In this prototype, insflicient rights to request access to the secure slideshow content
were faulty behaviors. From the client point of view, a secure slideshow server could
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Figure 7: Example of the trust information fluctuation of dfeader network user.

present a fault behavior if the announced content did not correspond to the real broadcasted
content. In this case, faults were not automatic detected, and user intervention was needed.

Regarding security, both applications performed well. We forced one client to commit
several faults, and then checked the client’s network perception. Reports were sent from
services tdRSthrough the gossip mechanism.

The fluctuation of the trust information of this user is presenter in Figure 7. The initial
trust value assigned to this device was 0.8 for trust level, 0.15 for unknown factor and 0.05
for distrust level.

After six network dtenses (incidents), the trust level and the distrust level are approxi-
mately 0.5 each. And after ten incidents the trust level was 0.25 and the distrust level was
of 0.75. The unknown factor naturally tends to zero, as more information is obtained about
the entity’s behavior in the secure network.

In this example, we artificially suppressed the suspended and blocked stateR&f the
as it would first suspend and then blodkemder network user before the trust information
reaches such low levels, as 0.16, after twelve incidents (or before the distrust level reaches
0.84, after the same twelve networffenses).
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10 Conclusion and Summary

In this paper we introduced and described a trust-based security architecture for small and
medium sized mobile ad hoc networks. Albeit we have limited the scope of our proposal
to small and medium sized mobile ad hoc networks, the proposed security architecture
can clearly be applied to larger ad hoc networks with several aB&during operation
mode. We have limited our scope mainly because system bootstrapping is a manual activity.
Therefore, for large ad hoc networks, an initial configuratifiaréequivalent to the ad hoc
network size is needed.

The proposed security architecture is also suitable for ad hoc network characteristics,
such as mobility, lack of network borders, dynamic topology changing, etc. (see more in
Section 1).

Node mobility mainly impact report synchronization amdR§ but, as shown, regular
entities can be used to propagate report lists aniRBdeven though latency exists in the
consolidation of thenetwork perceptiona protection mechanism, thacal perceptiorcan
be used to protect entities under attack. Othigzrats of mobility and dynamic topology do
not afect security, but only regular usage of network services (e. g., if a client looks for a
non-available service, no service can be provided). Regarding the lack of network borders,
virtual borders are defined usirtpmainsas a first stronghold to protect entities against
attackers.

Summarizing, first we surveyed the security threats in ad hoc networks, classifying
them according to the security taxonomy presented in [14] and focusing on the aspects
regarding wireless networks. In addition, we provided the state of art of context based ad
hoc networks, listing the most relevant papers in ad hoc network security field, concerning
the scope of this work, and their application context.

Furthermore, we have presented and described a trust-based security architecture for
small and medium-sized ad hoc networks, which assumes a service-oriented, Jini-like, net-
work environment. We have assumed four basic kind network entities: clients, specific ser-
vice providers, directory or lookup services and registration services, which extend the cer-
tification authority (CA) concept from PKI, as trust information and credentials are added
to service access-control. Every entity must belong to one or more secure ad hoc networks
(e.g., home network anar office network, for instance), which is denoi@aimain

In addition,RStrack entities behavior usinggossip mechanismvhere entities report
secure events ftenses and also nice network behavior) regarding other network entities.
The RSthen analyze all received security events and reduce or restore entities trust values.
Trust information is published iTICRL and it reflects thenetwork perception In fact,

TICRL extends the PKI model, with new states besides¢lveked they are:active but
with trust lossplocked andsuspendedWe have also shown how the trust information lists
are synchronized among sevelRgin ad hoc environments.

In fact, mobility related characteristics, like leave and join operatiofisctathe pro-
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posed security architecture in trust synchronization only, as it is not possible to guarantee
that the network perception of all existifiRSis the same at all times. Other network enti-

ties LS P andC) are immune to mobility related characteristics in terms of security. The
only effect over those entities is that they will not be able to report faults or nice behavior to
the RS Other issues non-related to security are common to any ad hoc environment, such
as a client not finding a specific service in the ad hoc network.

The proposed security architecture relies on standard authentication and cryptographic
algorithms, such as TLS, and non-standard security mechanisms, such as group authentica-
tion (see [9]). We have also briefly described the application framework that was designed
after the proposed security mechanism, and also two prototypes that were built over this
framework. Finally, as we have observed running the prototypes, the proposed security
architecture prevents active attacks against mobile ad hoc networks. We believe the great
majority of future ad hoc networks will be of small and medium-sized networks, what
makes our solution a very comprehensive one, but we have also shown that the limitation
of scope is only due to the manual system bootstrapping needed chitialigation phase

Future Work

In the near future we intend to provide a detailed performance evaluation of the trust-

based security architecture, including its operational costs and timings. Furthermore, we
will also provide other project results, such as results regarding power consumption gains
obtained group authentication in hostile environments and others regarding cryptographic
performance of the cipher sets applied and also about trust management.
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Abstract

Identifying trustable devices and establishing secure tunnels between them in ad
hoc network environments is afficult task because it has to be quick, inexpensive
and secure. Certificate-based authentication mechanisms are too expensive for small
devices. The use of such mechanisms must be controlled and reserved for special sit-
uations, (e.g., banking applications) but not for everyday transactions. In addition,
indiscriminate use of asymmetric ciphering and certificate-based authentication is a
shortcut to battery exhaustion attacks. This paper describes a lightweight distributed
group authentication mechanism suitable for ad hoc network devices requirements. We
introduce the concept of group authentication, the target of which is not the individ-
ual identification of devices, but to verify if a device belongs or does not belong to a
trusted group. The proposed mechanism verifies if devices have a pre-shared secret and
sets new cipher keys each time it runs. This mechanism requires loose synchronization
among the devices’ real time clocks to thwart replay attacks. It also mitigateSelotse
of battery exhaustion attacks due to its lightness.

1 Introduction

Securing ad hoc mobile environments is not easy to be achieved in a quick, inexpensive
and secure way. Security cannot rely on central servers, as there are no guarantees that they
will be in radio range all times — devices’ availability and motion are quite unpredictable

in mobile ad hoc networks. Besides, complex configurations must be discarded, as target
users of mobile ad hoc applications are the common audience and not security specialists.

In this paper, we propose a simple, bii@ent, lightweight distributed group authen-
tication mechanism that can be applied to the following scenario: a set of devices that
belong to a single administration authority, such as a single user, a group (e. g., a family)
or an enterprise that needs to exchange or synchronize data among devices, with or with-
out the users’ concern. In this paper, each set of devices is c@dity cluster Each
security cluster is composed of trusted devices that can recognize participants of known
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clusters through a mechanism callg@dup authentication While an individual authenti-
cation mechanism tries to identify devices @nd users univocally, group authentication
only checks if two devices belong to a same (i. e., trusted) group. It is based on pre-shared
secrets, which are distributed among devices of a security cluster (how this is achieved
exactly is out of the scope of this paper).

Group authentication may be the only authentication mechanism available, but if a
pre-shared secret is exposed in a single device, the whole group is compromised, as the
secret is common to the entire group. Group authentication can also precede individual
authentication, in order to increase security, save power and even protect users’ identities,
as shown in this paper.

The idea behind the proposed mechanism is straightforward and intuitive enough even
for those not familiar with network security. It is extremely powerful as it can set strong
short-term symmetric keys, which are never transmitted over-the-air, between devices. In
addition, it is also completely transparent to the end-user. The lightweight distributed group
authentication can be applied to ad hoc and non ad hoc networks, but its advantages are
noticed on low-resource distributed computer environments.

The proposed distributed authentication mechanism can be applied at any OSI layer
(from data link to application) and be bound to other authentication mechanisms, such as
certificate based ones. Nevertheless, for specific cases group authentication may be enough
(e.g., devices hosting non-critical services, with low processing power or scarce battery
resources). However, individual authentication may be necessary for devices hosting sen-
sitive services antbr data. In these cases, the proposed mechanism can drastically reduce
the number of unsuccessful authentication attempts using digital certificates and asymmet-
ric keys, saving precious battery power.

This paper is organized as follows. In Section 2, we present the architecture of the
distributed group authentication mechanism preceded by a detailed description of how it
works and sets new secret keys between devices. Section 3 evaluates the mechanism'’s
security and its lightness compared to other mechanisms. Section 4 gives a survey to the
related work, presenting some security mechanisms based on the same assumptions as this.
Finally, conclusions are presented in Section 5.

2 Lightweight Distributed Group Authentication Mecha-
nism

Ad hoc networks’ future environments (e. g., pervasive computing, sensor networks, etc.)
rely on devices with major constraints regarding battery resources, processing power and
available bandwidth. Thereupon, security mechanisms suitable for those devices are ut-
terly important, as the establishment of a secure communication channel with a resource-
expensive mechanism can lead to a successful battery exhaustion attack [9].
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Figure 1: The ad hoc network universe divided in several clusters of trusted devices.

Before describing the proposed mechanism itself, we need to share our foresight of
how ad hoc networks will be deployed in short and medium terms, as it will clarify the
understanding and the meaning of this mechanism. From our point of view, the great
majority of ad hoc networks will be of networks whose devices have something in common,
such as their ownerships (e. g., an enterprise, a family, etc.) or placement (e. g., a meeting
room, a house or even the streets).

This presumption is reasonable, as several security mechanisms designed for ad hoc
networks share this same foresight. In addition, we assume that it is possible to divide
the whole ad hoc universe in small clusters of trusted devices (a similar approach can be
found in [10]). Furthermore, we assume that it is possible to set a pre-shared key among
participant of a security cluster. Naturally, these clusters will overlap, as one device may
belong to one or more groups. Figure 1 illustrates a mobile network, composed by several
mobile devices divided in three security clusters (I, Il and IlI).

The conclusion seems to be simple: if it is possible to set a pre-shared secret among de-
vices that belong to a same security cluster, it is also possible to set secure sessions among
them. However, important issues are concealed and have no easy answers: How are secure
sessions going to be established? Is the lightweight distributed group authentication mech-
anism suitable? And why? This section attempts to provide answers to these questions.
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2.1 Authenticating Devices

In a few words, our distributed group authentication mechanism could be described as
follows. First, the pre-shared seckgtwhich was previously set among devices belonging

to one security cluster, is used as key input of a secure hash function (HMAC) with the
current local time valuety, as data input. The output of the HMAC function, called 1
nonce, is divided in three equal parss b, ¢). After that, the timestampy and first para

are transmitted in a challenge messagenocecan be set from one or more runs of the
HMAC function. This initial step is illustrated below:

Hi(ty) = 15'nonce= (a, b, ¢) = challengeMessage (a, t1) Q)

How exactly and to which devices in the ad hoc network this information will be trans-
mitted depends on which OSI layer the mechanism was implemented. On layers 2 and 3,
for instance, broadcasting is the best option, but if implemented in layers 4 to 7, a TCP con-
nection should be established before any data can be exchanged (see also Section 3). After
having receiving the challenge message, any other device from the same security cluster
(shared-secret keyis known) is able to reproduce th& honce using timestantp, and to
recognize the slica of the received challenge message as valid. Every device that receives
and recognizes a challenge message generatésiarice, using the shared-sedtets key
input of the HMAC function and a second timestatams data input. The"® nonce is
divided in three partsx( y, 2. The slicez is set as symmetric cipher key and is used to
establish a cryptographic tunnel between the devices. Response message is then assembled
with x andb and ciphered witlz. Notice that the symmetric cipher keyas generated in
run-time. The timestamp is also added to the message. This response message is sent
back to the first device. Notice that only peer-to-peer (and no multiparty) authentication
exists, as dferentt, are expected from ffierent devices. This sequence is presented below:

Hi(tz2) = 2"%nonce= (x,y, 2) = responseMessage (E;[x, b], t) (2)

The first device can reproduce th& 2oncefrom the received timestamp and gen-
erate the symmetric kex After that, it must decipher the message payload and check its
contentsx andb. It then assembles the last message of our authentication mechanism. The
last message contents ar@andy, both ciphered usingas symmetric key.

responseMessageRecognizedastMessage: (E[y, c]) )

Thelast message is used for confirmation purposes. After receivintptenessage,
the second device is sure that the first device really knows the symmetricakely hence,
y andk. When this protocol ends, two devices from a same security cluster can securely
exchange data usingas temporary symmetric cipher key. The protocol described above
can also be restarted at any moment in order to re-authenticate both ends and set a new,
fresh temporary cipher keg, which is also never transmitted over-the-air and with only
two HMAC additional runs. A deeper evaluation of the mechanism from the security point
of view is provided in Section 3.
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Figure 2: The architecture of the lightweight distributed authentication mechanism.

2.2 The System Architecture

The proposed mechanism should be placed between the internal system (e.g., software
application) and the external communication (e. g., wireless interfaces), as a security mid-
dleware (see Section 2.4). Figure 2 shows the architecture of the proposed mechanism and
its internal building blocks.

HMAC is a suitable sequence generator for our mechanism, as its inputs are: a secret
key and a data input (timestamps in our case). Moreover, it has a 160-bit long hash value
output (with SHA-1 as embedded hash function). The two basic requirements for sequence
generator candidates were:

e It must be cryptographic secure, or polynomial-time unpredictable.

¢ It must accept an arbitrary value as input parameter (the timestamp).

The Seed Boxs a storage unit responsible to hold all known pre-shared kgyshere
eachk, corresponds to one fiierent secure cluster. Eakh receives a mnemonic name,
assigned by the device’s owner, to be easily associated to a secure cluster.

The | /O is the building block responsible for the communication of the mechanism
with the network communication interfaces (the layer just below the mechanism).

The Control Unit has four functions: the first is to be an interface between the mech-
anism itself and applications from upper levels; the second regards re-keying; and the last
two are directly related with security: source address and timestamp verification and mes-
sage ciphering. Messages are only considered valid if their timestamps values are within
the lower and upper bounds ofime windowset around the device’s current time given by
its real time clock.
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The Active Messageis a storage unit responsible to store all valid sent messages, the
timestamps andionces This block is particularly useful to prevent message fabrication
attacks (see in Section 3). Every message sent is considered valid if it is not expired.
Expiration is determined by messages’ timestambpative Messagestorage blocks also
checks if timestamp information is used more than once and discards messages with re-
peated timestamps, in order to increase security.

2.3 Loose Synchronization among Devices and Modular Security

Devices belonging to the same security cluster must have their clocks loose synchronized,;
otherwise their peers may discard authentic challenge messages if the message’s timestamp
is out of the bounds defined by the time window. Therefore, time windows should not be
set too narrow if no time synchronization service is available in the network (e. g., a local
NTP — Network Time Protocol — running for members of a security cluster only).

The design of our distributed group authentication mechanism is completely modular.
Therefore, it can be associated with other security mechanisms. If individual authentica-
tion is mandatory, a certificate-based authentication can happen just after the setting of
the secure tunnel between the devices that had already gone through the lightweight group
authentication. This fact is particularly important when dealing with mobile devices, be-
cause their resources are often scarce and the indiscriminate use of expensive functions,
as certificate-based authentication, must be reserved to very special situations or critical
applications only.

2.4 Re-Authentication, Re-Keying and Implementation Layer

Any peer can request at anytime a renewal of the group authentication procedure to set
a new symmetric cipher ke between the devices. The re-keying is transparent to up-
per layer applications and is made inside the secure tunnel already set, thus the re-keying
procedure is concealed from outsiders (that are not aware of the re-keying procedure). In
addition, re-authentication frequency is not fixed, and shall be agreed between communi-
cating devices.

Group authentication mechanism can be implemented at any layer of the OSI protocol
(from data link to application), but security aspects change regarding to the chosen OSI
layer. For instance: a data link layer implementation can offfigradata link security,
what can be used to conceal the device’s hardware address and, thus, prevent tracking. On
the other hand, upper-TCP implementatioff@ioend-to-end security and can be used to
tie applications to security clusters, in order to increase control over applications network
access.
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3 Security Evaluation

In this section, we provide a security evaluation of the proposed distributed group authen-
tication scheme using an attack-oriented approach. We also emphasize its lightness and
estimate how much power can be saved by its deployment along with a certificate-based
solution, instead of relying on certificate-based solution only. Theoretical attacks against
our mechanism are performed to evaluate fiiciency to thwart them, protect devices and
transmitted data.

The most relevant security attacks against our mechanism are: fabrication (including re-
play attack), man-in-the-middle (MitM) and brute-force attacks. All them proved infeasible
against our mechanism. We had also implemented a prototype of the proposed mechanism
using Java and 64-bit UTC (Universal Coordinated Time) timestamps. Our prototype runs
over TCP and precedes a TLS procedure, allowing the certificates to be exchanged by the
devices communicating inside a secure tunnel, protecting users’ identities from potential
attackers. The implementation is a peer-to-peer application, suitable for ad hoc networks.

3.1 Man-in-the-Middle (MitM) and Replay Attacks

A man-in-the-middlattack, or just MitM, happens when an attacker deiqgdaces itself

in the middle of two legitimate devices and B and masquerade &to A and asA to

B. Our proposed scheme thwarts MitM attacks as symmetridkkieyset on both enda

andB and the rest of the communication between both ends is done inside a secure tunnel.
Therefore, intermediary nodes only forward ciphered packets (with the very exception of
challengemessages).

Replayattacks are a combination of twofi@dirent network attacks: a passive attack
(interception) and a fabrication attack. An attackecan easily capture valid messages
being exchanged between two devicAsand B, that belong to the same security cluster
S without being noticed. After thak may try to reuse this information by sending it to
a fourth device(C, that also belong t& The protection against replay attacks is provided
by the use of timestamps as HMAC data input. Tdantrol Unit block ignores challenge
messages with timestamps that were already used arfitcthe Messageslock, in asso-
ciation with Control Unit block, preventsesponser last messages to be received without
being related with ghallengemessage. In addition, only messages with a valid timestamp
(within device’s time window) are accepted. Therefore, a captchatlengemessage have
to be retransmitted before its validity expires, otherwise it is useless.

3.2 Brute-Force Attack

A brute force attack consists of trying every possible key until the right one is found. If an
attacker capturesahallengemessage, it can produce and send multiptponsenessages
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back to the originator. The lifetime of thahallengemessage is used to protect the device
against this attack, as no response shall be expected to an expired message. Lifetime defines
the period susceptible to brute-force attacks. Thatrol Units source analysis tracks the
source address of the incoming response messages and checks if multiple answers are com-
ing from a single device (and, eventually, blocking messages arriving from it). Intercepted
messages may also be submitted to a brute-force attack in order to obtain the shared-secret
k. However, finding out a shared-secret key of 160 or 512-bit long is extremely expen-
sive. If we assume that generating aranceand comparing its first part with another part
captured from ahallengemessage takes around 1000 cycles (950 cycles for SHA-1 [3]
and 50 more for other digital operations needed), a state-of-art 3GHz microprocessor fully
committed on finding a 160-bit long kdywould take approximately.7 = 10° years to

find it out (assuming that the attacker discokein 5 attempt, wheren is the maximum

number of attempts). On the other hand, tfieaiveness of a brute-force attack over the
symmetric cipher key depends on the length afand on the output length of HMAC.

3.3 Lightweight Power-Saving Mechanism

Lightness may sound a bit strange for a security evaluation section, although it is a funda-
mental security matter when we aim ad hoc network devices with low battery resources.
Power saving is a need and the proposed mechanism spends it wisely. Small devices run-
ning applications that don't need individual authentication can establish secure tunnels
without the need of asymmetric ciphers as new shared-key are set between devices with
only two HMAC runs. However, if a service truly demands individual authentication, cer-
tificates are exchanged as soon as the secure tunnel is set. This procedure helps devices to
save battery power, as a high percentage of arriving certificates are expected to be valid, as
they already had gone through group authentication, mitigating battery exhaustion attacks
effects.

4 Related Work

Our lightweight power-saving distributed group authentication mechanism is based on the
association of shared-secret and a secure sequence generator that takes as input parameter
public information (timestamp) and a secret. Authentication mechanisms that rely on the
same assumptions and authentication systems for mobile communications are reviewed in
this section.

SecurlD authentication [1] is also based in a pseudo-random number generator and
time information, although it is not a distributed solution, since it relies on a central-
ized authentication server. Moreover, SecurlD uses tokens working as number generators,
and passwords. SecurlD and our mechanism goals are not the same, as SecurlD pursues
user authentication, while ours seeks group device authentication. Furthermore, our group
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mechanism is transparent to end-users, and also sets a secure tunnel between devices.

The SIM Subscriber Identity Modu)ds another authentication system, used in GSM
mobile systems based on a one-way hash function module [8]. SIM relies on challenge-
response procedures, with 128 bits keys, but only 32 bits of response. SIM is transparent
to end-users and also lightweight, suitable for mobile devices, but it relies on centralized
servers to verify incoming responses message.

IEEE 802.11 WEP is based on a PRNG that generate sequences to be used to cipher
messages. However, the RC4 PRNG using a secret key of 40 bits is considered weak, and
several attacks over WEP were published in the last few years [2], and even open-source
tools to break it are freely available. The IEEE 802.11i next-generation security protocol
for wireless networks being evaluated is the TKTRrhporary Key Integrity Protocp[4].

TKIP masks WEP weaknesses, encrypting data with secret keys of 128 bits, periodically
renewing the symmetric cipher key and preventingIhit{alization Vecto) to be repeated

with the same cipher key. However, the re-keying relies on an EAP-based server, a cen-
tralized device. Moreover, IEEE 802.11i CCMEdunter Mode with CBC-MAC Protodol
proposal also has its key management relying on an EAP-based server. Therefore, none of
these two IEEE 802.11i security proposals are suitable for an ad hoc network unless every
device on the ad hoc network runs an EAP-based authentication server. Furthermore, the
only EAP that meets all IEEE 802.11i requirements is the EAP-TLS, which works with
digital certificates and asymmetric cryptography.

IKE with a pre-shared key [6] can also be used as pre-authentication mechanism. Its
advantage is that no loose synchronization among devices real-time clock is needed. In
addition, only three messages are needed with IKE authentication with pre-shared keys in
aggressive mode (the same amount needed by the pre-authentication mechanism described
previously). However, IKE with pre-shared keys has a major drawback that impacts power-
consumption: messages can be replayed. Even though a replay attack will not succeed, as
attackers do not have the pre-shared-key, replayed challenge messages are always replied,
as there is no time information in the message payload. Therefore, a replayed challenge
message will, initially, pass as authentic for the IKE Responder and will be replied, causing
battery power to be spent (data transmission mode is the most expensive mode in terms of
energy consumption [5]). In conclusion, it is noffiiult to foresee that IKE authentication
with pre-shared keys spends more battery power than the pre-authentication mechanism
presented in the previous subsection when submitted to a battery-driven attack.

SKEME with a pre-shared-key [7] is also a candidate for pre-authentication mecha-
nism. SKEME with a pre-shared key advantages are basically the same of IKE with a
pre-shared key: real time synchronization among device’s real time clock is not needed
and only four messages are exchanged between mobile devices. However, its disadvan-
tages are also the same as IKE with a pre-shared key: replayed messages will be answered,
and battery power spent. The conclusion is exactly the same of IKE with pre-shared keys:
it will spend more battery power than the pre-authentication mechanism presented in the
previous subsection when submitted to a battery-driven attack.
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5 Summary & Conclusions

In this paper, we have proposed afi@ent lightweight distributed group authentication
mechanism as a feasible solution to secure mobile ad hoc networks. We have shown how
group authentication works and how it is implemented, assuming that it is possible to dis-
tribute a secret among trustable devices. We also have explained how a secure tunnel is
set between each pair of mobile devices and how a symmetric cipher key is derived from
an initial pre-shared secret. We also illustrated how we renewed the symmetric cipher key
automatically in a distributed environment. We associated a name to each security cluster
to make it intuitive and straightforward even for the common audience.

Group authentication provided by the proposed mechanism carfiib@est for almost
every wireless device. Moreover, we believe that individual authentication is restricted
to few applications, and the lightness provided by our mechanism when compared with
certificate-based mechanisms, justifies its use as everyday solution for security. We have
also illustrated how the proposed mechanism thwarts security attacks, such as MitM and
replay attacks. On purpose, we have not selected a specific symmetric key cipher for the
proposed mechanism, as we were aiming an open solution that works with any kind of
mobile devices, even with legacy and simple devices with very few resources and compu-
tational power. We emphasize that the proposed mechanism is not only an ad hoc networks
secure solution, and can be set on any kind of computer netwofiiesing a light and
distributed security solution.
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Abstract

This paper formulates requirements for anonymous overlay networks for enhancing
the privacy of mobile ad hoc network users. Besides, it analyzes existing peer-to-peer
based anonymous overlay networks and shows that none of them are compliant with
those requirements. Finally, it outlines the ongoing design of an anonymous overlay
network intended for mobile ad hoc environments.

1 Introduction

Mobile ad hoc networks are constituted of mobile platforms that establish on-the-fly wire-
less connections among themselves, and ephemera networks without central entities to con-
trol it. Mobile ad hoc networks are an important building block in the fields of ubiquitous
computing and sensor networks, two upcoming technologies that promise revolutionary
services for the everyday citizen, as they allow instant networking between mobile devices
without the interference or aid of central devices for network establishment.

However, applications based on mobile ad hoc networks also provide many challenges
to privacy. When running applications on top of mobile ad hoc networks, vast amounts of
possibly sensitive data are being transmitted among the participating mobile devices. Also,
traffic information generated inside such networks can reveal sensitive information about
the users, such as behavioral patterns or the locations of their communication partners.
Finally, since MobilelP allows users to utilize existing web applications inside mobile ad
hoc networks, users also run the risk of being profiled or pinpointed by web servers.

The purpose of this paper is to analyze how privacy can be enhanced in mobile ad hoc
networks with the means of anonymous overlay networks, which are outlined in section
2. A number of requirements are derived in section 3 that an anonymous overlay network
must fulfill in order to be suitable for mobile ad hoc environments. As peer-to-peer (P2P)
based interactions are preferred to client-server based interactions in mobile ad hoc envi-
ronments, section 4 analyzes to what degree existing proposals for P2P-based anonymous
overlay networks are compliant with the characteristics of mobile ad hoc networks. Finally,
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section 5 briefly discusses the ongoing design of an anonymous overlay network intended
for mobile ad hoc environments.

2 A Possible Solution: Anonymous Overlay Networks

user A User B As a countermeasure against potential privacy prob-
lems in mobile ad hoc networks, we introduce an
- ------ -
N anonymous overlay netwobetween the ad hoc rout-
I ing layer and the application layer (see Figure 1) to
Anonymous /7_K‘\ provide anonymous communication services. Gener-
Overlay - . . .
Nerwork< > ally, anoverlay networkis a virtual network that is
L

built on top of an existing network in order to im-
plement network services not available in the existing
network. In our case, the purpose of the overlay net-
work is to provide all participants in the mobile ad
hoc network with the means of anonymous commu-
Figure 1: Anonymous communi- hication. Being “anonymous” could imply both that a
cation between two nodes using person’s actions cannot be linked to his identity, and
an anonymous overlay network. that it is hidden with whom he is communicating.

Ad Hoc
Routing
Layer

Many different kinds of overlay networks exists for providing anonymous communi-
cation, ranging from Chaum’s classical Mixes [1] for email communication to newer P2P-
based approaches, such as MorphMix [7] and Herbivore [4]. Most of them work by routing
encrypted messages through chains of nodes, often catte@dl paths in order to hide
both the identity of the sender and the relation between the sender and the recipient. On its
path to the recipient, the outlook of a message is usually changed at each intermediate node
by the means of encryption. In the cases when an anonymous overlay network employ a
P2P-based model, it is the users themselves that constitute the nodes in the virtual paths.

Making use of an anonymous overlay network in mobile ad hoc environments would al-
low a user to be anonymous towards both other members of the anonymous overlay network
(who may or may not be a part of that user’s virtual path) and people in the whereabouts not
participating in the network. It would also allow a user to be anonymous towards parties
that are not part of the mobile ad hoc network, but still involved in the transactions, such as
web servers on the Internet.

3 Requirements for Anonymous Overlay Networks

The most relevant characteristics of mobile ad hoc networks include: (1) heterogeneous
mobile devices with dferent capabilities regarding embedded resources, (2) on-the fly es-
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tablishment of network data links through wireless interfaces without the aid of any central
entity or dynamic topologies, (3) resource availability and network services are defined
by the network devices themselves, and finally (4) end devices are responsible to provide
routing and packet forwarding while also guaranteeing their own security. Taking these
characteristics into consideration, a number of requirements can be defined that an anony-
mous overlay network should meet in order to be suitable for mobile ad hoc environments:

e Requirement R1: The anonymous overlay network must scale wiglle network
must function well even with a large number of participants.

e Requirement R2: The anonymous overlay network must provide strong ano-nymity
properties.For example, the network must provide adequate protection against ma-
licious users and local (and preferably also gléfyattackers.

e Requirement R3: The anonymous overlay network must be fair regarding the dis-
tribution of workload among the participantlternatively, some incentives must
be given to accept a higher portion of the work load.

e Requirement R4: The anonymous overlay network must provide acceptable per-
formance.Thus, the network should preferably be “lightweight” (for example, gen-
erate few messages and few public key operations).

e Requirement R5: The anonymous overlay network must employ a P2P model.
Dependency on central hardwgservices is not allowed in ad hoc networks.

e Requirement R6: The overlay network must handle an dynamic topololgya
mobile ad hoc network, nodes are frequently entering or leaving the network.

4 An Evaluation of State-of-the-Art Anonymous Overlay
Networks

As stated above, the anonymous overlay network in our proposal should employ a P2P
model. The most notorious anonymous overlay networks that rely on P2P interactions in-
clude: Crowds, Hordes, Tarzan, MorphMix, Herbivore @3d Crowds [6] is a lightweight
overlay network that achieves anonymity by hiding one user’s action within the actions of
many users (in a so-called “crowd”). The crowd then issues requests to end servers on
behalf of its members. Hordes [9] functions essentially like Crowds when sending mes-
sages to the web server, but uses multicast on the way back. Unlike Hordes and Crowds,
Tarzan [3] uses layered encryption and coveffitdo be resistant against a global attacker.
MorphMix [7] tries to provide strong anonymity without the use of coveffit®. Herbi-

vore [4] combines an approach based on Chaum’s DC nets [2] with a hierarchical topology

14A global attacker has the possibility to eavesdrop on affitrairculated in the overlay network.
I5Traffic (lacking meaningful content) primarily employed to confuse potential eavesdroppers.
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in which the users are grouped into smaller subsets (so-called “cliques.[B], partic-
ipants send fixed length packets onto hierarchically tree-structured broadcasts channels at
a fixed rate.

Table 1 below highlights the main resdfishat were generated when the aforemen-
tioned anonymous communication mechanisms were evaluated against the requirements
listed in section 3. The table lists all the requirements that seem problematic to fulfill for
each studied technology together with a brief motivation. In conclusion, it seems that none
of the studied anonymous communication mechanisms are fully suitable for use in mobile
ad hoc environments.

Table 1: Evaluation of P2P-based anonymous overlay networks.

The attacker model in Crowds does not consider global attackers. Also,
Crowds R2- | since each intermediary node decrypts and re-encrypts each packet, the
level of confidentiality towards other nodes on the virtual path is limited.

Crowds does not employ a true P2P-model as membership management

RS- and key distribution are handled by a centralized server.
The mechanism in Tarzan preventing malicious nodes from colluding
Tarzan R2- | (based on IP subnets) is not compliant with mobile ad hoc environ-

ments.
R4- | Tarzan relies on cover tfiéc to protect against a global attacker.

Hordes dfers the same anonymity properties as Crowds, and thus, |does

Hordes R2- not consider a global attacker.
RS Similar to Crowds, membership management and key distribution are
" | handled by a central server.
. The attacker model assumes that a global attacker does not exist, and
MorphMix | R2- .
therefore does not protect against such an attacker.
When building a virtual path between a nadandb, an additional node
R3- . ; i "
w, which is not part of the virtual path, must always act as a “witness”.
MorphMix transmits many messages when establishing its virtual paths,
R4 namely & + (L — 2)(L + 1) messages, wheteis the number of node
" | inthe virtual path. Moreover, it needs four times more public key oper-
ations than Tarzan when constructing the paths.
RE Path rebuilding is notféciently done when a node leaves. Instead, the

whole virtual path is rebuilt.

18preliminary results of an earlier version of this evaluation is available af/mttpw.fidis.netfileadminfidis/
deliverableffidis-wp3-del3.3.studyn mobile.identity-management.pdf.
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Table 1: (continued)

Practical experiments in [4] indicate a high latency when many nodes
are sending simultaneously.

The minimum and maximum size of a clique needs to be centrally| ad-
ministrated.
Although constituting an interesting concept, especially in the context
R6- | of interconnected ad hoc domains, Herbivore’s current topology based
on cliques does not seem to be suitable for highly dynamic topologies.

Herbivore | R4-

R5-

Users near the root of tH& tree have a greater workload (and a stronger

level of anonymity) than those located in the leaves of the tree. How-
PS5 R3- | ever, itis not possible to increase the desired level of anonymity during
operation by migrating towards the root, since once the desired level of
anonymity is chosen, it cannot be increased.

>

P relies heavily on cover tfic. Moreover, one public-key operatig
is required at a node for each received packet.
In order to set the centrally administrated a-priori value determining the

R5- | depth of theP® binary three, the expected number of participants injthe
anonymous overlay network is required beforehand.

R4-

5 Conclusions & Outlook

In order to guarantee privacy in usage scenarios based on mobile ad hoc networks, novel
anonymity technologies must be developed, or existing ones need to be accordingly adapted.
We are currently designing an anonymous overlay network suited for mobile ad hoc en-
vironments. Based on the analysis in previous section, the lightweight protocol Crowds
seemed an appropriate choice for an underlying base. This initial version of the protocol
will then be modified to make it fully suitable for mobile ad hoc environments. For ex-
ample, new key distribution solutions [5] will be used to remove the need for a central
server, and if a node in the path is leaving the network, the path will be rebuilt using as
few operations as possible. Besides, we will elaborate on how to protect against global
eavesdroppers without significantly reducing the performance. Finally, we will study how
to hinder a malicious user from compromising an anonymous overlay network by using
multiple IP addresses per device in order to increase the proportion of malicious nodes in
the network (for example by using virtual interfaces).
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Abstract
In this paper we first present the identity-anonymity paradox, which explains why
identities are needed to achieve reliable anonymity. Then, we introduce Chameleon, a
novel anonymous overlay network for mobile ad hoc environments, and describe it in
details with the support of state transition diagrams. To the best of our knowledge, this
is the first low-latency anonymous communication mechanism designed for a mobile
ad hoc network setting.

1 Introduction

Mobile ad hoc networks are constituted of mobile platforms that establish on-the-fly wire-
less connections among themselves, and ephemera networks without central entities to con-
trol it. The quest for privacy in mobile ad hoc networks is currently focused on introducing
anonymity in the network layer, with several anonymous routing protocols being recently
proposed [5, 11, 22]. However, such solutions prevent the usage of standardized ad hoc
routing protocols, meaning, in practice, that all network nodes must run a non-standard
routing protocol. Our proposal, Chameleon, is an anonymous overlay network tailored for
mobile ad hoc environments, aiming, with reasonable performance costs, to provide sender
anonymity against recipients and relationship anonymity against local observers. In ad-
dition, Chameleon provides conditional anonymity against malicious Chameleon users, as
well as protection against single attackers trying to compromise large portions of a network
by assuming multiple identities. Chameleon builds on a flexible design that provides iso-
lation and independence from both the application and transport layers, allowing the usage
of standardized mobile ad hoc routing protocols. To the best of our knowledge, Chame-
leon is the first low-latency anonymous overlay network being applied in a mobile ad hoc
setting. Another overlay anonymous communication mechanism was recently presented
by Jianget al. [9], who propose a number of adaptations to make Chaum’s classical mix
concept [6] suitable for ad hoc networks. However, their solution is not low-latency, since

it uses stop-and-go mixes and suggests the usage of bandwidth-consuming dufiimy-tra
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Chameleon was specially designed with the characteristics of mobile ad hoc environ-
ments in mind. Therefore, when designing Chameleon, key characteristics of those envi-
ronments, such as limited battery lifetime, user mobility and vanishing nodes, for instance,
were taken into account. The core functionalities of Chameleon are inspired by the tradi-
tional Crowds system [15] for anonymizing HTTPffia. This decision was made accord-
ing to a previous evaluation of Peer-to-Peer (P2P) based anonymous overlay networks in
the context of ad hoc networks [3]. Although none of the studied techniques were fully
compliant with the characteristics of mobile ad hoc networks, the Crowds system [15] was
deemed as an appropriate choice for a foundation upon which Chameleon could be devel-
oped. A number of adaptations to Crowds were made. For example, Chameleon enables
end-to-end encryption between a sender and a recipient, employs certificates to hinder at-
tackers from assuming multiple identifies, and acts as a general overlay network accepting
all messages from the application layer.

The rest of this paper is organized as follows. Section 2 presents a discussion regarding
identification and anonymity in mobile ad hoc networks, which we called the identity-
anonymity paradox. In Section 3 we introduce Chameleon by describing its architecture
and assumptions. In Section 4 we present a detailed description of Chameleon with the
support of state-transition diagrams. Section 5 presents the theoretical analysis of the Cha-
meleon protocol. Finally, Section 6 presents concluding remarks and future research plans.

2 The Identity-Anonymity Paradox

In order to implement identities in Chameleon, each Chameleon node owns a set of cer-
tificates used to authenticate against other Chameleon nodes. We assume that certificates
are obtained either by a side-channel, or when the nodes are in contact with the certificate
authority, possibly located in a fixed network. This section discusses why digital certifi-
cates were selected as identifiers in Chameleon, and also why we consider that the most
reasonable option for all anonymous communication mechanisms and also security models
for mobile ad hoc networks to be proposed from now on.

By definition [7], mobile ad hoc networksiay operate in isolation — that is, in the
absence of any fixed infrastructure. Therefore, the concept of autonomous systems is not
applicable in mobile ad hoc environments, as there is no entity controlling the network and
providing services such as routing, security or addreséinthe lack of standardized ad-
dressing schemes allows network nodes to change their IP addresses (and MAC addresses
as well), or even to have multiple network interfaces (either real or virtual) with multiple
identifiers. Thus, obtaining unique, persistent and trustworthy identifiers from layers be-
low application (regarding the TGP model) is not realistic. The consequence of such

"There are currently no standards for IP assignment in mobile ad hoc networks. Recently, the Autoconf
Internet Engineering Task Force (IETF) Working Group [2] was assigned to study, among other questions, the
problem of addressing in mobile ad hoc networks.
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fact is that traditional identification systems that rely on the usage of network or data link
information are basically useless in such environments.

The lack of reliable network and data link identification might give the impression that
nodes in mobile ad hoc networks are naturally anonymous, especially if we consider using
the Sybil attack® [8] as an enabler for achieving anonymity. The Sybil attack would allow
the usage of multiple identifiers simultaneously with a lifetime equivalent to the lifetime
of one session or TCP connection, for instance. Therefore, both IP and MAC addresses
would constantly change and, in principle, it would not be possible to associate or track
those identifiers.

Although the concepts of anonymity and identities can be understood as opposites,
without identities, reliable anonymity is not achievable in mobile ad hoc environments.
First, because such scheme would be vulnerable fictranalysis and positioning tech-
nigues. Furthermore senders and recipients could be easily pinpointed and their relation-
ships exposed since both senders and receivers establish direct connections, thereby, hav-
ing their anonymity properties compromised. In addition, the lack of persistent identities
is harmful for the network sanity, since all security mechanism for mobile ad hoc networks
would hold without some form of trustworthy identifiers. We named this need of identifiers
to achieve anonymity as théentity-anonymity paradox

The consequences of this paradox and its relation with the Sybil attack lead to a clear
interpretation of the definition of mobile ad hoc networks in the RFC 2501 regarding the
operation in isolation and a better understanding of the foundations behind the issue of
identifiers in proposed security mechanisms for mobile ad hoc environments. A taxonomy
of such mechanisms is presented below, where security models are classified into three
families regarding the way that identifiers are generated and obtained:

i. intermittently connected to an established infrastructuresecurity models belong-

ing to this group assume that mobile ad hoc networks connect periodically (or at
least occasionally) to an established infrastructure, such as the Internet. Therefore, it
is possible to rely on the established security infrastructure that already exists in the
Internet, such as a PKI (Public Key Infrastructure), and therefore, distribute digital
certificates among the participants of an ad hoc network. Security schemes in this
group include proposals that rely on Internet access [10] and proposals combining
crypto-based techniques [4] with digital certificates;

ii. setting a Certificate Authority in the mobile ad hoc netwerkthe assumption is
that one or more devices have a special role in the network, such as personal Cer-
tificates Authorities (CA) and repositories. These CA are responsible for issuing
certificates or credentials to devices in the mobile ad hoc networks. There are two
basic approaches to set one or more CA in a mobile ad hoc network:

18|n a Sybil attack, malicious users assume multiple identities, preventing the usage of security mechanisms
based on filters or trust assumptions.
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(a) one or more devices have a special role in the network, such as issuing cer-
tificates and publishing revocation lists, for instance. Solutions such as the
Resurrecting Duckling model [17] are based on a central device that controls
the network. In Martuccet al. [13], a security architecture is presented using
multiple CA-like devices that control and secure a service-oriented ad hoc net-
work. These solutions can operate isolated from an established infrastructure,
although one or more nodes play a special role regarding security;

(b) a set of ad hoc network devices has parts of a private key that is used to issue
certificates usually based on threshold cryptography. As long afcieot part
of these nodes is the network range, digital certificates can be issued. Threshold
cryptography was first proposed in the context of ad hoc networks in Zhou and
Haas [23]. How many nodes and which nodes are needed to issue a certificate
is usually implementation dependent;

iii. PGP-like (Pretty Good Privacy) security modelsthe assumption is that every de-
vice has one or more publfrivate key pairs and that every device can issue its own
certificates and distribute them as well. Security often relies on the concept of web
of trust. Such solutions are distributed enough to operate in complete isolation from
any deployed infrastructure, however there are absolute no guarantees regarding pro-
tection against Sybil attacks, what is a major drawback of security models belonging
to this family, such as the proposal of Capletral. [19] for instance.

Several conclusions can be drawn when putting the aforementioned taxonomy, the RFC
2501 definition and identity-anonymity paradox into the same picture. First, security
schemes for ad hoc networks need to guarantee the uniqueness of the network identifiers,
usually by the means of digital certificates. Second, the provisioning of reliable anonymous
communication for nodes in a mobile ad hoc network, persistent identifiers are also needed.
Third, to achieve reliable certificate distribution in ad hoc networks to prevent Sybil attacks,
some sort of trusted third party (either centralized or distributed) is needed, which includes
solutions from families andii, but not from familyiii. Finally, regarding the RFC 2501
definition, to our understanding, a mobile ad hoc network may either depend intermittently
on some deployed infrastructure (and therefore may operate in isolation for a given time
frame) or it could operate in complete isolation from the deployed infrastructure, given that
some support systems (a third trusted party) is deployed in the mobile ad hoc network.

Given all the aforementioned reasons, identities in Chameleon are implemented as dig-
ital certificates. The strategy for issuing and distributing identifiers depends on the security
model chosen. From the point of view of the security model, Chameleon is an add-on for
providing anonymous communication.
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3 Chameleon: an Anonymous Overlay Network

The idea of Chameleon is that one user’s action is hidden within the actions of many other
users. By sending messages through virtual paths, a user can participate in a communi-
cation session while at the same time hiding his identity among the identities of the other
users in the mobile ad hoc network.

A virtual path functions by routing encrypted messages through chains of nodes. To
protect against tfic analysis, the appearance of the messages is changed at each node
in the path through encryption. Generally, there are two main strategies for constructing
virtual paths for anonymous overlay networks. One approach, applied in layered encryption
approaches, is to let the first node decide the whole path by wrapping a message in several
layers of encryption — one for each intermediary node along the path. These layers are
thereafter peeledfb(by decryption), one by one, at each subsequent node on the path. In
the second strategy, the first node decides its successor, and then the intermediate nodes
decide their respective successors, until some node decides to end the path, based on some
criteria, and then forwards the message to the destination.

To deal with high mobility and to enabldfient path repairing in case of disappearing
nodes, Chameleon employs the latter strategy for establishing virtual paths. Therefore,
during path establishment, the decision of extending the path or not depends on the result
of the toss of a biased coin, which bias is determined by a “probability of forwarging”
where p; is bounded by the interval [B,1). With the probability (1- p;), the path is
ended and a connection is established with the destination; otherwise the path is extended
to another randomly chosen node, at which the same process is repeated. The path length
L is thus probabilistic and denotes the sum of the appearances for each node on the path
(excluding the destination node), and mih& 2. The expected path lengthsy, is given
in equation (1) [15]:

Lexp= (P1)/(1 - ps) +2 1)

Virtual paths are bidirectional, meaning that messages can travel forward (towards the
destination) or backward (towards the source). As in Crowds, the destination’s IP address is
known only to the nodes belonging to the path, and path rebuilding is performed in the for-
ward direction only (to enable path rebuilding also in the backward direction, intermediary
nodes would require greater knowledge about the path and, eventually, the identity of the
sender). To provide better protection against local observers, link encryption is employed
between the nodes in the virtual path. Unlike Crowds, conditionally on the destination type,
end-to-end encryption may also be applied between the sender and destination (see Section
4). Finally, Chameleon relies on the following assumptions:

i. Itis expected that certificates are obtained a priori from a third trusted party, which is,
most likely, located in a fixed network. Whether this assumption collides or not with
the definition of mobile ad hoc networks in RFC 2501 [7] is polemic among authors
in the field. In our opinion, it is expected for a node in a mobile ad hoc network
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to have occasional contact with a fixed network and, therefore, to a set of trusted
devices. This assumption is also present in other papers dealing with the problem of
anonymity in ad hoc networks, such as [5, 11, 22];

i. Chameleon assumes that it is possible to establish secure sessions in the transport
layer, with mutual authentication using digital certificates and symmetric key estab-
lishment. Secure sessions can be achieved using standard protocols, such as TLS.

iii. Since the IP and hardware addresses are not necessarily unique identifiers that can

4

Int

be linked, with a long-term one-to-one relationship, to a corresponding user, we
assume that the mobile ad hoc environment is a service-based network, such as Jini
[14], SLP (Service Location Protocol) [20] or UPnP [18] networks. Therefore, all
network services, including potential anonymity services, are announced through a
localization (or directory) service, such as Jini’'s Lookup Server.

Chameleon Protocol Description

he remainder of this paper, we use the following notation for describing the networks

nodes in a Chameleon scenario:

i. ¥ denotes the set of nod@g,, ¥», ..., ¥n} Situated in the mobile ad hoc network;

ii. T denotes the set of Chameleon ugetsys, ..., yn}, wherel' ¢ W. A virtual path is

defined as a path connecting the senggrmvith the last node before the destination,
viast, Whereys andy,st are interconnected by zero or more nodes fiariWhen we
describe the protocol; denotes the current node. The cardinalityraé denoted
[Tl (where[l'| € N), andmin(|['] = 3), since this is the minimum amount of members
needed to provide some level of anonymity;

D denotes the destination, which can be classified in three disjoint Bgts:ac-
cepts only unencrypted requedis.accepts secure requests using a standard secure
transport protocol between,s and D, and; Dr understands Chameleon protocol
messages, enabling end-to-end encryption betweandD;

iv. @ c I" denotes a set of decentralized directory serigrss,, ..., #n} announcing the

set of network addresses of the node§ ihPr, along with their digital certificates,

to other nodes ifi. To reveal as little as possible information®peach node i’ re-

questd Pr at regular time intervals. The restrictidnc I decreases the likelihood of
corrupted directory servers announcing false information, since they can be detected
as malicious nodes and filtered out by other Chameleon users. The announcement of
IPr follows one of the main principles of zero configuration networking [21], which
assumes the existence of a service discovery system in network environments such



4. Chameleon Protocol Description 97

as mobile ad hoc networks. The node®iact as a distributed version of the blender
in Crowds.

The following notation is used for the messages types in Chameleon:

i. 6 denote application data passed to Chameleon from the application layer;

ii. m,,, denote messages passed between Chameleon podedy; via the lower
layers. The messages, ,, are link encrypted between andy; using the symmetric
key Ekmj (established using a secure transport layer protocol). For the cases where
D € DgsecOr D € D, the payload ofm, ,, includes: IPp — the IP address of
D; p#,,, — a path identifier (a randomly generated integer for identifying packet
streams between nodgsandy;); and the data payloati— see equation (2), where
- denotes concatenation. For the case wieeeDr, m,, ,, has two optional fields to
achieve end-to-end encryption and data integrity — see equation (3). The first field
contains a symmetric kel p, which is encrypted with th®'’s public key, Pup.
The symmetric ke, p is used to set an end-to-end secure channel betywand
D. The second field is used to send the output of a keyed-hash function for message
integrity, with input data and keyk,, p;

My = Ekyl.yj [p#yi,yj -1Pp - 6] (2
My .y = Eky.,yj [p#Vi»)’j -1Pp - EkysD[G] ) EPUD[kysD] ) hash(ys,o(e)] (3)

iii. An acknowledgment message is generatedig: and sent towardss to inform
that a message has reached its destination. Equation (4) describeckihe, i
acknowledgement message sent frgm to ;.

aCK/Hl"}’i = Ek’yi+1.}/i [p#}/wl,yi] (4)

Each node in Chameleon maintains a routing table with the following entries: the destina-
tion’s IP address|Pp); the backward and forward path identifieps( , ,, andpy, ,,.,); the
address of the preceding and succeeding nodes in the virtuallpgth andIP,, ) and;

the time-to-live (TTL) counter, a decremental counter indicating the remaining lifetime of
a given entry in the table. The path identifiers are managed in the same waypadlitie

in Crowds [15]. In Chameleon, the tupleF,, IP,,.,, P4,.,..] identifies a path connection
between two nodeg andy;,;. A Chameleon node can be described as a local proxy server
following the state transition diagram in Figure 1. Its role is threefold; first, it may serve
as the user’s local proxy to which the user’s applications forward their @aka this case

the node constitute the first node on the virtual paghThis situation is represented by the
“Handle forwardd” state in Figure 1, which in turn can be expanded to the diagram in Fig-
ure 2. In the second case, a node can be an intermediary peer in one or more virtual paths.
This situation is represented by the “Handle forwangl, ,,” (which can be expanded to
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Handle
backward

Invoke

Turn off

o)

Chamelon

Handle
backward) Backward® Forward 0 forward
0 0

Figure 1: The Chameleon main state transition diagram for each node in Chameleon. A
node can play the roles ¢f, yi, or yiast, depending on the type the incoming message.

the diagram in Figure 3) and “Handle backwang , ,,” state in Figure 1 depending on the
message direction. Finally, a node can act as the last peer in a virtualypgathin this
case, it acts as a proxy server towabis

In the remainder of this section, we key out the protocol details by (1) describing virtual
path establishment, (2) describing how data is sent fygio D, and, (3) describing how
virtual paths are repaired in the event of a path break.

D not reachable

. ackyi, s Time .
out
Y1 is
alive .\
H Y1 not alive

tpErr
€
Path exists

Figure 2: State transition diagram for a nodereceiving data from the application layer.
The acronymspSuccandtpErr, used in this section, denote transitions indicating whether
the sending of a message was accomplished successfuiydg or not ¢pErr) in the
transport layer.

Forward 0

No entry
in rout.
table

Init Data
Transfer

A. Building virtual paths.In Chameleon, virtual paths are constructed as follows, as-
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tpErr Init Data I Lo
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Figure 3: State transition diagram for a nogeeceiving a messags,,_, ,;, including path
repairing.

suming that there is no entry in the routing table for the designdgd

(i) Path establishment is initiated when a ngdeeceives from the application
layer. Thenysrandomly select§ a nodey; fromT, as visualized in the “Select
v1" state in Figure 2. Thenys andy; establish a secure session in the transport
layer, exchanging a symmetric kkey, ,, for link encryption. The sendes then
assembles and encrypts,_,, (in whiché is piggy-backed) and forwarads, ,,
toy; (“Sendm,_,, toy,” state in Figure 2). In cases whegcannot sendh, ,,
toys, it selects another new random noderom I' and repeats the process;

(i) Now, y; (i.e.,i = 1), triggers the state transition diagram in Figure 3, and starts
by decryptingm,, .. . Assuming there is no corresponding entry foy_, ,,
in the Chameleon routing table of, a biased coin is tossed (“Toss biased
coin” state in Figure 3). If the decision of the coin toss is to end the path,
6 (encapsulated im,, , ,,) is forwarded tdD. In this casey; becomes the last
node in the virtual pathy,st. Otherwise, the path is extended one hop and a new
nodeyi,: is selected randomly frofi. The messagm, ,,., is then encrypted
and forwarded tg;i.1, where this process is repeated. Eventually, a path will be
established between andy,st, Whereys andyast are interconnected by zero
or more intermediary Chameleon nodes.

19)f s posses no recent information abdutt contacts a directory server and requests this information. The
nodesys andg; mutually authenticate using their certificates.
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B. Sending and forwarding dataln Chameleon, data is passed framto D in the
following way, assuming that a virtual path is already established:

(i) Whenvys receivesd from an applicationys assembles and encrypts,_,,, and
sends it toy;, as depicted in the “Send Messavg, ,, to 1" state in Figure 2;

(i) Regarding the intermediary nodes, an incoming, ,, is treated according to
the state transition diagram depicted in Figure 3. At each naxlg,, is de-
crypted, andn,, ,,., is generated and encrypted before being forwarded. Even-
tually, the last node on the pathast, will receivem,,_ , y.... Then,yjast sends
0 to D (either encrypted or unencrypted, depending on the destination type, see
Section 4). Provided that the connection wittwas successfulick,,, y,... iS
sent backwards along the path to acknowlegdgehat D did receivey,

(i) The sending of data in the backward direction is initiated whgg receives
6 from D. Then, yiast €ncapsulates in my__ ..., and sends it t@as1 0N
the virtual path. Since messages travelling in the backward direction are not
acknowledged, the state transition diagram in Figure 1 always returns to the
“Stop” state, independent of whether or not it was possible to send the message
to yiast-1. This process is repeated at each intermediary node until the message
eventually reachegs. If atimeout threshold is exceeded, the “Ch&lstate is
invoked (Figure 2), whergs checks the status & (this is possible since the ad
hoc network is a service-based network). The timeout should be large enough
to allow intermediary nodes to conduct path repairing, but, on the other hand,
not too large, since this would risk to compromise the protocol performance.

C. Repairing virtual paths.Path repairing is initiated in two situations: first, whgn
fails to sendmn, .., to .1, and, second, when waits forack,,, ,, and notices that
¥i+1 is not alive §; pollsyi,1 at regular intervals during the “Wait ferck,,,, ,,” state
to assert thay;,; is still alive, as illustrated in Figures 2 and 3). The nogléosses
a biased coin and either forwarégirectly to D or selects a new nodg,; as its
successor in the path. In this way, the path is restored from the point where it was
broken, and not from the beginning. No explicit path destruction is conducted after
the communication session via the virtual paths has ended. Instead, the TTL field in
the routing table ensures that inactive path entries are deleted.

5 Theoretical Analysis

Six different requirements were defined in [3] which an anonymous overlay network should
adhere to (at least to an acceptable degree, since the requirements are not orthogonal) in or-
der to be suitable in mobile ad hoc network environments. Next, we list these requirements,
and discuss to what extent Chameleon meets them:
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1. Scalability. the workload on each participant in Chameleon remains virtually con-
stant as the number of participants grows, as in Crowds [15]. It is proved in [15] that
for each node in the network, the expected number of virtual paths a node will be

; ; ima ic Qi 1 1y.
appearing on at a particular time is given l?y_p—f)z *(1+5);

2. Strong anonymity propertiesan anonymous overlay network should provide ade-
guate protection against, for instance, malicious users dfefelit types of eaves-
droppers. The Chameleon attacker model is more complete and suitable for mobile
ad hoc networks than the one used in Crowds. It assumes that all nodes (attackers
included) have the same radio range. The following types of attackers are included:

(a) Local observel(yqps € V): a passive observer whose radio range coygrs

(b) Malicious insiderqI” c I): this attacker is represented [y| (collaborating)
malicious members df, aiming to occupy all positions on the virtual path;

(c) Malicious outsider(y’ € ¥): this is a malicious node aiming to control an
intermediary node linking a pair of Chameleon nodes in a given virtual path;

(d) Destination(D): this attacker attempts to disclose the identitygf

(e) Malicious directory server§p’ c @): these constitute attackers hosting direc-
tory services for the purposes of misusing information abhguty the means
of announcing dferent subsets df in different instances @f and then mount
a partition attack. Or, alternatively, announce a reduced sEtinforder to
increase the percentile bf nodes in the announced set.

The metric used is the same metric used for evaluating the anonymity properties of
Crowds [15]. In this metric, each user is considered separately, and the resulting
value spectra is a function of (among other parameters) the size of the anonymity
set, the probability of forwarding and the amount of malicious insiders. The de-
gree of anonymity for a subjegt can be expressed on a continuous scale rang-
ing fromabsolute privacy tO provably exposed Viabeyond suspicion, probable
innocence, possible innocence andprovably exposed. Chameleon fiers sender

and relationship anonymity against local observers. Unlike Crowds, Chameleon en-
ables both link-to-link and end-to-end encryption for certain destination types. How-
ever, due to performance reasons Chameleon does not protect against a global ob-
servef®. In Table 1, the fiered degrees of anonymity in Chameleon are summa-
rized. The proof for these values can be found in [12]. Malicious directory servers
are not included in the table since their goal is to compromise the anonymity level by
supporting other malicious users. Possible countermeasures agfainsude the
usage of redundant servers or cycling throdghin the extreme case, every node
could run an instance @f, but the performance tradefavould be high;

20protection against a global observer can only be achieved if all nodes transmit in a constant rate independently
of the real data tiféic (i. e., demands the usage of dummyfficd.
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Table 1: Degrees of anonymity in Chameleon.

: . . Relationshi
Sender Anonymity Receiver Anonymity Ship
Anonymity
Local .. beyond suspicion
observer ible i beyond suspicion (for large
possible innocence (for large networks) 9
(Wobs) networks)

o probable innocence | p(apsolut :

Malicious if (absolute rﬁf;vaCY) probable

ingi — [ I0=] .

insiders(I") I > (pfp_fl) «(T[+1) = (T) innocence
2

Malicious probable innocence probable innocence b d L.

. ; : eyond suspicion
outsider ¢) if Lexp> 4 if Lexp> 4 y usp
Destinati beyond suspicion - beyond suspicion

estnation for I >3 y p

3. Fair distribution of work an anonymous overlay network should be fair regarding
the distribution of workload among the participants. A possible source for unfairness
in Chameleon is the workload implied for the operators of the directory sedvers
However, this is dependent of the service-based network technology selected.;

4. Performance-wise lightweight solutioim order to reduce computational overhead
and increase battery lifetime, an anonymous overlay network should generate few
messages and perform few public key operations. Chameleon uses public key en-
cryption sparsely and avoids layered encryption. The protocol overhead is low; as-
suming knowledge abolt, 2L public key operations and.2- 1 Chameleon mes-
sages are needed to establish a path, wheenotes the path length. In comparison,
MorphMix [16] generatesl6+ (L — 2)(L + 1) messages and needs at least p3b-
lic key operations when establishing a path. Additionally, in contrast to Chameleon,
the earlier mentioned mix-based proposal by Jiahgl. [9] uses nested public key
encryption for both path establishment and message transfer. Lastly, no performance
consuming dummy tféic is used;

5. Adherence to the P2P-modeahobile ad hoc networks are most often assumed to
function without the aid of central services [7]. Unlike e. g., Crowds, Chameleon is
a P2P-compliant protocol, although all node§’ineed to agree on the value jof;

6. Manage a dynamic topologyn most proposed mobile ad hoc network scenarios, it
is assumed that nodes frequently enter and leave the network. Chameleon addresses
dynamic topologies by, among other things, an optimized path repairing process in
the forward direction. A virtual path is repaired only from the point of breach, in
contrast to other approaches that rebuild a broken path entirely from scratch.
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6 Conclusions

This paper introduced Chameleon, a low-latency anonymous overlay network tailored for
mobile ad hoc networks that provides, for instandcient path repairing, and a reduced
amount of control messages in comparison to other anonymous overlay networks. Cha-
meleon does not rely on dummy fii@ or layered encryption and it was inspired by the
Crowds system, although itfiiers from Crowds in a number of ways, including: end-to-

end encryption between the sender and recipient, certificate-based protection against Sybil
attacks, and a distributed service discovery mechanism (and also an attacker model con-
sistent with mobile ad hoc networks). We also presented the identity-anonymity paradox,
which states the need of persistent identifiers to achieve reliable anonymity in mobile ad
hoc networks. Current research plans include analyzing protocol performance by the means
of simulation.
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