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Identity and Anonymity in Ad Hoc Networks

LEONARDO AUGUSTO MARTUCCI
Department of Computer Science, Karlstad University, Sweden

Abstract

In ad hoc networks every device is responsible for its own basic computer ser-
vices, including packet routing, data forwarding, security, and privacy. Most of
the protocols used in wired networks are not suitable for ad hoc networks, since
they were designed for static environments with defined borders and highly
specialized devices, such as routers, authentication servers, and firewalls.
This dissertation concentrates on the achievement of privacy-friendly iden-
tifiers and anonymous communication in ad hoc networks. In particular, the
objective is to offer means for better anonymous communication in such net-
works. Two research questions were formulated to address the objective:

1. How to design proper and trusted privacy-friendly digital identifiers to be
used in ad hoc network environments?

II. How to provide anonymous communication in ad hoc networks and what
is the performance cost in relation to the obtained degree of anonymity?

To address the first research question we studied and classified the security
and privacy threats, enhancements, and requirements in ad hoc networks and
analyzed the need for privacy and identification. The analysis led us to the
relationship between security, identification, and anonymous communication
that we refer to as the “identity-anonymity paradox”. We further identified
the requirements for privacy-friendly identifiers and proposed the self-certified
Sybil-free pseudonyms to address such requirements.

The second research question was addressed with the design and imple-
mentation of the Chameleon protocol, an anonymous communication mecha-
nism for ad hoc networks. The performance of Chameleon was evaluated using
a network simulator. The results were used to find out the trade-off between
anonymity and performance in terms of the expected end-to-end delay.

The solutions proposed in this dissertation are important steps towards
the achievement of better anonymous communications in ad hoc networks and
complement other mechanisms required to prevent leaks of personal data.

Keywords: privacy, identity, anonymity, pseudonymity, Sybil attack, security,
ad hoc, and computer networks.
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Chapter 1

Introduction

“No, that is not quite it. Let’s try again from the beginning, Adso. But I
assure you, I am attempting to explain to you something about which I
myself am not sure I possess the truth. ...”

Brother William of Baskerville
— The Name of the Rose (1980), Umberto Eco

Ubiquitous computing consists of computational environments providing infor-
mation instantaneously through invisible interfaces!, allowing unlimited spre-
ading and sharing of information and offering an invaluable support for many
aspects of the society and its institutions. This futuristic scenario is foreseen
to be materialized with the advent of seamless communication networks com-
bined with pervasive computing and natural human-computer interfaces, ulti-
mately leading to an omnipresent distributed computing environment. These
environments represent a paradigm shift from the current networking and
computer models. However, the eventual realization of such environments is
dependent on the development of new solutions and protocols.

The research presented here is focused on a single, but fundamental, core
technology needed to enable ubiquitous computing: ad hoc networking. Ad
hoc networks consist of computers, often mobile, that establish on demand
network connections through their wireless interfaces, enabling instantaneous
networking independently of the presence or aid of any central devices. Hence,
ad hoc networks are decentralized computer networks. The upcoming of such
networks requires critical changes in the current network infrastructure model,
in which networks have defined borders and where basic network services, such

IThe term invisible interface was coined at the Computer Science Laboratory at XEROX PARC.
In this context, invisibility means that the technology, i.e., the user interface, should be only used
as an enabler to the accomplishment of the task, and never as the tasks’ centerpiece [Weiser, 1994].
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as addressing, packet routing, data forwarding, security, and privacy are pro-
vided by dedicated devices.

In ad hoc networks every device is responsible for its own basic network ser-
vices. Thus, most of the protocols employed in wired networks are not suitable
for ad hoc networks since such protocols were designed for network environ-
ments with defined borders and highly specialized devices, such as routers,
servers that provide network addresses, firewalls, and network intrusion de-
tection systems. Moreover, such an absence of infrastructure potentially aug-
ments the risk of losing control over personal information since data is routed
and forwarded through many unknown devices and users can easily be mon-
itored. Hence, information regarding a user’s communicating partners and
even the contents of transmitted messages can be obtained by devices forward-
ing packets on the behalf of a user, if proper security measures are not imple-
mented. Furthermore, data collection is especially not transparent in ubig-
uitous environments since invisible interfaces can greatly reduce the users
awareness regarding when and what personal data is being collected by the
ubiquitous environment. The scope of this dissertation involves two of those
basic services for ad hoc networks: security and privacy.

The security mechanisms included in the wireless technology standards de-
pend on the constant presence of centralized services deployed in the wired
network and, thus, are not suitable for ad hoc networking, and consequently
for ubiquitous computing. Moreover, the security mechanisms provided by cen-
tral devices, usually located in the wired network, are restricted to the lower
layers in the TCP/IP stack, such as the data link layer in IEEE 802.11 wireless
networks. For instance, IEEE 802.11 security with support to RSNA? (Robust
Secure Network Association) requires either the use of pre-shared keys or a
RADIUS (Remote Authentication Dial-In User Service) server for authentica-
tion based on the port-based network access control standard IEEE 802.1X.

A similar underlying rationale is valid for privacy. Privacy can be obtained
in computational environments with privacy enhancing technologies, such as
anonymous communication mechanisms. The existing anonymous communi-
cation mechanisms available for wired networks are not suitable or directly
applicable for ad hoc networks, since they usually rely either on a constant
presence of centralized services, constant network traffic flow, or both, which
implies traffic contention during periods when the amount of traffic is higher
than the expected amount of traffic, or the usage of dummy, traffic, i.e., artifi-
cially created traffic, when this amount is below the expected. Relying on the
assumption of the constant presence of a centralized service does not fulfill the
requirements for an ad hoc network. Moreover, keeping a constant traffic flow
in the network may compromise the overall network performance or shorten
the device lifetime due to excessive transmissions of dummy traffic, consider-

2RSNA defines a number of security features in IEEE 802.11 networks.
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ing that the majority of the wireless devices have a limited amount of battery
power.

The implementation of security mechanisms can often result in a negative
impact in the privacy properties, especially when authentication services re-
quire unique user identification when such information is not required to pro-
vide the requested service. Security and privacy are, however, two complemen-
tary features that if properly designed can be implemented beside one another
in ad hoc networks. As discussed in this dissertation, the relationship between
security and privacy is the need of trusted identifiers, i.e., identifiers that are
unique in a sense that a user can have at most one digital identifier. Trusted
identifiers are required to verify if users are actually who they claim to be.
Trusted identifiers are also needed by privacy enhancing technologies, such as
anonymous communication mechanisms, since users are anonymous within an
anonymity set. The elements of such a set are all users that can be associated
with a given action, such as sending a message. Every element of the anony-
mity set has thus to be associated to one, and only one, user. Otherwise, the
degree of anonymity offered by privacy enhancing technologies can be seriously
degraded by an attacker holding multiple identifiers. We have named the need
of trusted identifiers to achieve anonymity as the identity-anonymity paradox.

The remainder of this chapter is organized in seven sections. Section 1.1 in-
troduces the objectives and the scope of the dissertation. The terminology and
background are presented in Section 1.2, and Section 1.3 outlines the research
questions that are investigated in the dissertation. Section 1.4 describes the
research methodology used to achieve the contributions of this dissertation,
which are summarized in Section 1.5. Section 1.6 outlines the structure and
briefly describes the contents of the following chapters. Finally, Section 1.7
clarifies the work done in collaboration.

1.1 Objective and Scope

The objective of this dissertation is to offer means for better anonymous com-
munication in ad hoc network environments. The objective is divided into three
goals. The first goal is to establish the connection between the need of trusted
identifiers and the provisioning of anonymity. The second goal is to design
and evaluate privacy-friendly identifiers that are suitable for ad hoc network
environments. The third goal is to design and evaluate an anonymous commu-
nication mechanism for such environments.

The scope of the research presented includes identification, privacy-friendly
identifiers, and anonymous communication mechanisms in ad hoc network en-
vironments.
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1.2 Terminology and Background

The key terms and concepts used in this dissertation are defined in this section.
The section is divided in three parts. The first part is related to the definition
of privacy. The terms associated to identities and identifiers are outlined in the
second part. Finally, the third part is related to the definition of computer and
network security.

1.2.1 Privacy

The concept of privacy is not universal and easily defined, since its understand-
ing is a cultural construct, and, hence, subjective. In the end of the 19" century,
two American lawyers defined privacy as the “right to be let alone” [Warren and
Brandeis, 1890]. In 1967, Alan Westin, from Columbia University, wrote the
most accepted definition of privacy: “the claim of individuals, groups and insti-
tutions to determine for themselves, when, how and to what extent information
about them is communicated to others” [Westin, 1967]. The Universal Declara-
tion of Human Rights states in its Article 12 that “no one shall be subjected to
arbitrary interference with his privacy” [United Nations, 1949]. Nevertheless,
the understanding of privacy changes significantly between different societies
[Lunheim and Sindre, 1993]. Although it seems impossible to provide a pre-
cise and universal understanding of privacy, it is feasible to identify the three
underlying aspects that construct the concept of privacy independently of the
cultural background. These aspects of privacy are [Fischer-Hiibner, 2001]: in-
formational privacy, territorial (or spatial) privacy and privacy of the person.

Informational privacy is related to the person’s right to determine when,
how and to what extent information about him or her is communicated to oth-
ers [Westin, 1967]. Territorial privacy refers to the ability of controlling the
information that enters and leaves the personal sphere, i.e., the close physi-
cal area surrounding an individual. Finally, privacy of the person describes
the people’s right to be protected against physical undue interference. In this
dissertation, we restrict the work to informational privacy aspects, and thus
whenever the term privacy is used, it actually means informational privacy.

The principle of necessity of data collection and processing, which is one
of the most essential privacy requirements, determines that the collection and
processing of personal data should only be allowed if it is necessary for the
tasks falling within the responsibility of the data processing agency. Hence,
personal information should not be collected or used for identification purposes
when not absolutely necessary. The best strategy to enforce such a require-
ment is the avoidance or minimization of personal data [Fischer-Hiibner, 2001].
Therefore, privacy is best protected with anonymity.

Anonymity means that a subject is not identifiable within a set of subjects,
i.e., the anonymity set. The anonymity set include all subjects that can be
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connected to a given action. Anonymity can also be defined in terms of un-
linkability. Unlinkability means that two or more items of interest, such as
senders, recipients, and messages, cannot be related from the perspective of an
attacker. Hence, sender anonymity means that it is not possible to associate
a given message to a given sender. Recipient anonymity, on the other hand,
means that it is not possible to associate a given message to a given recipi-
ent. Relationship anonymity means that sender and recipient are unlinkable
[Pfitzmann and Hansen, 2008].

1.2.2 Identities and Identifiers

The definition of an identity is certainly a philosophical problem that will not be
much discussed here. Nevertheless, such a discussion is important for under-
standing how identities are perceived and comprehended, and the remainder
of this paragraph is reserved for some remarks on the philosophical aspects re-
garding identities. The definition of identities is philosophically related to the
definition of the self and the concept of sameness. The self can be understood
following different lines of thought, such as the Cartesian or the Aristotelian
soul-body relations [Shields, 2008]. A physical entity can be mapped accord-
ing to different conceptions of the self. Followers of the distinction of the self
proposed by the French philosopher Ricceur [Ricceur, 1992] understand that
digital identifiers are assigned to idem identities, but not to ipse identities®.
On the other hand, following the philosophy of Cartesian dualism [Robinson,
2008], identifiers are assigned to bodies, which are physical entities, and not to
souls or minds.

Digital identifiers are connected only to tangible forms and are not more
than tags that aim to differentiate one object from another. A digital identifier
is digital information that is linked to something in the physical world, such as
a person, a group of persons, or a physical device, and it is necessarily stored in
one or more physical devices. Thus, an identifier may identify the device that
stores it or the user, or group of users that controls the device. A digital iden-
tifier exist in both abstract terms, as information, and concrete terms, as the
raw data that is stored on a magnetic disk or a solid state memory, for instance.
In any case, an identifier is an artifact used to identify an identity. Hence, we
restrict the understanding of identities to a unique piece of information, i.e., an
identifier, associated with one or more physical entities.

Proper and trusted digital identifiers are recognized and acknowledged by
other devices that are part of the computer network. In privacy-friendly appli-
cations, identifiers should not be linkable to their owners, unless the owner of
such an identifier performs a non-authorized action, for instance. Pseudonyms

3According to the philosopher Ricceur, the self’s identity is divided into the idem and the ipse
identities. The idem identity provides the self with its spatiotemporal sameness, while the ipse-
identity gives the ability to initiate something new and imputable to the self [Dauenhauer, 2008].



6 Introduction

are identifiers that can fulfill such requirement. A pseudonym is an identifier
other than one of the real names of the pseudonym holder. There are five differ-
ent classes of pseudonyms [Pfitzmann and Hansen, 2008] with respect to the
degree of linkability and the purpose of use. These classes are briefly described
below:

® person pseudonyms are just substitutes for the pseudonym holder’s name
and a representation for the holder’s civil identity;

* role pseudonyms are identifiers that are used for a specific application or
situation;

* relationship pseudonyms are identifiers that are used exclusively for the
communication with a given communicating partner;

* role-relationship pseudonyms are a combination of role and relationship
pseudonyms, i.e., a pseudonym exist for each role and for each communi-
cating partner, and;

* transaction pseudonyms or one-time-use pseudonyms are identifiers that
are used only one time, i.e., for each transaction performed, a new pseu-
donym is used.

The privacy-friendly identifiers proposed in this dissertation are pseudo-
nyms. Such pseudonyms can be used in different applications and for different
tasks. Therefore, the pseudonym class will depend on the purpose of the appli-
cation. For instance, the proposed identifiers can be used as transaction pseu-
donyms in electronic voting applications or as role pseudonyms in applications
that implement reputation schemes.

1.2.3 Computer and Network Security

The provisioning of network security is fundamental to keep the network in-
frastructure and the applications running on top of such an infrastructure con-
tinuously available to provide network services. Security services are of utmost
importance in the provisioning of such network applications and they must be
embed not only in the application layer, but also in the lower layers, such as
the network layer. The ultimate role of network security is to provide a safe
and reliable network environment.

Network security can be defined as the achievement of the five security ser-
vices, i.e., authentication, confidentiality, integrity, non-repudiation, and access
control, specified in the Telecommunications Standardization Sector of the In-
ternational Telecommunications Union (ITU-T) Recommendation X.800 [ITUT
X.800], along with the provisioning of availability [Bishop, 2004]. A standard
definition of security services is found in the Internet Engineering Task Force
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(IETF) RFC 4949 [Shirey, 2007], which describes a security service as: “a pro-
cessing or communication service that is provided by a system to give a specific
kind of protection to system resources”.

1.3 Research Questions

The two research questions addressed in this dissertation involve the achieve-
ment of anonymous communications in decentralized computer network envi-
ronments. The research questions are:

I. How to design proper and trusted privacy-friendly digital identifiers to be
used in ad hoc network environments?

Addressing such a question required first to acknowledge the need of
proper and trusted identifiers in ad hoc networks. Such an acknowledg-
ment is drawn from what we refer to as the “identity-anonymity para-
dox”, which establishes the relationship between security, identification,
and anonymous communications. This paradox is further discussed in
Chapter 3. This analysis is followed by the definition of the requirements
for privacy-friendly identifiers, which are pointed out in Chapter 4. Self-
certified Sybil-free pseudonyms are identifiers that address the aforemen-
tioned requirements. The design of such pseudonyms is presented and
analyzed in Chapter5.

II. How to provide anonymous communication in ad hoc networks and what
is the performance cost in relation to the obtained degree of anonymity?

The requirements for anonymous communication mechanisms in ad hoc
networks were first investigated and listed. Such requirements are out-
lined in Chapter 4. It is followed by the design of an overlay mechanism
that is situated in between the application and the transport layer. The
aim of the overlay is to provide an anonymous communication mechanism
for ad hoc network environments. The mechanism is designed to address
this research question and is called Chameleon. Chameleon is further de-
scribed in Chapter 6. The theoretical anonymity analysis of Chameleon is
presented in Chapter 7, whereas its performance analysis is presented in
Chapter 8. The anonymity and performance analysis are used to derive
the cumulative distribution function for the expected end-to-end delay ac-
cording to the projected resistance against malicious users.

1.4 Research Method

The scientific research method used during the research that led to this disser-
tation had the recurrent steps: literature study, problem statement, hypothesis
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formulation, testing and evaluation, and conclusions. Such a research method
is classified as deductive research, since hypotheses (or theories, according to
the deductive research terminology) were proposed and afterwards tested in or-
der to verify the validity of their claims [Chalmers, 1999]. Hypotheses testing
and evaluation was either done with analytical methods or by simulation.

There are essentially three techniques for performance evaluation: analyt-
ical modelling, simulation, and measurement. The life-cycle stage of a system
mostly determines the evaluation technique to be selected. Measurements are
only possible if something similar to the proposed system already exists. That
was not the case regarding the contributions of this dissertation. Furthermore,
measurements may not give accurate results because of the environmental pa-
rameters and the time of measurement, which may be unique to the experi-
ment. In general, new concepts are evaluated using analytical modelling or
simulation [Jain, 1991]. Analytical modelling usually provides the best insight
into effects of various parameters and their interactions. The drawback of an-
alytical modelling is that it requires many simplifications and assumptions.
Simulations allow searching the space of parameter values, which is hardly
possible with measurements for instance. In addition, simulations can incor-
porate more details than analytical modelling, but usually take a long time to
develop.

The literature study showed a lack of low-latency anonymous communica-
tion mechanisms in ad hoc networks that could be deployed in between the
application and the transport layer, i.e., that were not connected to the ad hoc
routing protocol. This absence of solutions led to the definition of the problem
statement and of a set of requirements for anonymous communication mecha-
nisms in ad hoc networks. The hypothesis was formulated with the design of
an anonymous communication mechanism, the Chameleon protocol. The net-
work performance of the Chameleon protocol was evaluated using analytical
modelling and simulation. Both techniques were used together to verify and
validate the results of each one, following one of the three rules of validation
defined in [Jain, 1991]:

* do not trust the results of a simulation model until they have been vali-
dated by analytical modelling or measurements;

* do not trust the results of an analytical model until they have been vali-
dated by a simulation model or measurements;

* do not trust the results of measurements until they have been validated
by analytical modelling or simulation.

The first research question presented in Section 1.3 was formulated after
the identification of a conflict between the need and the absence of trusted iden-
tifiers in ad hoc network environments during the initial literature study. A hy-
pothesis was formulated and called the identity-anonymity paradox, which was
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evaluated with theoretical analysis. A set of requirements for privacy-friendly
identifiers were defined, and they were followed by another step of literature
study that resulted in the proposal of the self-certified Sybil-free pseudonyms.
The privacy-related properties of such pseudonyms were evaluated with ana-
lytical methods. Analytical methods are appropriate for evaluating the secu-
rity and privacy properties of such pseudonyms, since such properties cannot
be evaluated using simulations, and no prototype of such pseudonyms was im-
plemented, and, therefore, measurements were not possible to be collected.

Analytical methods were also used to evaluate the anonymity properties of
the Chameleon protocol. Live measurements were not considered in the evalu-
ation of the anonymity properties of the Chameleon protocol since no prototype
was implemented.

1.5 Contributions

There are three major contributions of the dissertation: the identity anonymity
paradox, the self-certified Sybil-free identifiers, and the Chameleon protocol. In
this section we list the contributions and compare them with the related work.

The identification of the identity-anonymity paradox is the first contribu-
tion of the dissertation. It analyzes the intrinsic relationship between the
need for trusted identifiers and the provisioning of anonymity in ad hoc net-
works, which is a fundamental starting point for the deployment of anony-
mous communication mechanisms in such networks. The complete absence of
trusted identifiers was, so far, used as a mechanism for implementing anony-
mity in wireless networks. Logical and hardware addresses, i.e., IP and MAC
addresses, are pseudonyms, and changing such information periodically may
indeed enhance privacy in the data link and network layers [Gruteser and
Grunwald, 2003], if such a change can obfuscate other sources of identifica-
tion in the data link layer [Franklin et al., 2006]. However, such an approach
does not provide some key privacy properties such as unlinkability between
senders and receivers and sender anonymity towards the recipient. Moreover,
Sybil attacks [Douceur, 2002] can easily be launched in ad hoc networks whose
participants have no trusted identifiers. The identity-anonymity paradox ex-
plains that trusted identifiers are a fundamental building block to construct
anonymity sets and to implement anonymity services. Such a conclusion is of
uttermost importance in the design of anonymity services for ad hoc networks.

The self-certified Sybil-free pseudonyms are the second contribution of the
dissertation. They are privacy-friendly identifiers that are locally produced
from an initial trusted identifier obtained from a trusted third party during
the system bootstrap phase. The pseudonym generation is executed without
the presence or assistance from the trusted third party and cannot be linked
back to their holders. Such pseudonyms have two intrinsic properties: unlink-
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ability among the pseudonyms generated from a given initial trusted identi-
fier, and detection of Sybil identifiers, which allows devices that are part of
the anonymity set to detect a Sybil attack. The base for the instantiation of
the self-certified Sybil-free pseudonyms are the periodic n-times spendable e-
tokens [Camenisch et al., 2006], which were adapted in several ways to meet
the aforementioned properties®.

There are other proposals used for the construction of privacy-friendly iden-
tifiers. The combination of a group signature scheme, a centralized group key
distribution scheme, and a distributed key-agreement scheme into a secure
secret handshake can provide unlinkability, anonymous authentication, and
detection of Sybil identifiers [Tsudik and Xu, 2006]. However, such an ap-
proach requires the continuous presence of a group controller, i.e., a trusted
third party, for admitting new users into the group and for rekeying every time
a new device joins the group. The self-certified Sybil-free pseudonyms do not
have such requirements. Anonymous communication in ad hoc networks can
also be implemented using a pseudonym-based encryption scheme based on
pairings and constructed on top of an identity-based encryption scheme and
short signatures from the Weil pairing [Huang, 2007]. Such scheme can gen-
erate pseudonyms without the presence of a trusted third party. However, the
main disadvantage of such a scheme is that it is vulnerable to Sybil attacks.
X.509 attribute certificates can be made privacy-friendly by assigning a pseu-
donym in the holder field instead of binding it directly to an identity certificate
[Benjumea et al., 2007]. The drawback of such an approach is that it does not
provide unlinkability between multiple shows of a same attribute certificate.

The third contribution of the dissertation is the design and evaluation of a
low-latency overlay anonymous communication protocol for ad hoc networks.
The proposed anonymous communication protocol, which is called Chameleon,
operates in between the application layer and the transport layer. It is evalu-
ated using theoretical analysis and simulation tools. Moreover, we also evalu-
ate the anonymity and performance trade-off of such a protocol and identified
the cumulative distribution function of the expected end-to-end delay and the
amount of packet losses in relation to the degree of anonymity in an ad hoc net-
work scenario. Other anonymous communication protocols have been proposed
for ad hoc networks, mostly anonymous routing protocols, which operate at the
network layer. A major disadvantage of embedding a privacy enhancing tech-
nology directly in the routing mechanism at the network layer is that it turns
the solution incompatible with the standard ad hoc routing protocols, which
may result in a reduced anonymity set. There is no such a drawback in solu-
tions operating above the network layer, such as the Chameleon protocol. The
Mix Route Algorithm (MRA) is an overlay anonymous communication mecha-
nism that adapts the Chaumian mix concept to mobile ad hoc networks [Jiang

4The comprehensive list of adaptations is presented in Section 5.2.
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et al., 2004]. MRA thus batches and reorders data traffic, and uses bandwidth-
consuming dummy traffic between mixes, which can result in a high-latency,
depending on the amount of traffic in the network. To the best of our knowl-
edge, Chameleon was the first low-latency overlay anonymous communication
protocol for ad hoc networks.

Other contributions of this dissertation are the summary of sources of de-
vice identification presented in Chapter 2 and the definition of the require-
ments for anonymous communication mechanisms and privacy-friendly identi-
fiers in Chapter 4.

1.6 Structure

This dissertation is organized in nine chapters and one appendix. All chapters,
excluding the last one, have a summary section that outlines the chapter’s con-
tents and briefly introduces the following chapter. Below, we provide a sum-
mary of the contents of the remainder chapters and present the connections
between them.

¢ Chapter 2: Security and Privacy in Ad Hoc Networks.

This chapter presents security and privacy threats and approaches that
enhance security and privacy in ad hoc networks. It begins with an intro-
duction to ad hoc networks and the security and privacy threats that can
be identified in these networks. It also discusses some approaches to en-
hance security and privacy in ad hoc networks, and presents a taxonomy
of security models for such networks. Furthermore, anonymous commu-
nication mechanisms in the context of ad hoc networks are presented and
classified according to their functionality regarding their placement in
the TCP/IP stack.

¢ Chapter 3: The Identity Anonymity Paradox.

This chapter presents the problem of identification and authentication
in ad hoc networks and its consequences to security and privacy. It re-
visits the definition of ad hoc networks and discusses the provisioning of
addressing information in such networks. Moreover, it shows the con-
nection between the absence of device identifiers in ad hoc networks and
the Sybil attacks [Douceur, 2002]. In addition, this chapter discusses the
relationship between the absence of identifiers and the provisioning of
anonymity properties and presents the current countermeasures against
Sybil attacks in ad hoc networks. Furthermore, it introduces the identity-
anonymity paradox by presenting the relationship between security, the
absence of identifiers and the provisioning of anonymous communications
in ad hoc networks and its consequences.
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¢ Chapter 4: Security and Privacy Requirements for Ad Hoc Networks.

This chapter reviews the requirements for security and privacy in ad hoc
networks. The objective of this chapter is to outline the security and pri-
vacy requirements that are used in the remainder of this dissertation.
These requirements are used in the design of privacy-friendly identifiers
for ad hoc networks in Chapter 5. Moreover, they are also used for defin-
ing the trade-offs between the offered degree of anonymity and the net-
work performance parameters, such as end-to-end delay, for anonymous
communication mechanisms that are suitable for ad hoc networks, such
as Chameleon, which is presented in Chapter 6.

Chapter 5: Self-certified Sybil-free Identifiers.

This chapter presents a framework for the provisioning of identifiers that
are bound to a group and are Sybil-free and self-certified, i.e., they are is-
sued by the device that holds it and locally signed and supports the detec-
tion of a device that issues more than one identifier in a given group. The
framework provides unlinkability between different identifiers issued to
different groups by the same device. The objective of this chapter is to
present the framework and the self-certified Sybil-free identifiers. Such
identifiers may be used in the construction of the anonymity sets used in
the Chameleon protocol.

Chapter 6: The Chameleon Protocol.

This chapter presents Chameleon, an overlay anonymous communication
mechanism designed according to the requirements for anonymous com-
munication mechanisms presented in Chapter 4. Chameleon is tailored
for ad hoc environments and provides sender anonymity against recip-
ients and relationship anonymity against local observers. In addition,
Chameleon provides conditional anonymity against malicious Chameleon
users, as well as protection against single attackers trying to compromise
large portions of a network by assuming multiple identities. This chapter
also presents the attacker model used in our evaluation of the Chameleon
protocol.

Chapter 7: Anonymity Analysis of the Chameleon Protocol.

This chapter presents the anonymity analysis of the Chameleon proto-
col against the attacker model defined in the Chapter 6. The attacker
model considered consists of the following five types of attackers: local ob-
servers, malicious insiders, malicious outsiders, destination devices, and
malicious devices hosting a directory service. The following aspects of
anonymity are evaluated: sender anonymity, receiver anonymity and re-
lationship anonymity. Furthermore, the chapter outlines the metric used
to measure anonymity.
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¢ Chapter 8: Anonymity and Performance Trade-offs.

This chapter evaluates the network performance of the Chameleon pro-
tocol and identifies the trade-off between anonymity and performance. A
network simulator was used to simulate an ad hoc network. Simulation
results include the amount of packets lost, and the extra transmission de-
lay introduced by the Chameleon protocol running in an ad hoc environ-
ment and to isolate such delays from other transmission delays caused by
the ad hoc routing protocol. The performance impact is simulated accord-
ing to multiple values attributed to the probability of forwarding, which
determines the degree of anonymity protection.

¢ Chapter 9: Final Remarks.

This final chapter of this dissertation summarizes its contributions, dis-
cusses future directions and the presents the concluding remarks.

This dissertation also includes an appendix that presents the cryptographic
foundations required to build the unlinkable and unique pseudonyms presented
in Chapter 5.

1.7 Work and Collaboration

This section clarifies the work done in collaboration. The objective of this sec-
tion is to point out that this dissertation is indeed a product of my research
achievements but credit must definitely be given to those who contributed to
the contents and results presented here.

The work presented in Section 4.2.1 was published in conjunction with
Christer Andersson and Simone Fischer-Hiuibner in [Andersson et al., 2005b].
I contributed with the idea, and sketched the first version of the requirements
for anonymous communications mechanisms and also did the initial evalua-
tion of anonymous peer-to-peer communications mechanisms in the context of
ad hoc networks. This initial version was later extended by Christer Andersson
and me.

The work presented in Chapter 5 was done and published in conjunction
with Markulf Kohlweiss, Christer Andersson, and Andriy Panchenko. Some
parts of this chapter were published in [Martucci et al., 2008a] and in [Ander-
sson et al., 2008a]. I was initially responsible for defining the problem and
sketching a possible solution using anonymous credentials. The research team
was created after my presentation in an interdisciplinary workshop where I
presented the problem and indicated the direction of how this could be solved.
The solution was later discussed and refined by the aforementioned research
team. Markulf Kohlweiss contributed mostly with the cryptography protocols
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which are presented in Section 5.2 and the underlying cryptography founda-
tions, presented in the Appendix A.

Parts of the work presented in Chapters 6 and 7 were published in conjunc-
tion with Christer Andersson and Simone Fischer-Hiibner. I was responsible
for defining the problem and describing the initial sketch of the Chameleon
protocol included in Chapter 6. Chameleon was later refined in collabora-
tion with Christer Andersson and Simone Fischer-Hiibner. Christer Andersson
was mainly responsible for the anonymity analysis, to which Simone Fischer-
Hiibner and I also contributed.

In Chapter 8, I was responsible for defining the goals of the simulation, for
outlining the simulation scenario and the network topology, for selecting the
simulation platform, for implementing the Chameleon protocol into the simu-
lator, for running the simulations, and for acquiring the simulation results. I
also analyzed such results and defined how they should be presented. I was
assisted by my co-supervisor Thijs Holleboom with the definition of the theo-
retical cumulative distribution function.

1.8 Summary

This chapter introduced this dissertation and its research topics. Moreover, it
outlined the objectives and contributions of the dissertation and presented the
motivation, the scope, and the research methods used. The structure of the
dissertation and a summary of its chapters were also given.

In the next chapter security and privacy threats and approaches that en-
hance security and privacy in ad hoc networks will be presented.



Chapter 2

Security and Privacy in Ad
Hoc Networks

“Then why do you want to know?”
“Because learning does not consist only of knowing what we must or we
can do, but also of knowing what we could do and perhaps should not do.”

Adso of Melk and Brother William of Baskeruille
— The Name of the Rose (1980), Umberto Eco

This chapter presents security and privacy threats and approaches that en-
hance security and privacy in ad hoc networks. The chapter is divided into
four sections. The first section presents an introduction to ad hoc networks.
The second section introduces security and privacy threats that can be identi-
fied in these networks. The third section discusses some approaches to enhance
security and privacy in ad hoc networks, including a taxonomy of security mod-
els for ad hoc networks. Finally, anonymous communication mechanisms in the
context of ad hoc networks are presented and classified according to their func-
tionality regarding their placement in the TCP/IP stack in the last section.

2.1 Introduction to Ad Hoc Networks

The prospect of having access to information anywhere at anytime pushes the
popularity of wireless technologies. The dissemination of wireless data net-
works has been increasing since the first release of the IEEE 802.11 standard
in 1999 [IEEE 802.11]. Figures regarding the wireless expansion are barely
needed since the increase in the last decade of the amount of wireless hot spots
available in public areas, such as airports, high-speed trains and hotels, is
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easily noticeable. Wireless access points have become so popular that domes-
tic wireless local area networks are a commonplace. In parallel, wireless per-
sonal network technologies based on IEEE 802.15 standards [IEEE 802.15.3;
IEEE 802.15.1; IEEE 802.15.4], such as Bluetooth [Bluetooth], are widespread
in high-end and even low-end mobile devices. Furthermore, the IEEE 802.16
[IEEE 802.16] standardized the technology for the last mile broadband wire-
less access. The scope of those standards encompasses personal, local and
metropolitan area networks and provides a full range of wireless solutions for
both enterprises and end-users. The growth and importance of the wireless
market is undeniable with the upcoming new services specifically designed for
wireless networks. Hence, the future expectations regarding the wireless mar-
ket are certainly positive.

The aforementioned wireless standards were originally designed to operate
in single-hop scenarios and in controlled environments, i.e., a wireless network
with an access point or two or more wireless nodes that can communicate di-
rectly. The standards cover physical and data link aspects of wireless technolo-
gies. However, there is a large set of application scenarios that are not covered
in single-hop wireless networks, such as sensor networks and vehicular net-
works. Those scenarios require multi-hop wireless networks with eventually
highly dynamic topologies, on which wireless nodes may vanish and reappear
in a different geographical locations. In addition, the absence of a fixed and
online infrastructure might be part of some scenarios, such as military appli-
cations. Furthermore, the resources of a wireless node, e.g., battery and pro-
cessing power, might be scarce. These wireless, multi-hop, and autonomous
networks are set to perform a specific task and may disappear after the com-
pletion of this task. Thus, these networks were named ad hoc, which can be
translated as for a particular end or purpose from Latin.

The RFC 2501 [Corson and Macker, 1999] lists some characteristics of ad
hoc networks, such as dynamic topologies, bandwidth and energy (regarding
battery power) constrains, variable capacity links, and limited physical secu-
rity. In addition, this RFC also refers to operational modes for ad hoc networks:
they may operate in isolation, or may have gateways to and interface with a
fixed network.

Ad hoc networks have specific demands that are not fulfilled by protocols
designed for networks that can rely on the continuous availability of a fixed and
established online network infrastructure, such as the Internet. The services
available in ad hoc network are instead defined by the devices that are part of
it, e.g., a printing service may be available in an ad hoc network only if a device
with printing capabilities is part of such a network and offers such a service. In
addition, each device is also responsible for its own basic network services, such
as packet routing, data forwarding, network addressing, security, and privacy.
Furthermore, establishing an ad hoc network demands cooperation from the
network participants.
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Protocols designed for infrastructure dependent networks that rely on the
continuous availability of online services, i.e., the Internet, are in general not
suitable for ad hoc networks in general because of the dynamic, decentralized
and sometimes unpredictable nature of ad hoc networks. Therefore, ad hoc
networks need suitable protocols and solutions to be developed. Suitable pro-
tocols and solutions are clearly dependent on the application scenario because
different application scenarios have different requirements and assumptions.
Furthermore, there are numerous applications scenarios for ad hoc networks.

This section continues with an introduction to the most common ad hoc
applications, their assumptions and their requirements, and is followed by a
classification of ad hoc networks regarding assumptions on the availability of
external services and the conditions of such an availability. This section ends
with an introduction to routing in ad hoc networks followed by a summary of
the security and privacy issues that exist in ad hoc networks in Section 2.2.

2.1.1 Applications, Assumptions and Requirements

Nearly all applications for ad hoc networks can be applied in both civilian and
military environments. The most common application scenario for ad hoc net-
works is an ephemeron network that is set to address the current communi-
cation needs and it is established spontaneously by personal computers and
mobile high-end devices [Feeney et al., 2001], e.g., mobile phone, laptops, in
closed or open environments, such as meeting rooms, airport lounges or even
battlefields.

Another scenario is an ad hoc network formed by many small, unassisted
and inexpensive devices equipped with one or more sensors that are used to
monitor environmental parameters of a given geographical location and send
the gathered data to a collecting (sink) node, i.e., a so-called sensor network
[Kahn et al., 2000; Perrig et al., 2004].

Ad hoc networks can be used by telecommunication providers to extend the
radio range of wireless access points that are directly connected to their net-
work infrastructure by using an ad hoc network of wireless relays (either mo-
bile or stationary) that provide connectivity to users located far away from the
first wireless access point, i.e., a wireless mesh network! [Glass et al., 2008;
Martucci et al., 2008b].

Ad hoc network devices can also be installed in automobiles to set a vehicu-
lar ad hoc networks (vanet) that can be used either for communication between
an automobile and a roadside access point or for exchanging data among cruis-
ing automobiles [Lin et al., 2008].

IThe term wireless mesh network was coined in a 1995 survey on defence technologies published
in The Economist magazine [Morton, 1995], but their view of a wireless mesh network fits better
to what we call nowadays a sensor network.
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Since the requirements and assumptions for the aforementioned applica-
tion scenarios, i.e., sensor networks, wireless mesh networks, and vehicular ad
hoc networks, differ a lot, each of these applications of ad hoc networks have
their own set of proposed solutions and protocols especially when regarding se-
curity and privacy issues. Thus, sensor networks, wireless mesh networks and
vehicular networks correspond each to a specific research area with its own
special needs and requirements. The scope of this dissertation is ad hoc net-
works formed by personal computers and mobile high-end devices in open or
closed environments.

2.1.2 Classification of Ad Hoc Networks

This section presents a classification of ad hoc networks regarding assumptions
on the availability of external services and the conditions of such an availabil-
ity. The classification presented in this section is used later as a support for
a taxonomy of security models in ad hoc networks in Section 2.3 and also as a
base for the discussion regarding identities in ad hoc networks in Chapter 3.
The classification is a variant of a security taxonomy presented in [Martucci,
2006], and extends the classifications presented in [Merwe et al., 2007; Capkun
et al., 2006]°.

Regarding assumptions on the availability of external services and the con-
ditions of such an availability, we classify ad hoc networks in the following
three groups:

* intermittently connected to an established infrastructure — ad hoc net-
works that connect periodically (or occasionally) to an established infras-
tructure, such as the Internet. Therefore, it is possible to rely on some
deployed services and infrastructure. Examples of such a scenario can be
found in [Kargl et al., 2006; Montenegro and Castelluccia, 2002];

® one or more privileged devices in the ad hoc network — the assumption is
that one or more devices have a special role in the network. There are two
basic approaches to set one or more privileged devices in ad hoc networks:

— one or more devices have special roles in the network, and can per-
form privileged or exclusive tasks on behalf of or as a service for
other non-privileged devices, such as issuing identities to other net-
work devices, aggregating data in a sensor network or distributing
cryptographic keys. Examples of such a scenario can be found in
[Balfanz et al., 2002; Martucci et al., 2004b; Stajano, 2001; Stajano
and Anderson, 1999];

2(Vlapkun et al. [2006] and Merwe et al. [2007] divide ad hoc networks in two types: fully self-
organized and the authority-based. The former type can be directly mapped to the third group of
the classification presented in this section and the latter corresponds to the first two groups.



2.1. Introduction to Ad Hoc Networks 19

- a set of privileged devices that have special roles in the network but
with an additional constraint: a single privileged device cannot per-
form any privileged task by itself. Thus, it needs to cooperate with
other similar devices to perform a privileged task, such as generat-
ing and distributing cryptographic keys. Examples of such a scenario
can be found in [Luo et al., 2002; Zhou and Haas, 1999];

* fully independent and self-organized ad hoc networks — ad hoc networks
that can operate in complete isolation from any online or offline infras-
tructure or central server. In this case, the ad hoc network is created
solely by end-users [Merwe et al., 2007; Capkun et al., 2006] in a flat hi-
erarchical topology. Such networks are dependent upon the cooperation
and trusting nature of the devices that form the network [Buttyan and
Hubaux, 2003]. Examples of such a scenario can be found in [Buttyan
and Hubaux, 2003; Hubaux et al., 2001; Capkun et al., 2003a,b].

According to RFC 2501 [Corson and Macker, 1999], ad hoc networks may
operate in isolation, or may have gateways to and interface with a fixed net-
work (a stub ad hoc network). There is a gray zone in this definition regarding
devices that may have occasional connectivity to an infrastructure. This can be
argued as being the most common case for wireless devices.

Despite the definition of ad hoc networks in the RFC 2501, some researches
still consider that ad hoc networks must be able to be formed and operate in
complete isolation [Merwe et al., 2007]. However, in this dissertation we argue
that fully independent and self-organized ad hoc networks have intrinsic prob-
lems regarding the provisioning of identification, security and privacy. This
point is further discussed in Chapter 3.

2.1.3 Introduction to Routing in Ad Hoc Networks

One of the first problems studied in the context of ad hoc networks was the
problem of routing in multi-hop wireless networks. Routing protocols designed
for infrastructured networks are not suitable for ad hoc networks because of
the dynamic network topology and the unreliability of the wireless links. Pio-
neering research efforts on multi-hop packet radio networks were led by U.S.
governmental and military agencies, such as the Defence Advanced Research
Projects Agency (DARPA) Global Mobile, the U.S. Army’s Task Force XXI Ad-
vanced Warfighting Experiment and the U.S. Navy and Marines’ Extending the
Littoral Battlespace [Freebersyser and Leiner, 2000].

In the late 1990’s the IETF Mobile Ad Hoc Network (manet) Working Group
(WG) was created to develop and standardize IP routing protocol functional-
ity suitable for wireless routing applications within both static and dynamic
topologies [Corson and Macker, 1999]. In the last decade, the manet WG has



20 Security and Privacy in Ad Hoc Networks

published a number of RFC memoranda regarding experimental routing pro-
tocols for ad hoc networks. Although RFC do not specify de jure Internet stan-
dards, they are usually taken as de facto standards in the industry.

Routing protocols for ad hoc networks can be classified, according to the ma-
net WG, in either reactive manet protocols (RMP) or proactive manet protocols
(PMP). RMP are also known as on-demand routing protocols because route dis-
coveries are only triggered when there is a need for communication. PMP are
also known as table-driven protocols because routing tables are periodically
distributed and maintained among ad hoc network nodes. At the time of writ-
ing, manet WG has published four RFC regarding manet routing protocols,
two RMP and two PMP: Ad Hoc On-Demand Distance Vector (AODV) Rout-
ing [Perkins et al., 2003], the Dynamic Source Routing Protocol (DSR) [John-
son et al., 2007], Optimized Link State Routing Protocol (OLSR) [Clausen and
Jacquet, 2003] and Topology Dissemination Based on Reverse-Path Forward-
ing (TBRPF) [Ogier et al., 2004]. AODV and DSR are RMP while OLSR and
TBRPF are PMP. There are also many proposed, but not standardized, rout-
ing protocols that are not exclusively an RMP or a PMP, but instead combine
elements of both, and therefore are known as hybrid routing protocols.

However, ad hoc networking demands more than just appropriate routing
protocols. As already mentioned, other network services and mechanisms for
network addressing, security and privacy needed to be addressed as well. Sec-
tions 2.2 and 2.3 introduces the state-of-the-art security and privacy research
in ad hoc networks.

2.2 Security and Privacy Threats

This section presents an introduction to security and privacy threats in ad hoc
networks. Basically, the concerns about security in ad hoc networks have three
sources:

* the shared physical medium used in wireless communications;
* the lack and independence of an online infrastructure, and;
¢ the limited physical security of mobile devices.

The nature of wireless communications voids the possibility of introducing
geographical boundaries in wireless networks. As no network borders exist to
be defended, security provisioning cannot be deployed in the same manner as
in a wired network, i.e., by setting a network perimeter and protecting this
perimeter with traditional network security enablers, such as border firewalls
and network-based intrusion detection systems (IDS). Therefore, the concept of
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insider and outsider attackers is fuzzy and it usually depends on the applica-
tion scenario, e.g., an outsider attacker in a sensor network does not control any
sensor devices, while an insider attacker has tampered one or more devices.

Yet another consequence of a shared wireless physical medium is that eaves-
dropping is much simpler in such wireless environments compared to wired
networks. Although data confidentiality can be secured using end-to-end cryp-
tography, the informational privacy aspects are not easily protected. For in-
stance, message senders, messages and message recipients can be linked by an
eavesdropper that analyzes source and destination fields of captured IP packets
(as long as the IP header is not encrypted).

In addition, the nature of wireless communications often, if not usually,
infers mobility as well. The majority of mobile devices, e.g., mobile phones,
laptops, are also personal devices, and are therefore bearers of an intrinsic
information related to mobility: the user geographical location information.
The protection of such location data is usually referred to as location privacy.
Location privacy is further discussed in Section 2.2.3.

The lack and independence of an online infrastructure prevents partici-
pants of an ad hoc network from having unrestricted and continuous access
to centralized key security services, such as authentication, authorization and
access control.

Limited physical security means that devices are more easily lost or stolen
than their wired counterparts. Thus, physical access to a device is more dif-
ficult to prevent in ad hoc networks on which nodes are relatively small and
mobile, e.g., portable computers and mobile phones, and are usually not stored
in a locked server room. Therefore, it is often assumed that ad hoc network
devices are easier to compromise than wired devices.

Security threats in ad hoc networks are an extension of the threats found
on wired networks. The threats are basically a combination of known threats
for wireless and wired local area networks, threats that are derived from the
general characteristics and constrains of ad hoc networks, and threats that
are dependent on each specific application scenario, e.g., security and privacy
threats in military ad hoc network scenarios differ significantly from threats
in civilian ad hoc networks.

The acceptable trade-off between the level of security and privacy achieved
and the amount of network performance loss is important in ad hoc networks
to establish the cost of security and privacy in terms of network performance
parameters. Network performance can be measured in terms of quality of ser-
vice parameters, such as data throughput, end-to-end delay, dropped packet
rate, transmission errors, and jitter. Such an evaluation is fundamental for
devices with limited capabilities since it is possible to anticipate the expected
lifetime of a device that is battery-driven, for instance. In Chapter 8 we an-
alyze the performance of the overlay anonymous communication mechanism
called Chameleon [Martucci et al., 2006a], which is presented in Chapter 6.
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In conclusion, the aforementioned characteristics of ad hoc networks imply
that every device has to be able to provide its own security and privacy services
without being dependent on unrestricted access to central servers [Buttyan and
Hubaux, 2003; Feeney et al., 2001; Capkun et al., 2006]. Even though these
threats are described in several published works, such as [Feeney et al., 2001;
Hubaux et al., 2001; Stajano and Anderson, 1999], we intend to provide a brief
description of security threats and their relation with ad hoc network charac-
teristics, in order to deliver enough background for the good understanding of
the rest of this dissertation.

The remainder of this section is divided in three parts. In the first and
second parts we present passive and active security threats in ad hoc networks,
in Sections 2.2.1 and 2.2.2, respectively. Section 2.2.3 discusses privacy threats
in ad hoc networks.

2.2.1 Security Threats: Passive Attacks

Ad hoc networks are susceptible to eavesdropping due to the nature of the
wireless communication medium. Interception of radio carriers and of the data
contained in them is usually considered unavoidable if an attacker is eaves-
dropping the radio spectrum of a victim user. Therefore, attacker models for ad
hoc networks always assume that an attacker can perform a passive attack.

Eavesdropping communication channels and subsequent storage of the cap-
tured data always precede traffic analysis. Traffic analysis is a powerful method
that can be exploited in the context of both security and privacy (see more in
Section 2.2.3). It can be used to discover cryptographic keys used and bypass
authentication in legacy security modes of IEEE 802.11 networks [Arbaugh
et al., 2002; Borisov et al., 2001].

2.2.2 Security Threats: Active Attacks

Active attacks in ad hoc networks include the same set of attacks against se-
curity services on wired networks plus a set of attacks that are specific to ad
hoc networks. In this section we list active attacks in ad hoc network environ-
ments. These attacks are classified in two groups. The first group lists attacks
that are common to both wired networks and ad hoc networks, with focus on
vulnerabilities found in wireless networks. The second group lists attacks that
are specific to ad hoc networks or are otherwise very uncommon in wired net-
works.

The following active attacks are common to both wired and ad hoc networks
[Bishop, 2004; Menezes et al., 1996]:

* replay attacks — replay attacks involve capturing, storing and retrans-
mission of a message or a sequence of messages. Replay attacks often
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prelude other security attacks. Wireless networks are highly suscepti-
ble to replay attacks, as messages are transmitted “over-the-air” and are,
thus, vulnerable to be intercepted and replayed.

* masquerade or impersonation attacks — masquerade or impersonation
attacks occur when one entity pretends to be another entity. Unprotected
or weak authentication mechanisms usually lead to this security threat,
as message sequences can be replayed and data link addresses can easily
be spoofed in wireless networks [Barbeau et al., 2006]. Man-in-the-middle
(MitM) attacks often prelude impersonation attacks. An impersonation
attack in a wireless local area network is often the result of a MitM at-
tack caused by flaws in tunnelled authentication mechanisms [Asokan
et al., 2002]. Impersonation attacks can also lead to privacy threats, as
discussed in Section 2.2.3.

* message modification attacks — message modification attacks happen
when a message or a sequence of messages are captured or intercepted,
altered and retransmitted. Intentional delaying and message reordering
are also considered to be modification attacks. In order to prevent this
kind of attack, data integrity must be guaranteed. Protection against
modification attacks is essentially based on the same suite of protocols in
wireless as in conventional wired networks. However, ad hoc networks
are more susceptible to message modification, as data is relayed by every
node, trusted or not, along the routing path that connects a sender and
the recipient devices in the wireless network.

* denial of service (DoS) attacks — DoS attacks prevent or inhibit the ser-
vice provisioning by a device. DoS attacks can be launched in different
layers of the TCP/IP stack. Wireless networks are particularly vulnera-
ble to physical layer DoS attacks. The disruption of wireless networks in-
volves jamming the frequency range used in the wireless communication.
Since the spectrum range, encoding schemes and frequency patterns are
standardized in every civilian communication system, such as in IEEE
802.11 [IEEE 802.11], IEEE 802.15 [IEEE 802.15.3; IEEE 802.15.1; IEEE
802.15.4] and IEEE 802.16 [IEEE 802.16] technologies, DoS attacks in
the physical layer are feasible to any resourceful attacker.

All the aforementioned attacks exploit the unbounded and shared nature
of the wireless communication. Replay, masquerade and message modification
attacks are preceded by eavesdropping data traffic in the wireless network.
The following list present active attacks that are specific to ad hoc networks
and their variants or are potentially more harmful and more difficult to protect
against in ad hoc networks environments than in wired networks.
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® attacks on routing mechanisms — routing protocols designed for ad hoc

networks are usually vulnerable to a set of attacks aiming to influence
or interfere on data communication flows in an ad hoc network. Attacks
over routing protocols poison routing tables with erroneous or incorrect
information. The goal of such attacks is to cause communication disrup-
tion, to logically isolate one or more devices from the rest of the network,
DoS, or for gathering data for future traffic analysis. Attacks against ad
hoc routing protocols often try to build wormholes or set sinkholes in the
ad hoc network:

— wormholes consist of bidirectional tunnels in an ad hoc network that
are used to forward packets, including routing control messages, from
one geographical location of an ad hoc network to another distant lo-
cation. Setting a wormhole needs two or more colluding nodes in the
ad hoc network. Wormholes prevents the logical topology of such a
network from reflecting the actual physical topology, with undesired
effects on routing protocols [Nait-Abdesselam et al., 2008].

— sinkholes, also called blackholes, are malicious devices that lure other
nodes to forward traffic through it, usually sending false routing con-
trol messages and thus manipulating the ad hoc routing table of
other nodes in the proximity [Karlof and Wagner, 2003]. A device
acting as a sinkhole can either capture and store the forwarded traf-
fic for future traffic analysis, selectively drop packets, e.g., forward
only control packets but no data packets [Hu et al., 2003], or simply
block all network traffic.

Attacks against ad hoc routing protocols usually depend on the opera-
tion details or operation mode, i.e., PMP or RMP, of each particular rout-
ing mechanism. Examples of such attacks are the Byzantine attack, the
rushing attack, and flooding of specific routing control messages.

— the Byzantine attack is a family of attacks that involves any autho-
rized device or set of authorized devices in an ad hoc network to
cause routing service disruption or degradation [Awerbuch et al.,
2002; Lamport et al., 1982]. A Byzantine attack is deployed by de-
vices that present a Byzantine behavior. An example of a Byzantine
attack directed to service degradation in ad hoc networks is the jel-
lyfish attack. A jellyfish attack consist of one or more nodes in an ad
hoc network that maliciously batch and delay packets in an ad hoc
network [Aad et al., 2004].

— the rushing attack is an attack designed for RMP and consists of
sending multiple route requests and more quickly than the other
devices in the ad hoc network in an attempt to force other devices
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to include a hop through the attacker [Hu et al., 2003]. Byzantine
attacks and rushing attacks can be used to build wormholes and set
sinkholes in an ad hoc network.

— the flooding of HELLO messages attack target some ad hoc routing
protocols that use HELLO messages, which are routing control mes-
sages to discover neighbor devices. A flooding of HELLO messages
occurs when an attacker that has a more powerful radio transmitter
device than the other network nodes broadcasts routing control mes-
sages (or replay messages from other devices) to nodes that are lo-
cated geographically far away in the ad hoc network, i.e., two or more
hops away, from the attacker [Karlof and Wagner, 2003]. Thus, under
a flooding of HELLO messages attack, the logical network topology
is inconsistent with the physical network topology.

* Sybil attacks — a Sybil attack [Douceur, 2002] is an identification attack
that occurs when a malicious user influences the network by controlling
multiple logical identifiers from a single physical device. In a Sybil at-
tack, malicious users assume multiple identifiers, preventing the usage
of security mechanisms based on filters, reputation or trust assumptions.
This attack was first identified in peer-to-peer networks, but can also be
used to disrupt ad hoc networks, including ad hoc routing protocols. Sybil
attacks have deep implications in the general security expectations of an
ad hoc network as discussed in Chapter 3. This attack is also strongly
correlated to privacy issues in ad hoc networks.

* battery exhaustion attacks — battery exhaustion attacks are a variant of
DoS attacks. They are sometimes referred to as sleep-deprivation attacks
[Stajano, 2001]. Wireless network devices are usually mobile devices that
are battery-driven, i.e., they depend on battery to remain active. Thus,
mobile devices are susceptible to battery exhaustion attacks. In this at-
tack, the attacker aims to exhaust the battery power of a target device
and render it useless by forcing it to receive, transmit or process data
that this device should not need to in a normal situation.

2.2.3 Threats to Privacy

The threats to informational privacy in ad hoc networks are the same that ex-
ist in other computer systems. However, the aforementioned characteristics of
ad hoc networks, i.e., the shared physical medium used in wireless communi-
cations, the lack and independence of an online infrastructure, and the limited
physical security of mobile devices, contribute to make these networks more
vulnerable to privacy infringements than their wired counterparts.
Applications can leak vast amounts of possibly sensitive data if the appli-
cation data is being transmitted among the participating mobile devices. In
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addition, traffic information generated inside such networks can potentially re-
veal sensitive data about users and their communicating partners. Moreover,
ad hoc network devices can be geographically pinpointed by non-authorized
parties. Malicious users may even track other users by following beacon sig-
nals emitted by their mobile devices, such as neighborhood discovery messages
present in some ad hoc routing protocols. Finally, the personal data collected
in an ad hoc network can be used to build user profiles that include the history
of communicating partners and current and past geographical locations.

It is fundamental for an attacker whose objective is to profile users in an
ad hoc network to uniquely identify devices and also to recognize distinct oc-
currences of the same device in different contexts, i.e., to gather historical data
regarding the devices that are being monitored and connect them to unique
identifiers.

Unique identifiers can be obtained from different sources in an ad hoc net-
work device, ranging from the physical layer to the application layer. Hence,
to identify potential threats to privacy it is necessary to list possible sources
of identifiable data that can be used by an attacker. The TCP/IP stack orga-
nization is used as a support for listing sources of identification in an ad hoc
network, and for explaining the existing threats to these identifiers. A bottom-
up approach is used in the rest of this section, i.e., from the physical layer to
the application layer.

Location privacy is another aspect of informational privacy that is related
to the geographical information associated with a user. The nature of wireless
communications allows user mobility and seamless connectivity. However, mo-
bile devices can be fingerprinted and users’ geographical location information
and mobility patterns can be profiled. Location data are personal data that
can be related to an identified or identifiable individual, and could therefore be
misused for criminal purposes, unsolicited profiling, or for revealing informa-
tion about the users’ social contacts. Even when consent has been given by a
user to an application and the location data are processed accordingly, users
practically lose control over what happens with their location data [Martucci
et al., 2006b].

The Pfitzmann and Hansen terminology [Pfitzmann and Hansen, 2008] ver-
sion 0.31 is followed for the definition of privacy related terms such as anony-
mity, unlinkability, and pseudonymity in the rest of this dissertation.

Physical Layer

Physical layer attacks against privacy aim either to discover the geographical
location of a device in a wireless network or to identify patterns in the emitted
radio frequency (RF) signals that can be uniquely associated with a given de-
vice. RF triangulation and fingerprinting are two techniques that can be used
to uniquely identify a device in a wireless network.
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RF triangulation is a technique used to pinpoint the geographical location
of a given device. This technique requires the deployment of passive devices
in the wireless network that are able to collect signal strength information of
RF transmissions emitted by a target device. The location of the sensors is
assumed to be known. By combining the data collected by the sensors it is pos-
sible to determine the geographical location of the target device. Access points
in IEEE 802.11 networks can be used as sensor nodes for RF triangulation, as
presented in [Bahl and Padmanabhan, 2000; Ladd et al., 2002], and produce
results with errors in the order of meters. RF triangulation can effectively
locate the position of a transmitting device, but lacks the ability to link his-
torical information to identify multiple appearances of a specific device [Brik
et al., 2008]. RF triangulation is thus mainly a threat to location privacy, since
it allows an attacker to locate the geographical position of a given device.

RF fingerprinting is a general umbrella term for different techniques involv-
ing the analysis and identification of unique characteristics in the RF emission
by a transmitting node. The perceived signal-to-noise (S/N) ratio can be used
as unique temporal characteristic to identify a device [Gruteser and Grunwald,
2005]. Signal processing and profiling is an RF fingerprinting technique that
can be used to discriminate RF emitted from different wireless Ethernet cards
based on signal fragments [Gerdes et al., 2006].

Transient signal detection and analysis is concerned with the character-
istics of transmitted RF signal during the transient period, i.e., the start-up
period prior to the actual transmission. The radio transmission during the
transient period has consistent features, such as amplitude and phase com-
ponents that are not easily forged yet not necessarily unique [Barbeau et al.,
2006]. Modulation domain techniques compare received signals to the expected
ideal in the modulation domain and are used to identify specific transmitters.
Modulation domain techniques require previous knowledge of the modulation
scheme being employed [Brik et al., 2008]. This requirement is hardly a hin-
drance, since modulation schemes are standardized and public.

RF fingerprinting is particularly useful to detect devices that deliberately
change their hardware address information in attempt to prevent tracking.
Transient signal analysis, signal processing, transient detection, and modula-
tion techniques rely on the fact that transceivers are not exactly equal. Hard-
ware imperfections in the transceivers create unique radio characteristics that
enable devices to be uniquely identified. Eliminating such imperfections dur-
ing manufacture is possible, but is not economically viable [Brik et al., 2008].

Changing upper layer identifiers, i.e., MAC and IP addresses, cannot pre-
vent the possible fingerprinting of a radio transmitter of a given device. RF
fingerprinting can be exploited to infringe location privacy rights, since the at-
tacker acquires information about the approximate location of a given device,
i.e., the targeted device is on the attacker’s radio range. Furthermore, an at-
tacker can identify the presence of a target device in different periods of time
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and different locations using RF fingerprinting even if its hardware and logical
have changed. Thus, this is a threat to unlinkability since multiple appear-
ances of a device in different instants of time or locations can be linked.

Data Link Layer

Data link layer attacks against privacy involve identifying and tracking unique
characteristics that exist at this layer. The standard identifier in this layer is
the hardware (MAC) address. Hardware addresses are assigned by the manu-
facturer and their intent is to uniquely identify a network interface card in a
local area network. Due to this fact, hardware addresses are the easiest and
most feasible way to track a wireless device. Still, these addresses can also
easily be changed by software.

In addition, there are further techniques to identify devices using data
link information. The sequence number information that exists in the IEEE
802.11 header can be used to detect MAC address spoofing by identifying gaps
in the sequence number of the frames transmitted by a device [Guo and Chi-
ueh, 2005]. This feature could also potentially be used to detect MAC address
changes or a device using multiple MAC addresses. This technique of following
sequence numbers is also known as the “who am I?” attack [Danezis, 2004].

Another technique is to identify differences in the implementations of the
active scanning algorithm in ITEEE 802.11 wireless network card drivers. This
technique is however limited since it cannot make any distinction between two
devices running the same driver. Other limitations that can thwart the device
driver fingerprinting also include driver code modification and noise generation
[Franklin et al., 2006].

Similarly to physical layer threats to privacy, data link threats can be ex-
ploited to infringe location privacy rights, since hardware addresses rarely
change. Furthermore, even if a hardware identifier is understood as a pseu-
donym and it is changed, the previous and the current MAC addresses can
possibly be linked using the techniques described in this section, i.e., a threat
to unlinkability between two pseudonyms of a device.

Network Layer

The standard identifier in the network layer is the IP address. IP addresses
are logical addresses that can be either static or dynamic. Static means that
the IP address is configured locally at the computer, while a dynamic means
that it is assigned to a device by a central server, usually using the Dynamic
Host Configuration Protocol (DHCP) [Droms, 1997]. IP addresses can easily be
modified by software. IP is the standard routed protocol of the TCP/IP suite
and it is used by routing protocols to select to which node a packet should be
forwarded.
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At the time of writing, there are no specific standards for IP address assign-
ment in ad hoc networks. The Ad Hoc Network Autoconfiguration (autoconf)
IETF WG [IETF autoconf] task is to develop a network addressing model that
allow ad hoc network devices to configure their network addresses in a trans-
parent way, i.e., without interfering with other parts of the system.

Privacy threats in the network layer include the tracking of devices using
the IP address as a unique identifier and ascertaining about the linkability
between two communicating devices, i.e., a violation of relationship anonymity
by analyzing the network data traffic and dissecting the source and destination
fields of an IP packet. The standard ad hoc routing protocols AODV [Perkins
et al., 2003] and DSR [Johnson et al., 2007] leak the IP addresses of the sender
and the destination during their path discovery phase, for instance.

The Internet Control Message Protocol (ICMP) [Postel, 1981] can be used
for active fingerprinting based on the clock skew of the target device (clock
skews are further explained in the next section) [Kohno et al., 2005]. There
are two requirements for the success of ICMP fingerprinting: the implemen-
tation of the TCP/IP stack of the target device must answer ICMP Timestamp
Request messages?®, and target device should maintain its system time using
the Network Time Protocol (NTP) [Mills, 1992].

In comparison to physical and data link privacy threats, threats in the net-
work layer have a significant difference regarding the attack range, i.e., the
geographical area affected in an ad hoc network. The attacker in the latter
case needs only to be part of the path linking the source to the destination, and
not necessarily in the radio range of the target device.

Transport Layer

Transport layer information can be used to fingerprint network devices by an-
alyzing the clock skew information [Kohno et al., 2005]. The underlying as-
sumption of this attack against privacy is that different devices have different
clock skews, and a given device has a constant clock skew in general. Thus,
it is possible for an attacker to retrieve and collect a target’s perceived time
information from the 32-bit timestamp field present in the TCP header. The
TCP timestamp option was introduced in the RFC 1323 [Jacobson et al., 1992].
Results reported in [Kohno et al., 2005] using passive and semi-passive attacks
in different scenarios (including a non ad hoc wireless scenario) suggest that
clock skew estimation is in general independent of topology and distance be-
tween targets and attacker devices. Attackers do not necessarily have to be
in the radio range of the target device when deploying a transport layer fin-
gerprinting attack. Instead, it is enough to be part of the path connecting the
sender to the recipient.

3The MAC OS X 10.3 Panther does not reply to ICMP Timestamp Request.
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Transport layer threats to privacy can be exploited to link different pseudo-
nyms of a device. Thus, if an attacker is able to establish or eavesdrop a TCP
connection of a target device that exchange TCP timestamps, the attacker may
be able to find out if the target device has previously appeared in the network
under a different identifier, i.e., another combination of hardware and logical
addresses.

Application Layer

Information encapsulated in the application layer or other personal data con-
tained in the message payload may identify the sender or the recipient of a
message, or both sender and recipient and thus expose their communication
relationship. The information collected in the application layer is highly de-
pendant of the application itself, e.g., sender and recipient fields of Simple Mail
Transfer Protocol (SMTP) message envelope and the input data generated by
the user. In the same way as network and transport layer fingerprinting, at-
tackers do not necessarily have to be in the radio range of the target device to
analyze application layer information. It is enough for an attacker to be part
of the path connecting the sender to the recipient. Application layer data is,
furthermore, end-to-end information, i.e., the recipient of the message is guar-
anteed to be the final recipient, and not just an intermediary (proxy) device.
Leaks of personal information in the application layer were analyzed in [Aura
et al., 2008], in application layer protocols such as the Domain Name System
(DNS), the NetBIOS over TCP (NBT), and the Dynamic Host Configuration
Protocol (DHCP).

2.3 Enhancing Security in Ad Hoc Networks

The literature on security enhancements for ad hoc network is vast and in-
cludes adaptations and adjustments of existing security mechanisms designed
for wired networks, such as secure routing protocols, key management schemes,
host-based intrusion detection mechanisms, trust management, and neighbor-
hood and service discovery. Security enhancements for ad hoc networks differ
significantly according to the authors’ assumptions regarding the characteris-
tics of an ad hoc network, especially regarding the existence and availability
of external services and trusted third parties. Thus, security enhancements
for ad hoc networks can be organized according to the classification of ad hoc
networks presented in Section 2.1.2.

The objective of this section is to provide an overview of security enhance-
ments for ad hoc networks regarding their requirements and assumptions.
This section includes the introduction and presentation of a comprehensive list
of security enhancements for ad hoc networks that represent each of the three
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groups regarding the classification introduced in Section 2.1.2. The security en-
hancements are then sorted regarding the way that identifiers are generated,
obtained and, eventually, transferred [Martucci, 2006].

The generation and distribution of digital identifiers is an operation that
is usually linked to the initialization of the ad hoc network. Cryptographic
key generation and distribution are also linked to the initialization of such a
network and are usually related or connected to digital identifiers, since crypto-
graphic keys are often used to perform authentication. Thus, the categorization
presented in this section can also be related to classifications of key distribu-
tion schemes in ad hoc networks [Merwe et al., 2007; Wu et al., 2008]. For this
reason, this section includes very few security mechanisms that do not deal
with these fundamental issues in the initialization of ad hoc networks, i.e., me-
chanisms that assume a set of pre-distributed cryptographic keys, such as the
majority of secure ad hoc routing mechanisms. A short selection of secure rout-
ing mechanisms is, however, presented in this section.

The section follows with a presentation of the security mechanisms de-
signed for ad hoc network devices that have intermittently connectivity to an
infrastructure. Enhancements that are based on one or more privileged devices
in the ad hoc network are introduced in Section 2.3.2. Fully independent and
self-organized security mechanisms are the topics of Section 2.3.3. Secure rout-
ing protocols are briefly presented in Section 2.3.5. Finally, an introduction to
the limitations of physical and data link security is presented in Section 2.3.6.

2.3.1 Intermittently Connected to an Infrastructure

Security models belonging to this group assume that the ad hoc network de-
vices have occasional or periodic connectivity to an established infrastructure.
Security solutions that belong to this category often also assume the existence
of an online trusted third party and eventually other services that are already
present in the Internet for the distribution of cryptographic keys or digital cer-
tificates in an ad hoc network, such as a Public Key Infrastructure (PKI).

The bootstrapping stage of the self-certified Sybil-free framework presented
in Chapter 5 and in [Martucci et al., 2008a] also relies on a trusted third party.
The distribution, renewal and revocation of identifiers in [Kargl et al., 2006]
is based on intermittent connection with a certificate authority. Likewise, the
bootstrapping phase in [Sanchez and Baldus, 2005] also depends on the pres-
ence of a PKI for the distribution of digital certificates in the ad hoc network.

Cryptographically generated addresses (cga) and statistically unique and
cryptographically verifiable (SUCV) identifiers are IPv6 addresses that are
bound to a public key [Aura, 2005; Montenegro and Castelluccia, 2002]. These
cryptographic based techniques could be used for secure identification in ad
hoc networks if such keys were issued by a trusted third party.
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2.3.2 One or More Privileged Devices

Security solutions that are part of this group assume that one or more devices
have a special role in the network, such as personal certificates authorities and
local certificate repositories. These certificate authorities issue identifiers, such
as credentials or X.509 compliant certificates [ITUT X.509] to other devices in
the ad hoc networks usually through a secure channel. Following the classifica-
tion of Section 2.1.2, this group can be divided into two subgroups: one or more
trusted devices in the ad hoc network or having trust divided among several
devices.

One or More Trusted Devices

This group has the straightforward solution for having one or more devices that
have a special role in the network, i.e., having devices with extra privileges and
rights collocated in the ad hoc network. Such privileged devices have the same
behavioral properties as other nodes in the ad hoc network in the sense that
they may be mobile, battery-driven and may occasionally be present in the ad
hoc network. These devices have exclusive and reserved roles in the ad hoc
network, such as issuing certificates and publishing certificate revocation lists.

The basic rationale behind the solutions included in this category is that
personal devices can be used to set up personal ad hoc networks using devices
that belong or are known to the user. One or more known, i.e., trusted, devices
then issue certificates to other devices. Security models included in this group
of solutions are usually designed for ad hoc networks that are limited in size
since such a model include only devices that are known to the user. On the
other hand, they provide reasonable and practical solutions for generation and
distribution of digital identifiers.

The resurrecting duckling model [Stajano, 2001; Stajano and Anderson,
1999], for instance, is based on a unique trusted device that can bind or re-
move other devices to its own ad hoc network using a secure side channel for
bootstrapping. A secure authentication protocol that is derived from the afore-
mentioned model is described in [Balfanz et al., 2002].

A secure model for ad hoc network and its implementation, a trust-based
security architecture that rely on one or more trusted devices are presented in
[Venturini et al., 2002] and [Martucci et al., 2004b], respectively. The model is
built on top of a service-oriented network, i.e., an abstraction layer on which
devices are seen as either service providers or service consumers and can be
located according to provided services®*.

4Service-oriented networks include platforms sponsored by the industry, such as Jini [Jini] and
UPnP (Universal Plug and Play) [UPnP], but also some proposals like Konark, which is a service
discovery protocol designed for ad hoc networks [Helal et al., 2003].
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The privileged device in this secure model for ad hoc networks runs a reg-
istration service that distributes certificates, and assigns access control rights
and privileges to other network devices. Privileges could include the issuing
of certificates to other devices, in a sense that a hierarchical authority struc-
ture could be built on an ad hoc network. Likewise, flat authority structures
could be set by linking two different registration services. Certificates are dis-
tributed through a secure channel using shared keys that are entered as pin
numbers on both the registration service and the requesting device. Users that
are not registered may benefit from some services that are public. Public key
authentication is used and preceded by a pre-authentication mechanism based
on shared keys whose purpose was to provide a limited form of authentication
to low-end devices [Martucci et al., 2004a].

Another fundamental and exclusive task assigned to registration services is
to follow the behavior of ad hoc network devices by evaluating security reports
generated by other devices in the ad hoc network. Behavior plays a key role
in this security model. It is used to compute trust values that are assigned to
network devices. Trust is an inherent part of this proposal that adds flexibility
to the security architecture [Martucci et al., 2004b].

The dynamic nature of trust is used as a tool to enhance access control by
establishing minimum trust requirements to grant access to network services.
The trust requirements are defined when adding new services to the network.
Every device joining the network is assigned with an initial trust value by the
registration service during a bootstrapping phase. Trust values are assigned to
both users and devices. Hence, a network service evaluates the trust values as-
signed to both user and the device against its trust requirements. For assessing
trust, this security model used the algebra for assessing trust in certification
chains presented in [Jgsang, 1999].

Trust information may change throughout the network lifetime. Thus, trust
values are recomputed by the registration service into new trust information
tables, which are distributed among the network devices. Registration services
can eventually revoke access rights temporarily or definitely. In the absence of
the registration service to update trust information tables, local tables, which
are locally and frequently updated, are used to offer protection against misbe-
having users [Martucci et al., 2004b].

Prototypes were implemented in Java for the mechanisms presented in
[Balfanz et al., 2002], [Martucci et al., 2004a] and [Martucci et al., 2004b].
These implementations explicit the application scenarios for ad hoc networks
that were being aimed for the security models included in this group, i.e., user-
oriented, targeting devices that belong or are known to the user that is setting
the ad hoc network. Such solutions are, however, not designed for some appli-
cation scenarios that involve many devices without any previous knowledge or
trust relationship.
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Distributed Trust Among Devices

Security models included in this group assume that trust is distributed among
devices in the ad hoc network. The solutions belonging to this model use a
(n,t + 1) threshold signature scheme to form a distributed certificate authority
[Merwe et al., 2007]. The private key of the distributed certificate authority is
shared among a set of network devices. As long as there are t + 1 devices in
the radio range, i.e., single-hop distance, that have a share of the private key,
digital certificates can be issued. The usage of threshold cryptography was first
proposed in the context of ad hoc networks in [Zhou and Haas, 1999] and later
extended in [Kong et al., 2001; Luo et al., 2002], such that n can be all devices
in the ad hoc network. The amount t + 1 of devices needed to issue a certificate
depends on the implementation.

Intrinsic problems of such implementations are how to set the private key
and how to distribute the key shares [Merwe et al., 2007]. In [Luo et al., 2002]
the generation of the private key and distribution of its shares are given to
trusted third party that is needed during network bootstrap.

2.3.3 Fully Independent and Self-Organized

Security solutions that are part of this group assume that devices generate
their own public and private key pairs (one or more), issue their own digital
certificates and distribute them to other devices in the ad hoc network. Such
approaches are similar to Pretty-Good-Privacy (PGP) in the aspects of cryp-
tographic public and private key pair generation and they are based on the
concept of Web of Trust [Zimmermann, 1995]. Methods included in this group
do not require any central repository for storing digital certificates, but require
users to establish security associations consciously [Capkun et al., 2006]. Thus,
solutions included in this category are fully independent of any pre-deployed
infrastructure, have no central point of trust and are designed to operate in
complete isolation from any deployed infrastructure. The first solution pro-
posed to secure ad hoc networks that is based on the concept of Web of Trust
was presented in [Capkun et al., 2003a]. In this proposal, users authenticate
other users and issue certificates that are used as recommendation to other
users. These recommendations are used to build certificate graphs that are
exchanged between neighbor devices. The proposal assumes that certificate
chains are possible to be constructed under a small world scenario assumption
[Capkun et al., 2002, 2003a; Watts, 1999].

An earlier solutions not based on Web of Trust is presented in [Feeney et al.,
2001]. The authors proposed the distribution of session keys among the ad hoc
devices using a secure side channel, such as a low-power infrared communica-
tion interface. Another proposal for fully independent and self-organized net-
works that also uses a secure side channel for the distribution of cryptographic
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keys and identifiers is presented in [Capkun et al., 2003al.

A major criticism over such self-organized solutions relying on a certificate
chains, i.e., Web of Trust, is that such approaches provide weak authentica-
tion [Merwe et al., 2007]. Weak authentication is resulting from the assump-
tion that trust is transitive, i.e., that the following assumption is true [Abdul-
Rahman and Hailes, 1997]:

(Alice.trustsBob).&.(BohtrustsCathy) = (AlicetrustsCathy) (2.1)

However, this type of unconditional transitivity of trust is not generally true
as concluded in [Abdul-Rahman and Hailes, 1997; Christianson and Harbison,
1996]. In addition, transitivity creates a recursive trust characteristic [Jgsang,
1996] that is not modelled in none of the aforementioned solutions. Such con-
siderations regarding trust transitivity might also impact other models that
are not fully independent and self-organized, depending on the selected trust
model. Furthermore, the chain is as strong as its weakest link. Then, any com-
promised device along the chain can result in the compromising of the whole
chain [Merwe et al., 2007].

An important drawback in such fully independent and self-organized so-
lutions is that there are basically no guarantees regarding protection against
Sybil attacks [Douceur, 2002] since there are no limits for the number of identi-
ties (authentic or not) that a user may issue. Therefore, impersonation attacks
can easily be deployed and certificate chains poisoned with Sybil identifiers.

2.3.4 Hybrid Models

The three aforementioned security models are not necessarily disjointed. There
are some solutions that are hybrid, i.e., they combine characteristics of the dif-
ferent models. For instance, a distributed certificate authority using threshold
cryptography is combined with a certificate chain structure in [Yi and Kravets,
2004].

2.3.5 Security Enhancements in the Network Layer

Security enhancements in the network layer of ad hoc networks basically con-
sist of secure routing proposals. The literature regarding secure routing in ad
hoc networks is vast. In this section, we briefly introduce five selected secure
routing mechanisms from the perspective of assumptions and requirements
needed in each mechanism. These five protocols are representative since they
include security extensions for standardized ad hoc routing protocols and also
standalone routing protocols. They also include both proactive and reactive
routing protocols. The five protocols presented in this section are: SRP [Pa-
padimitratos and Haas, 2002], SEAD [Hu et al., 2002], SAODV [Zapata and
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Asokan, 2002], ARAN [Sanzgiri et al., 2002], and Ariadne [Hu et al., 2005].
They are presented in chronological order of publication.

Detailed descriptions regarding the functionality of these protocols are not
provided in this dissertation. For such information refer to the papers and ar-
ticles referred to in this section. Moreover, surveys on secure routing protocols
can be found in [Hu and Perrig, 2004] and in [Argyroudis and O’Mahony, 2005].

Secure Routing Protocol (SRP)

The Secure Routing Protocol (SRP) [Papadimitratos and Haas, 2002] is an RMP
protocol that can be used as a security extension to other routing protocols that
have their route discovery mechanism based on broadcast of query packet, such
as the Dynamic Source Routing (DSR) protocol [Johnson et al., 2007].

SRP assumes pre-existent secure association between the source and the
destination devices. This pre-existing relationship between source and desti-
nation is needed for the establishment of a shared key between them. The
details on how such association, i.e., trust relationship, is built is not explicit
in the paper. Public keys are, however, suggested as a possible solution to this
problem.

Secure Efficient Ad Hoc Distance Vector (SEAD)

The Secure Efficient Ad Hoc Distance Vector (SEAD) protocol [Hu et al., 2002]
is based on the design of the Destination-Sequenced Distance-Vector (DSDV)
routing protocol [Perkins and Bhagwat, 1994], which is a PMP, i.e., a proactive
(table-driven) protocol. SEAD uses one-way hash chains for authentication and
assumes the existence of a mechanism to distribute such hash chains.

The authors of SEAD suggest, among other options, the use of public keys
to sign elements of a hash chain as a possible solution to securely distribute
an authenticated hash chain. This option implies the usage digital certificates
issued by a trusted third party. The other options include the usage of: Web of
Trust based solutions [Hubaux et al., 2001], pre-distributed symmetric keys, or
the usage of a secure side channel to distribute the hash chains. The last two
approaches implicitly mean the presence of a trusted third party.

Secure Ad Hoc On-Demand Distance Vector (SAODYV)

The Secure Ad Hoc On-Demand Distance Vector (SAODV) protocol [Zapata and
Asokan, 2002] is an RMP that consists of security extensions to the Ad Hoc
On-Demand Distance Vector (AODV) protocol [Perkins et al., 2003]. SAODV
uses two mechanisms to secure AODV control messages: digital signatures for
authentication of the static fields, i.e., non-mutable, fields of a message and
hash chains to secure the hop count information.
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The public key pairs used to generate and verify the digital signatures are
obtained from a pre-existing key management system. Furthermore, public
key pairs are needed to be bound to the device identity and every other device
should be able to verify the correctness of such binding. The implementation
of such a key management system is left open in the SAODV proposal. The
authors suggest that digital certificates issued by a certificate authority (CA)
can be used as a key management system in SAODV.

Authenticated Routing for Ad Hoc Networks (ARAN)

The Authenticated Routing for Ad Hoc Networks (ARAN) [Sanzgiri et al., 2002]
is an RMP, i.e., on-demand routing protocol, designed to provide end-to-end
authentication, message integrity and non-repudiation in ad hoc networks.

ARAN assumes a preliminary certification process and requires every de-
vice to have a certificate. Such certificates are issued by a trusted certificate
server and require a secure communicating channel between the server and
the device requesting the certificate, such as a secure side channel.

Ariadne

The Ariadne protocol [Hu et al., 2005] is an RMP that is based on the Dynamic
Source Routing (DSR) protocol [Johnson et al., 2007]. Ariadne authenticate
routing messages using one of the following key management schemes: pre-
distributed pairwise symmetric keys among all nodes in the ad hoc network,
digital signatures, or pre-distributed symmetric keys between communicating
nodes with TESLA broadcast authentication®.

Thus, Ariadne assumes a pre-existing key management scheme, but does
not elaborate on possible schemes. However, the options are limited to the set
of solutions discussed in SEAD, i.e., one of the following options: a trusted third
party, a Web of Trust based solution or relying on a secure side channel for key
distribution, which also implies a trusted third party nonetheless.

Conclusions Regarding Secure Ad Hoc Routing Protocols

All five aforementioned secure routing protocols assume a pre-existent key
management for the generation and distribution of cryptographic keys or iden-
tities among the participants of the ad hoc network, that is either based on a
centralized trusted third party that may or may not be available at all times,
or on a Web of Trust. Thus, these routing protocols adhere to the classification
presented in Section 2.1.2.

5The TESLA broadcast authentication is based on loose time synchronization between senders
and receivers and one-way key chains [Perrig et al., 2001].
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Apart from secure routing, other proposals in the network layer include the
already mentioned cryptographically generated addresses and cryptographi-
cally verifiable (SUCYV) identifiers used to bind IPv6 addresses to public keys
[Aura, 2005; Montenegro and Castelluccia, 2002] and host-based IDS for ad
hoc network devices [Albers et al., 2002; Marchang and Datta, 2008]. This
section follows with an introduction to physical and data link security mecha-
nisms in wireless networks. The term wireless networks is used intentionally
here instead of ad hoc networks because security measures in these layers are
designed for single-hop networks.

2.3.6 Regarding Physical and Data Link Protection

Long direct sequence spread spectrum (DSSS) codes or long frequency hopping
spread spectrum (FHSS) patterns can be used in proprietary wireless technolo-
gies to thwart physical layer eavesdropping. However, DSSS codes and FHSS
hop patterns are public and standardized in open wireless communication tech-
nologies, such as IEEE 802.11 [TEEE 802.11] and Bluetooth [IEEE 802.15.1].
In addition, changing such codes and hop patterns would hinder interoperabil-
ity among wireless devices. Furthermore, in open standards, the goal of using
spread spectrum modulation is to achieve conformance with spectrum band
usage rules in the ISM (Industrial, Scientific and Medical) band, and not to
enhance security.

The security mechanisms included in the IEEE wireless technology stan-
dards are not suitable for ad hoc networking since they are heavily dependant
on the continuous presence of centralized services deployed in the wired net-
work. For instance, the authentication and key distribution service for IEEE
802.11 networks requires IEEE 802.1X authentication and therefore a Remote
Authentication Dial-In User Service (RADIUS) server is required to be always
available [IEEE 802.1X; IEEE 802.11]. Furthermore, the security concerns of
such standards are limited according to bounds of their specification, i.e., their
security concerns are limited to the data link layer. Thus, data link layer secu-
rity does not guarantee end-to-end security in a multi-hop scenario.

Other physical layer security approaches for wireless networks include tech-
niques based on information theoretic security that try to exploit capacity-
equivocation and secrecy capacity regions in the physical wireless transmission
to achieve confidentiality [Liang et al., 2007]. It basically aims to substitute
cryptography for secure encoding. However, such approaches usually require
the eavesdropper to have a degraded communication channel in relation to a
legitimate receiver.

These intrinsic limitations of physical and data link security are an obstacle
for the development of pure physical or data link layer security mechanisms for
ad hoc networks.
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2.4 Enhancing Privacy in Ad Hoc Networks

The same underlying rationale used for security mechanisms, i.e., the exist-
ing security mechanisms are not perfectly suitable for ad hoc networks, is also
valid for privacy. The existing anonymous communication mechanisms avail-
able for wired networks are not suitable or directly applicable for mobile ad hoc
networks. These mechanisms rely either on the constant presence of central-
ized services and/or on a constant network traffic flow, which implies buffering
of real traffic data during periods when the current amount of traffic is higher
than the expected or the usage of dummy traffic when this current amount
of traffic is below the expected. Relying on the assumption of the continuous
availability of a centralized service also conflicts with the requirements for mo-
bile ad hoc networks [Corson and Macker, 1999]. Moreover, keeping a constant
traffic flow in the network may degrade the network performance or shorten
the device lifetime due to excessive transmissions of dummy traffic.

In this section, we limit our scope to anonymous communication mecha-
nisms in ad hoc networks, which are tools designed to protect informational pri-
vacy. Anonymous communication mechanisms are usually designed to achieve
sender anonymity and sender-destination unlinkability, i.e., relationship ano-
nymity. Anonymity is defined as the state of being not identifiable within a set
of subjects, the anonymity set. Sender anonymity is defined in terms of linka-
bility as the impossibility to link a given message to a particular sender that
is part of a set of all possible senders, and relationship anonymity is defined as
the impossibility to link to senders and recipients, from the sets of all possible
senders and all possible recipients [Pfitzmann and Hansen, 2008].

Current proposals for achieving anonymity in ad hoc networks can be classi-
fied in two different groups regarding their level of functionality: either in the
network layer (i.e., anonymous ad hoc routing protocols) or as a middleware
between the application and the transport layer (i.e., overlay anonymous com-
munication mechanisms). Proposed mechanisms to achieve anonymity provide
a certain degree of anonymity at the cost of network performance, which can
be evaluated in terms of packet delay, packet loss ratio, computational power
required, and amount of data delivered versus amount of data transmitted.

The trade-off between the achieved level of anonymity, the cost of network
performance and the assumptions regarding key distribution is what differen-
tiate the proposed mechanisms. For instance, an anonymous communication
mechanism that offers protection against a global attacker may require dummy
traffic and broadcasting to achieve its goal, while another mechanism that does
not offer protection against global attackers may provide better performance.

Anonymous ad hoc routing protocols are presented in the Section 2.4.1,
while the overlay anonymous communication mechanisms are presented in
Section 2.4.2. Anonymity in the physical layer and data link layer are briefly
discussed in Section 2.4.3.
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2.4.1 Anonymous Ad Hoc Routing Protocols

Anonymous routing protocols offer privacy enhancements by replacing stan-
dard routing protocols. The goal of an anonymous routing protocol is to es-
tablish an anonymous path in the network layer between the sender and the
destination. The functionality of such protocols can usually be divided into
two phases: anonymous neighborhood discovery and anonymous route discov-
ery. Some protocols also specify an anonymous data transfer phase, i.e., how
is the sending of data through an anonymous path achieved [Andersson et al.,
2008b]. During the anonymous neighborhood discovery phase, neighbor de-
vices, i.e., single-hop distance, establish trust relationships, by exchanging
public keys for instance, without disclosing their identifiers [Zhang et al., 2005].
Anonymous route discovery is used to establish an anonymous path between
source and destination.

The advantages of implementing anonymity in the routing protocol are the
complete transparency towards the application layer and possibly better net-
work performance in comparison to overlay anonymous communication mech-
anisms, but generally worse compared to standard ad hoc routing protocols.
Implementing anonymity in the routing protocol allows data to travel directly
from the source to the destination, using the route assigned by the anonymous
routing protocol—assuming that the routing protocol works as expected by de-
termining an adequate network path.

A major disadvantage on the other hand is the incompatibility with stan-
dard ad hoc routing protocols, which may result in a reduced anonymity set
containing only the devices running the anonymous routing protocol, since it is
not expected that all ad hoc network users would have an anonymous routing
protocol running instead of a standard protocol. Although it is technically pos-
sible to have several routing protocols running in the same device, the routing
priority is given to the protocol with the lowest cost, which is a local defined
parameter. Changing such a parameter to force the selection of the anonymous
routing protocol would require some sort of upper-layer intervention, which
would void the advantage of the transparency property.

In addition, even if a reasonable amount of devices prioritizes the anony-
mous routing protocol over the standard routing, a set of devices running only
standard ad hoc routing protocols may degrade the anonymity of other devices,
since they will not be able to reply to packets encoded according to the ano-
nymous routing protocol and force anonymous nodes to disclose information.
Furthermore, since messages are directly transferred from the source to the
destination, connection information, e.g., for TCP, the connection tuple: IP
source address, IP destination address, TCP source port, and TCP destina-
tion port, may potentially expose the relationship between two communicating
nodes and compromise some anonymity properties, such as the sender anony-
mity and sender-destination unlinkability, for instance.
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Another disadvantage of network layer privacy enhancements, such as ano-
nymous ad hoc routing, is that they do not offer protection against transport
layer fingerprinting, such as the fingerprinting based on clock skew analysis
discussed in the Section 2.2.3.

The literature on anonymous ad hoc routing protocols is vast. Many pro-
posals were published in the recent years. The main objective of such protocols
is to provide anonymity during the establishment of routes in the ad hoc net-
work and, for some protocols, also to provide location privacy. In this section,
we briefly introduce a selection of five anonymous routing protocols from the
perspective of assumptions and requirements needed in each mechanism, the
type of privacy provided, and the required security mechanisms. The five ano-
nymous routing protocols presented in this section are: ANODR [Kong and
Hong, 2003], PPR [Capkun et al., 2004], SDAR [Boukerche et al., 2004], MASK
[Zhang et al., 2005], and AnonDSR [Song et al., 2005]. ANODR, SDAR, MASK,
and AnonDSR are RMP and PPR is a PMP.

Detailed descriptions regarding the functionality of the aforementioned pro-
tocols are not provided in this dissertation. For such information refer to the
papers and articles referred in this section. Furthermore, a survey of such
protocols regarding their basic functionality can be found in [Andersson et al.,
2008b]. A performance evaluation of ANODR, SDAR, MASK, and AnonDSR
was published in [Liu et al., 2006].

Anonymous On Demand Routing (ANODR)

The Anonymous On Demand Routing (ANODR) protocol [Kong and Hong, 2003]
is an RMP. Its objective is to provide an untraceable routing scheme that of-
fers unlinkability between senders and recipients and location privacy against
a global observer®. ANODR is built upon Chaumian MIXes [Chaum, 1981],
onion routing [Goldschlag et al., 1996; Syverson et al., 1997], broadcasting,
dummy traffic, public key encryption, and one-way hash functions [Kong and
Hong, 2003]. There are several proposed variants of ANODR, some based only
on public key encryption and others on both symmetric and public key encryp-
tion. In this dissertation, we describe just some of those variants regarding
the assumptions for identification and key distribution. For a more complete
description of ANODR, and its variants, refer to [Kong and Hong, 2003] and
[Kong et al., 2005].

In the key pre-distribution scheme variant (ANODR-KPS), symmetric keys
are distributed beforehand among the ad hoc network devices by a trusted
third party [Kong et al., 2005]. Public keys are used in different variants of
ANODR, either as one-time only public keys, i.e., freshly generated public keys
that are used only once and afterwards discarded, in the ANODR variant [Kong

6A global observer is able to eavesdrop all communication channels in the network simultane-
ously. However, global observers are not able to break public key or symmetric key crypto-systems.
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et al., 2005], or as static public keys that are used multiple times, in the pro-
tected onion (ANODR-PO) variant [Kong and Hong, 2003]. Although the source
of such public keys is not explicitly defined by the authors, the available options
are the ones presented in Section 2.1.2, i.e., the public keys are distributed by
a trusted third party or are locally generated.

Devices identification in ANODR is assumed to be deployed during a boot-
strap phase, since a device must have previous knowledge about the identi-
fiers of possible communicating partners, and must also share cryptographic
keys with these other devices. The usage of pre-shared keys implies that AN-
ODR does not provide sender anonymity towards the destination, assuming
that each symmetric key is shared only between two devices.

ANODR has several performance constraints due to the high overhead in
computing, communication and storage [Yang et al., 2006]. The use of dummy
traffic, broadcasting’, intentional delaying, and data reshuffling has a negative
impact in the network performance that is not suitable for low-latency appli-
cations. Furthermore, every device must try to decrypt a field of the request
message with all the pre-shared symmetric keys it has stored [Seys and Pre-
neel, 2006].

Privacy Preserving Routing (PPR)

The Privacy Preserving Routing (PPR) protocol [éapkun et al., 2004] is a PMP
for ad hoc networks. This protocol differs from the others presented in this sec-
tion since it was designed for ad hoc networks that are constantly connected to
a permanent infrastructure through wireless access points, i.e., a hybrid ad hoc
network. The objective of PPR is to provide location privacy and unlinkability
between senders and recipients against local observers, and sender anonymity
towards the recipient. The design of PPR demands the access points to know
both sender and destination identifiers and their location for routing messages
accordingly. Therefore, access points are considered trusted in PPR.

A device has two different identifiers in a given instant of time: a trans-
action pseudonym and a digital certificate signed by a certificate authority.
The transaction pseudonym that is generated after a keyed-hash function of
the device identifier concatenated with time information. The key used in the
keyed-hash function is shared secret between a device and the access point to
which this device is connected to. The digital certificate is replaced by a new
one every time the transaction pseudonym changes. Thus, a device obtains
a set of n certificates from the certificate authority, and has to request more

7ANODR has a lack of termination condition causing request messages to be propagated prac-
tically into the whole ad hoc network. This is caused by the absence of a maximum propagation
limit for a request message, which is usually achieved by a decreasing the time-to-live field (T'TL)
by 1 every hop. This is an intentional modification to prevent an attacker of knowing how many
hops away is the sender of a message [Yang et al., 2006].
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certificates before running out of them. The certified public keys are used to
establish temporary symmetric secret keys between neighbor devices.

The performance cost of PPR depends on the update frequency of the iden-
tifiers used. Increasing the update frequency, results in more frequent request
of certificates to the certificate authority [Capkun et al., 2004].

Secure Distributed Anonymous Routing (SDAR)

The Secure Distributed Anonymous Routing (SDAR) protocol [Boukerche et al.,
2004] is a reactive trust-based source routing protocol, and thus an RMP. The
objective of SDAR is to provide a secure distributed path construction proto-
col for anonymous communication in ad hoc networks. The goal of anonymous
communication in SDAR is to obtain unlinkability between sender and recipi-
ent against a local observer. In SDAR, a sender requires previous knowledge
of the public key of the recipient device. The sender identity is encrypted and
included in the request messages. Thus, this protocol does not provide sender
anonymity towards the recipient.

SDAR is built upon dynamic trust management, broadcasts, public key
cryptography, and onion routing in the return path [Goldschlag et al., 1996;
Syverson et al., 1997]. In SDAR, a device is identified by a public key that is
broadcasted to the neighbor devices. SDAR assumes the existence of a trusted
certificate authority, outside the ad hoc network, which issues public and pri-
vate keys to the ad hoc network devices. Ad hoc network devices are also iden-
tified by logical IP addresses.

SDAR requires a fresh public and private key pairs to be generated for every
path discovery. In addition, path discovery messages are broadcasted basically
forcing every device in the ad hoc network, that fulfills the trust requirements,
to perform a public key decryption to verify if the path discovery message is in-
tended to it or should be forwarded (the source of this problem was already dis-
cussed in ANODR). Furthermore, before forwarding a path discovery message,
every device has to perform a public key encryption and a digital signature
using its public and private key pair acquired from the certificate authority.
Thus, SDAR has clear performance constraints due to the high overhead in
computing and communication [Song et al., 2005].

MASK

MASK is a PMP [Zhang et al., 2005]. The objective of MASK is to provide
sender and recipient anonymity, and unlinkability between senders and re-
cipients against a global observer. MASK is built upon an adaptation of the
pairing-based key agreement presented in [Balfanz et al., 2003], broadcasting
of route request messages, random padding, dummy traffic, intentional delay-
ing of communication data, and data forwarding through multiple paths. The
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pairing-based key agreement is used to establish pairwise shared keys and link
identifiers between two one-hop neighbor devices. Both the shared key and the
link identifier are updated whenever a new message is sent.

In MASK, every ad hoc network device has two identifiers: a permanent
identifier and a transaction pseudonym. A set of transaction pseudonyms is is-
sued by a trusted third party to each device in the ad hoc network. The perma-
nent identifiers of recipients are known in advance by potential senders. MASK
path discovery demands route request messages to be broadcasted all over the
ad hoc network. Route request messages transmit the permanent identifier of
the recipient in plaintext. Thus, this identifier is known by all nodes in the ad
hoc network, assuming that the route request message, which is broadcasted,
is received by all other devices in the ad hoc network. Broadcasting prevents
an attacker to associate the permanent identifier to a specific device in the ad
hoc network. Thus, the recipient’s location privacy is protected, but the recip-
ient anonymity is compromised. MASK does not offer protection against Sybil
attacks (see Section 2.2.2, on page 22). A device with multiple network inter-
faces can potentially have the same amount of transaction pseudonyms at a
given instant of time.

MASK sends a single data flow through multiple paths in the ad hoc net-
work from sender to recipient. However, the efficiency of such a measure in
terms of anonymity is questionable and may even be harmful against multiple
collaborating attackers [Reiter and Rubin, 1998]. Furthermore, the neighbor-
hood discovery process allows malicious users to find out the amount of neigh-
bors a target device has by evaluating the amount of pairing authentication
messages sent by the target node. A local attacker can then obtain information
regarding the network topology around the target device, and can eventually
block messages [Berthold et al., 2000] or, if the attacker is the only neighbor of
the target device, it can probe the target with requests regarding some or all
identifiers in the network, forcing it to expose their real identity.

Regarding the performance of MASK, the authors compare it to the per-
formance of AODV using simulation results presented in [Zhang et al., 2005].
However, dummy traffic and intentional delaying of communication data are
apparently not included in the experiments. Furthermore, the maximum hop
distance between nodes in the simulation scenario was 4, which significantly
limits the amount of broadcasting needed during the route request mechanism.

Anonymous Dynamic Source Routing (AnonDSR)

The Anonymous Dynamic Source Routing (AnonDSR) [Song et al., 2005] is a
PMP, and is based on the Dynamic Source Routing (DSR) protocol [Johnson
et al., 2007]. The objective of AnonDSR is to provide unlinkability between
sender and recipient against local and global observers. AnonDSR is built upon
one-time only public keys, broadcasting and onion routing [Goldschlag et al.,
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1996; Syverson et al., 1997].

In AnonDSR, every device in the ad hoc network has one unique identi-
fier. The source of such an identifier is, however, not specified in [Song et al.,
2005]. AnonDSR is a protocol suite consisting of three distinct parts: a secu-
rity establishment parameter protocol, a route discovery protocol, and a data
transfer protocol. The security establishment parameter protocol is used to set
a shared key between a sender and a destination. The route discovery pro-
tocol uses broadcasting and one-time public keys to establish a path between
a sender and a destination. Broadcasting and onion routing using symmet-
ric key encryption are used in the data transfer protocol. The symmetric keys
are shared between the sender, the recipient and each intermediate device in
the path between sender and recipient. Thus, the amount of keys equals the
amount of intermediate devices in the path.

The unlinkability property of AnonDSR is compromised if the attacker ea-
vesdrops the messages exchanged in the security establishment parameter pro-
tocol because the identifiers of both sender and receiver are transmitted in
plaintext [Song et al., 2005]. Thus, the anonymity set of a sender device is re-
duced to the devices with which it had established a shared key. In principle,
the unlinkability property of AnonDSR is kept only if every device in the ad
hoc network establishes a shared key with all other devices before any run of
the route discovery protocol. In AnonDSR, protection against global observers
requires dummy traffic [Song et al., 2005]. The effects caused by the use of
dummy traffic were discussed earlier in this section.

AnonDSR requires a fresh public and private key pairs to be generated for
every path discovery. In addition, path discovery messages are broadcasted ba-
sically forcing every device in the ad hoc network to perform a symmetric key
decryption to verify if the path discovery message is intended to it or should be
forwarded. Furthermore, before forwarding a path discovery message, every
device performs a public key encryption. Thus, AnonDSR has a considerable
performance constraint due to the high overhead in communication and com-
puting that might configure a limitation for mobile devices.

Conclusions Regarding Anonymous Ad Hoc Routing

All the aforementioned protocols rely on a trusted third party for the distri-
bution of identifiers. The identifiers used in all the aforementioned protocols
are unique identifiers that are made public to allow other devices in the ad hoc
network to communicate with them. This is needed since the sender device
cannot know the current temporal identifier (if any exist) of the intended re-
cipient. However, such an approach leaks information regarding the presence
of a given identifier in the ad hoc network. Thus, an attacker could link two
appearances of an identifier in different ad hoc networks in different locations
and time periods.
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MASK is the only aforementioned protocol that provides some protection
against such privacy attacks, since it uses transaction pseudonyms that are
issued by a trusted third party. Therefore, MASK provides unlinkability be-
tween different appearances as long as the sender is never the recipient of any
message, i.e., if it does disclose its presence in the ad hoc network by exposing
its permanent identifier. However, one weakness of such a model is that the
trusted third party can always associate the temporal pseudonyms issue to a
given device with its permanent identifiers. An extended discussion regarding
this topic is presented in Section 5.

2.4.2 Anonymous Communication in Ad Hoc Networks

Overlay anonymous communication mechanisms operate over the transport
layer and below the application layer. The advantage of these mechanisms is
that they are independent from the routing layer since they operate on top
of the transport layer. Therefore, overlay anonymous communication mecha-
nisms may be deployed along with standardized ad hoc routing protocols. Other
advantages include the possibility of decoupling transport layer information,
which prevents transport layer fingerprinting.

The disadvantages, on the other hand, include the non-transparency to-
wards the upper layer, since applications must be diverted from the normal
data flow towards the overlay network, e.g., using a local proxy. Furthermore,
the network performance might be worse compared to anonymous routing pro-
tocols, since messages are routed through a set of intermediary overlay nodes
and a number of connections must be established before a message is finally
delivered to the destination.

Mix Route Algorithm

The Mix Route Algorithm (MRA) is an overlay anonymous communication
mechanism [Jiang et al., 2004]. MRA was designed to offer protection against
global observers. MRA is an adaptation of the Chaumian mix concept [Chaum,
1981] to mobile ad hoc networks.

In this proposal, the devices located in the ad hoc network are divided into
two sets: the Mix nodes and non-Mix nodes. Mix nodes batches and reorders
data traffic to hide the correlation between the incoming and outgoing traffic,
and also relies on the usage of bandwidth-consuming dummy traffic between
Mix nodes. Obviously, the performance burden is greater in Mix nodes than in
non-Mix nodes, since the former set has to execute all the mixing functions, and
also relays more data than other nodes. Thus, MRA does not provide fairness
among devices, since the workload differs quite much between Mix nodes and
non-Mix nodes. In addition, Mix-based solutions heavily rely on public-key
encryption, which is a major performance drawback.
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Chameleon

Chameleon [Martucci et al., 2006a] is an overlay anonymous communication
mechanism designed after the requirements for anonymous communication
systems in ad hoc environments described in [Andersson et al., 2005b]. In Cha-
meleon, the sender device never sends a data stream directly to the destination.
The data stream is forward through a tunnel that is set using other ad hoc
network devices. The underlying functionality of Chameleon is based on the
anonymous path setting of the Crowds system [Reiter and Rubin, 1997]. De-
vices that are part of the tunnel toss of a biased coin to decide if a data stream
should be finally forwarded to the destination or if it should be forwarded to
yet another relay device instead, which implies extending the tunnel.

Chameleon substitutes the Crowds’ blender, i.e., a centralized service that
provides a directory of devices that are part of the Crowds network, for a de-
centralized solution that fits better to an ad hoc network. In Chameleon, any
participating device can be a directory server for other devices. If a data for-
ward tunnel is broken, e.g., due to a vanishing node in the ad hoc network,
the path is repaired from the point of rupture. Chameleon privacy properties
include sender, receiver, and relationship anonymity against a defined set of
attackers. Chameleon is further discussed in Chapter 6.

2.4.3 Privacy in Physical and Data Link Layers

The standard identifier in the data link layer is the hardware (MAC) address.
In principle, these addresses are unique and permanent identifiers that are
bound to a network interface card. However, such addresses can be changed
by software. Therefore, hardware addresses might not be unique and are not a
permanent identifiers, but pseudonyms. Changing those hardware addresses
can enhance privacy in data link layer [Gruteser and Grunwald, 2003]. Other
privacy enhancements in the data link layer would require changes in imple-
mentation of wireless network card drivers to thwart, for instance, identifica-
tion of gaps in the sequence numbers of frames or fingerprinting using differ-
ences in the implementation of the active scanning algorithm, in the case of
IEEE 802.11 wireless network card drivers [Franklin et al., 2006].

Identifiers in the physical layer include geographical location, radio pat-
terns, and transmission characteristics that can be associated with a given de-
vice. Physical layer privacy threats need to be individually addressed depend-
ing on the type of information gathered by an attacker. RF fingerprinting using
signal to noise (S/N) ratio information can be thwarted using noise injection,
for instance. However, some physical layer threats to privacy are very difficult
to eliminate. For instance, to prevent transient signal detection and modula-
tion domain techniques would require perfectly identical radio transceivers or
radio transceivers that could dynamically modify their physical characteristics,
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to be produced, which can greatly impact their manufacturing cost [Brik et al.,
2008].

Nevertheless, physical and data link layer threats are limited to one-hop
distance to the target device. Thus, one attacker relying on such mechanisms
would have to either control many devices deployed over a large area or fol-
low the target device. The former option requires a resourceful attacker that
could cover a large geographical area with probe devices that could capture
RF information regarding passing nodes. In the latter option, assuming a sce-
nario where devices are mobile, the attacker needs to actively stalk the target
since the radio propagation range of wireless networks is limited and the radio
propagation range changes significantly depending on aspects, such as environ-
mental conditions, geographical characteristics, transmission power, antennas,
and physical characteristics of the transceiver.

In conclusion, it is feasible to enhance privacy in the data link layer, but
privacy enhancements in the physical layer are difficult to achieve. Neverthe-
less, these threats are limited to attackers located at one-hop distance from the
target device.

2.5 Summary

In this chapter, an introduction to ad hoc networks, including a classification
of these networks regarding the assumptions on the availability of external
services were presented. The existing security and privacy threats in ad hoc
networks were identified, and the security and privacy enhancements were
listed and discussed.

In the next chapter, the relationship between the existence of unique and
valid identifiers and the provisioning of anonymity is presented. These two
concepts are usually understood as opposites, but we argue that valid and uni-
que identifiers are needed for the provisioning of anonymity.



Chapter 3

The Identity-Anonymity
Paradox

“ ..Am Ime?
Is Malkovich Malkovich?...”

John Cusack as Craig Schwartz
— Being John Malkovich (1999)

This chapter presents the problem of identification in ad hoc networks and its
consequences to security and privacy. The remainder of this chapter is orga-
nized in four sections. The first section revisits the definition of ad hoc net-
works and discusses the provisioning of addressing information in such net-
works. The objective of the second section is threefold: it shows the connection
between the absence of device identifiers in ad hoc network and Sybil attacks,
it discusses the relationship between the absence of identifiers and the provi-
sioning of anonymity properties, and it presents the current countermeasures
against Sybil attacks in ad hoc networks. The third section introduces the
identity-anonymity paradox by presenting the relationship between security,
the absence of identifiers and the provisioning of anonymous communications
in ad hoc networks. Finally, the last section identifies the consequences of the
identity-anonymity paradox.

3.1 Ad Hoc Networks and Unique Identifiers

The RFC 2501 [Corson and Macker, 1999] refers to two operational modes for
ad hoc networks: they may operate in isolation, or they may have gateways
to and interface with a fixed network (a stub ad hoc network). Thus, in the
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operational mode where ad hoc networks may operate in isolation one could
assume the absence of a fixed infrastructure during a given period of time,
with no central devices controlling the network or providing services such as
network routing, security or logical address assignment.

The lack of standardized addressing schemes allows ad hoc network de-
vices to dynamically change their logical and hardware addresses, i.e., IP and
MAC addresses, as discussed in the Chapter 2. Moreover, ad hoc network de-
vices can have multiple network interfaces (either real or virtual) with multiple
identifiers each. Thus, obtaining unique, persistent and trustworthy identifiers
using only information from the layers below the application layer (regarding
the TCP/IP model) is not realistic!. Therefore, network services that depend
on network or data link layer information for authentication purposes cannot
offer any guarantees regarding the validity of such identifiers in dynamic en-
vironments such ad hoc networks.

The definition of ad hoc networks and the understanding of such a defini-
tion are a fundamental aspect in this chapter. If the definition of mobile ad
hoc networks stated in RFC 2501 [Corson and Macker, 1999] is understood as
that ad hoc networks must be completely set in isolation and without any pre-
vious contact with any form of infrastructure or centralized identity provider
service, we argue that it is virtually impossible to guarantee the deployment of
unique identification in ad hoc networks. This argument is further explained
in Section 3.2.

The impossibility to set persistent and unique identifiers in ad hoc networks
that are completely isolated, and thus do not have any central services that can
issue identifiers, may lead to a hasty conclusion that anonymity is naturally
achievable in ad hoc networks, since unique identifiers do not exist in practice
below the application layer. In this chapter we expose the incorrect reasoning
behind the conclusion that anonymity is naturally achieved without identifiers
and show that lack of identification is harmful for the provisioning of anony-
mity. Furthermore, we explain that the security provisioning in ad hoc network
needs unique identifiers.

3.2 The Absence of Identifiers and Sybil Attacks

The lack of reliable network and data link identification might suggest that
nodes in mobile ad hoc networks are naturally anonymous, especially if we con-
sider the Sybil attack (see Section 2.2.2 on page 22) as an enabler for achieving

INevertheless, physical layer fingerprinting (see Section 2.2.3 on page 26) can be used for iden-
tifying some consistent features in the radio pattern, and thus be used for device identification.
However, such features are not guaranteed to be unique [Barbeau et al., 2006]. In addition, physi-
cal layer fingerprinting requires devices to be at one-hop distance from the device being identified
and it also may require special hardware, such as oscilloscopes and spectrum analyzers, which is
usually not available in every device.
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anonymity. A Sybil attack is preceded by one or a small number of network de-
vices counterfeiting multiple identities [Douceur, 2002]. Thus, in theory a de-
vice could seek anonymity by having multiple identifiers simultaneously, each
with a limited and controlled lifetime that would, for instance, last only for
one session and after that be discarded, i.e., each identifier is a fresh and new
transaction pseudonym.

Therefore, switching network and data link identifiers frequently, i.e., IP
and MAC addresses, could, in principle, enhance privacy since an adversary
would be unable to associate current and past identifiers used by a device
[Gruteser and Grunwald, 2003]. The goal of such an approach is to elimi-
nate any permanent binding between the device and hardware and logical ad-
dresses. The unlinkability between different pairs of hardware and logical ad-
dresses used by a device enhance location privacy properties since such strat-
egy does not disclose (or require) any long-term identifier. The use of short-term
unlinkable identifiers as the only source of device identification is a provoking
indication that ad hoc network devices are intrinsically anonymous as long as
the {IP, MAC} pairs are frequently switched and no long-term identifiers exist.

However, the apparent benefits of having unlinkable, short-term data link
and network identifiers as the only sources of device identification in ad hoc
networks are not real. The use of such a technique without any other long-
term identifier creates a series of security and privacy problems, as it is fur-
ther explained along this section. The remainder of this section is divided in
two subsections: first the disadvantages of not having long-term identifiers are
discussed, and in the last part of this section, Sybil attacks and countermea-
sures to such attacks are presented.

3.2.1 Disadvantages of the Absence of Trusted Identifiers

In this section the disadvantages of having devices with only short-term iden-
tifiers and the absence of long-term trusted identifiers are discussed. Trusted
identifiers refer to identifiers that can be acknowledged by other devices as
being guaranteed authentic, unique and issued by a third trusted party. Fur-
thermore, a trusted identifier should, in principle, be linked to one, and only
one, device in the ad hoc network.

A clear disadvantage of using only short-term {IP, MAC} pairs as device
identifiers in ad hoc networks with peer-to-peer services running is the correct
identification of services located in the network. Since there is no protection
against impersonation attacks, attackers can masquerade as any other device.
Furthermore, some network services that intrinsically depend on the unique-
ness of identifiers, such as ad hoc routing, might be disrupted if an attacker
is able to generate false routing information using multiple {IP, MAC} pairs.
Thus, from the network security perspective, the absence of trusted identifiers
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blocks authentication services, and eventually reduces the availability and re-
liability of the network.

From the privacy perspective, the absence of long-term trusted identifiers
does not provide some key privacy properties such as unlinkability between
senders and recipients and sender anonymity towards the recipient. These pri-
vacy properties are not guaranteed because direct connections are established
between senders and recipients [Martucci, 2006]. It is thus straightforward to
identify relationships between senders and recipients and to compromise any
anonymity property of the communication.

Furthermore, the absence of long-term trusted identifiers does not hinder
an attacker to deploy physical layer oriented attacks (as presented in Section
2.2) or to perform traffic analysis on eavesdropped network data. Thus, the
geographical location of senders and recipients can in theory be exposed and
profiling of users activity may lead to device identification, even with the ab-
sence of long-term trusted identifiers.

3.2.2 Sybil Attacks and Countermeasures

A Sybil attack is preceded by one or a small number of network devices coun-
terfeiting multiple identifiers. Thus, a single device can eventually compromise
a disproportionate share of the system by controlling these multiple identifiers
[Douceur, 2002].

A basic countermeasure against Sybil attacks is to limit the number of iden-
tifiers to one per device per time period. This solution can be achieved if we con-
sider that each device has one, and only one, valid identifier in a given instant
of time, which is issued by an authority or set of authorities that are trusted by
all devices in the ad hoc network. Even though simple in design, this solution
is not easily achievable in practice since it demands users to acquire identifiers
in advance from a trusted authority, and it also requires the trusted authority
to issue no more than one identifier per device.

In the absence of such trusted authorities, there are other countermeasures
against Sybil attacks. Such countermeasures include resource testing (com-
putational, communication or storage), radio resource testing, pre-distribution
of random key or identifiers, remote code attestation, geographical position-
ing techniques, recurring costs and fees, and social networks [Douceur, 2002;
Levine et al., 2006; Newsome et al., 2004]. However, such countermeasures
also have disadvantages in their implementation or feasibility. Next, each of
the aforementioned countermeasures is briefly explained and their drawbacks
listed:

® resource testing — resource testing assumes that devices are limited in re-
sources, either regarding computational power, storage (memory space) or
communication capabilities. Thus, if one test demands all the resources of
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a given device, a device would not be able to perform two or more complex
tests simultaneously [Douceur, 2002]. This countermeasure requires the
resource testing to be executed simultaneously by all the other devices.
This requirement makes resource testing infeasible in ad hoc networks
since devices might leave and join the network at any time. Furthermore,
resource testing usually assumes homogeneous devices, i.e., with similar
availability of resources. This assumption can be hardly guaranteed in a
dynamic and heterogeneous environment such as ad hoc networks;

* radio resource testing — radio resource testing is a probabilistic test and
is a variant of the aforementioned resource testing. The objective of this
test is to evaluate the communication capabilities of neighbor devices,
i.e., one-hop distance, and detect Sybil identifiers [Newsome et al., 2004].
In this test, a device assigns to each neighbor a different frequency chan-
nel. Thus, if a message is sent on only one channel, the neighbor device
that was assigned this channel should be able to hear the message and
reply on it. The underlying idea behind this test is that only one chan-
nel can be listened in a given instant of time (assuming that each device
has one, and only one, radio interface). Therefore, an attacker would
not be able to listen to multiple channels simultaneously. However, ra-
dio resource testing is not capable of evaluating all neighbor devices si-
multaneously, since only one channel can be used in a given instant of
time to send the message. Thus, part of the devices remains untested.
In addition, the number of channels that can be used is limited to limit
the cross-interference between channels and also to adhere to local fre-
quency allocation regulations of the radio spectrum?. Furthermore, radio
resource testing tests only neighbors that are directly connected, i.e., at
a one-hop distance. Thus, this test is not able to detect Sybil devices
that are located more than one-hop distance away, or even an attacker
could claim that its counterfeit identifiers are located more than one-hop
away from the device that is running the radio resource test. The delega-
tion of testing and acceptance of results produced by third party devices
regarding the presence of Sybil nodes is referred to as indirect identity
validation, in contrast to the direct identity validation [Douceur, 2002];

* pre-distribution of random keys or identifiers — pre-distribution of iden-
tifiers assumes that keys or identifiers are distributed beforehand by a
trusted third party to all nodes in an ad hoc network. The trusted third
party can, hence, vouch for a one-to-one correspondence between a phys-

2The IEEE 802.11 standard specifies up to 14 channels. The standard also specifies a minimum
25MHz of channel separation to prevent cross-interference between channels, which practically
limits the IEEE 802.11 to 3 active channels [IEEE 802.11]. Simulation results in [Newsome et al.,
2004] indicate that with 5 or less channels, the probability of detection of Sybil devices is basically
zZero.
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ical device and a logical identifier [Douceur, 2002]. Pre-distribution of
random keys was originally presented in the context of wireless sensor
networks. There are different techniques of random key pre-distribution,
such as key pools, single-spaced pairwise key distribution, and multi-
space pairwise key distribution [Newsome et al., 2004]. The first scheme
associates one identifier to a set of keys. The single-spaced pairwise key
distribution is based on public and private information and setting of
pairwise keys during a bootstrap phase. The last scheme is a combination
of the two aforementioned schemes;

remote code attestation — remote code attestation tries to exploit the fact
that the code running in a Sybil device is probably different from the code
running in a non-Sybil device [Newsome et al., 2004]. This scheme was
originally presented in the context of wireless sensor networks, and may
prove useful in networks with homogeneous devices running the same
set of programs, such as a sensor network device. However, in networks
with heterogeneous devices with heterogeneous computer architectures,
running different operating systems and sets of programs, remote code
attestation can hardly be useful. Furthermore, even if it is possible to at-
test the code used for the generation of the device identifier, it might still
be possible to launch several instances of the same legitimate code and
start multiple threads running the same code in order to bypass remote
code attestation;

® geographical positioning — geographical positioning techniques try to

pinpoint devices in order to verify the position of a node. The underly-
ing basic assumption is that two distinct physical bodies of mass cannot
occupy the same space at the same time. Thus, only one device must ex-
ist in a particular geographic location. RF triangulation can be used to
determine the location of a device with errors in the order of meters (see
Section 2.2.3 on page 25). Yet another technique is to verify if a specific ge-
ographic location has a density of devices much above than the expected
average, which might indicate the presence of Sybil devices [Newsome
et al., 2004]. The evaluation of geographical location patterns of clus-
ters of identifiers that are moving together can potentially indicate the
presence of a device launching a Sybil attack [Piro et al., 2006]. The use
of round-trip time information and beacon devices can be used in static
(i.e., non-mobile) networks to determine the geographical position of a
device and, thus, the presence of Sybil identifiers [Bazzi and Konjevod,
2005]. Other physical layer techniques, such as statistical analysis of
signal strength distribution can also be used to detect Sybil identifiers
[Xiao et al., 2006]. The drawback of geographical positioning techniques
is clear: in multi-hop wireless ad hoc networks it may be infeasible to ver-
ify the geographic position of a particular device, especially without the
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aid of other devices, which might be non-legitimate devices, or might be
colluding attacker devices;

* recurring costs and fees — recurring costs and fees try to impose a cost for
creating new identifiers [Levine et al., 2006; Margolin and Levine, 2008].
The recurring costs can be monetary or non-monetary, such as passing
a Turing test as a requirement for obtaining a new identifier [Awerbuch
and Scheideler, 2004]. Recurring costs provide a disincentive to launch
Sybil attacks by imposing a linear cost increase that is directly propor-
tional to the number of controlled identifiers. Such an approach does
not guarantee the absence of Sybil identifiers, and may not be suitable
for applications that do not tolerate Sybil attacks, such as electronic vot-
ing [Douceur, 2002; Margolin and Levine, 2008]. Nevertheless, recurring
costs and fees impose a potential high price to an attacker deploying Sybil
identifiers;

* social networks — social networks are networks based on established re-
lationships between users that trust each other not to launch a Sybil at-
tack. Graphs of trusted identifiers can be built with graph nodes repre-
senting different identifiers and graph edges representing trust relation-
ships. The objective of these graphs is to identify and limit the number
of possible attack edges, and thus, to limit the number of Sybil identifiers
deployed [Yu et al., 2006, 2008]. This approach does not, however, guar-
antee the absence of Sybil identifiers, and may not be suitable for appli-
cations that do not tolerate Sybil attacks. Furthermore, the applicability
of solutions based on social networks is limited to cases with significant
overlap between real-world social networks and participants in an online
application, as discussed in [Margolin and Levine, 2008]. Such a limita-
tion is a result from a different understanding of the term trust, and its
implications, in social networks and in the real-world.

In conclusion, only one of the aforementioned countermeasures can actually
reliably prevent Sybil attacks: the pre-distribution of random keys or identi-
fiers. A trusted authority or set of trusted authorities that issue one, and only
one, identifier to each device in the ad hoc network can prevent Sybil attacks
[Douceur, 2002]. The other countermeasures either are not suitable for the
characteristics of ad hoc networks or can at most be a disincentive for the de-
ployment of Sybil identifiers. This chapter follows with the introduction of the
identity-anonymity paradox in the next section.

3.3 Defining the Identity-Anonymity Paradox

There is an apparent conflict of interests between security and privacy in ad
hoc networks regarding the absence of identifiers, uniqueness of identification
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Figure 3.1: This figure illustrates a given anonymity set Q from three different
perspectives. The leftmost set shows the set Q from the point-of-view of an out-
sider or an honest user a; that had joined such a set, where all the participants
of the set are indistinguishable. The figure located in the middle of the figure
depicts the configuration of such a set as expected by a;, where each other el-
ement of the set corresponds to a different user, referred to as a; to a;. The
rightmost figure depicts the anonymity set from the perspective of the Sybil
attacker a;. The attacker contributed with (n — 1) identifiers to the set Q, and,
hence, compromises the anonymity properties of the user a;, who is oblivious
of the Sybil attack.

and protection against Sybil attacks. Uniqueness of identification is the ability
to associate one logical identifier to one physical device at a specific instant of
time. The absence of identifiers prevents the linking of a physical device with
a specific logical identifier at a particular instant of time and thus protects
privacy. On the other hand, unique and trusted identifiers are required for
authentication services, for detection and prevention of Sybil attacks, and for
the provisioning of security in ad hoc networks in general.

Unique identification of network devices is required to prevent basic net-
work services, such as ad hoc routing, and other applications, such as elec-
tronic voting or reputation systems, to be compromised or disrupted by one
or few malicious users deploying Sybil attacks. Thus, achieving privacy with
the absence of identifiers is not optimal, since authentication services require
trusted identifiers by definition.

The definition of anonymity states that a subject is anonymous if it cannot
be sufficiently identified within an anonymity set, from an attacker’s perspec-
tive [Pfitzmann and Hansen, 2008]. Thus, anonymity properties require confi-
dence in the validity of the identifiers that constitute the anonymity set. Thus,
in the absence of trusted identifiers a Sybil attacker can poison an anonymity
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set if it contributes to (n — 1) identifiers, of the overall n identifiers existing in
such a set. The Figure 3.1 depicts a Sybil attack poisoning an anonymity set.

The complete absence of trusted identifiers is thus not a solution for achiev-
ing privacy in ad hoc networks, since it is not capable of guaranteeing a device
the ability of not being identifiable within an anonymity set, since the anony-
mity set is not reliable. The provisioning of privacy therefore depends on the
construction of a trusted anonymity set, i.e., an anonymity set that guarantees
that each identifier corresponds to one, and only one, physical device. Privacy
properties, such as anonymity, can then be achieved with privacy enhancing
technologies, such as anonymous communication mechanisms.

Anonymous communications mechanisms require a set of trusted and uni-
que identifiers to be able to define an anonymity set. Likewise, security models
for ad hoc networks also require trusted and unique identifiers to prevent the
deployment of Sybil attacks and thus can provide an anonymity set that is free
of Sybil nodes. Therefore, network security is required for the provisioning
of anonymity. Furthermore, the provisioning of anonymity needs trusted and
unique identifiers.

In conclusion, even though the concepts of anonymity and identification are
often understood as two opposites and conflicting ideas, trusted identification is
required for guaranteeing the security properties of the anonymity set, i.e., an
anonymity set free of Sybil identifiers. Thus, since these two concepts initially
seem to contradict each other, the need for trusted identification for the provi-
sioning of anonymity is called the identity-anonymity paradox.

3.4 Identity-Anonymity Paradox Consequences

The identity-anonymity paradox points out a direct relationship between pri-
vacy and security regarding the need for trusted identifiers. Trusted identi-
fiers are thus necessary for both security and privacy. The underlying reason
of such a paradox is the Sybil attack, i.e., the possibility of one device control-
ling multiple logical identifiers. The identity-anonymity paradox leads to a new
interpretation of the basic assumptions regarding the independence of ad hoc
networks operating in isolation in RFC 2501 [Corson and Macker, 1999] on one
hand, and security and privacy requirements on the other hand.

When analyzing the definition of ad hoc networks included in the RFC 2501,
the classification of ad hoc networks presented in Section 2.1.2, the security
and privacy enhancements in ad hoc networks presented in Sections 2.3 and
2.4, and the identity-anonymity paradox, a list of conclusions can be devised:

¢ the total absence of trusted identifiers does not guarantee some funda-
mental privacy properties in ad hoc networks. Privacy properties such as
relationship anonymity and sender anonymity are not fulfilled. Further-
more, the absence of trusted identifiers makes detection of Sybil attacks
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in ad hoc networks much harder, if not impossible, in the absence of a
trusted third party, as discussed in Section 3.2.2. Other basic network
services, such as secure ad hoc routing, also require device identification.
Other disadvantages regarding the absence of identifiers were listed in
Section 3.2.1;

* security schemes for ad hoc networks demand some sort of device identi-
fication for the detection of Sybil attacks. Identification is achieved with
trusted identifiers, such as digital certificates. To be trusted, these identi-
fiers must be issued by a device that is believed to be trusted by all other
ad hoc network devices, such as a third trusted party, that can be either
centralized or distributed, as presented in Section 2.3;

¢ regarding the definition of the operational mode in isolation of ad hoc
networks mentioned in RFC 2501, we can conclude that if security is a
requirement, the total and complete isolation of all devices from any in-
frastructure is not possible. If security and privacy are required, trusted
identification is a prerequisite. As trusted identification requires previ-
ous contact with a trusted device, such as a certification authority, total
and complete isolation from any infrastructure® is not compatible with
the security and privacy requirements. Thus, if security and privacy are
a requirement, the passage regarding the operational mode in isolation
from the hardwired network, in RFC 2501, should not be interpreted as
that the ad hoc network is isolated from any infrastructure during the
entire lifetime of the devices that are part of such an ad hoc network. Iso-
lation should not imply the absence of all trust relationships, or the non-
existence of a trusted third party. An ad hoc network can, of course, be
constructed in isolation from any infrastructure, but it should not mean
that the devices that are part of such an ad hoc network do not have an
existing trust relationship.

The aforementioned list of conclusions is based on the need for security and pri-
vacy in ad hoc networks. Clearly, if security and privacy are not requirements,
the understanding of the operational mode in isolation can mean total isolation
from any kind of infrastructure during the entire lifetime of all devices that are
part of such an ad hoc network. Obviously, if network security is not guaran-
teed, the functionality of the ad hoc network can be compromised by a small
number of malicious devices, as mentioned in Section 2.2. Moreover, according
to the identity-anonymity paradox presented in the Section 3.3, there are no
privacy guarantees in the absence of trusted identifiers.

3A trust third party can certainly be a device deployed in the ad hoc network, but since it has
a special and unique role for the functionality of the network, we refer to it as part of the network
infrastructure.
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3.5 Trusted Identification and Unlinkability

One intrinsic problem of long-term trusted identifiers is the linkability between
different shows of the same identifier, i.e., if the same identifier is presented
several times, it is possible to profile the different locations and instants of
the appearances of such identifiers. Thus, preventing the linkability of distinct
appearances of long-term trusted identifiers is a privacy issue.

The solution is to turn long-term trusted identifiers into short-term trusted
identifiers that have the functionality of transaction pseudonyms. There are
basically two different strategies for achieving both unlinkability and trusted
identification based on that solution: the trusted third party issues a chain
of one-time only certificates instead of only one long-term certificate; or a sin-
gle long-term certificate is issued and this certificate is used to generate other
short-term certificates that are unlinkable between each other and also unlink-
able to the long-term identifier. A basic problem of such solutions is how to limit
or how to make it possible to detect if a device uses more than one certificate
at a single instant of time. Hence, it must be possible to prevent such mecha-
nisms to be used to launch Sybil attacks. In Chapter 5 we further discuss this
problem, present existing solutions, and introduce a framework for providing
trusted identification, unlinkability between identifiers and detection of Sybil
attacks.

3.6 Summary

In this chapter the relationship between the absence of trusted identifiers in an
ad hoc network and the Sybil attack have been presented. Countermeasures
to Sybil attacks were listed and the disadvantages of the absence of trusted
identifiers were enumerated. The intrinsic relationship between the need for
trusted identifiers and the provisioning of anonymity was introduced and such
a relationship was called the identity-anonymity paradox. Finally, a linkability
problem regarding long-term trusted identifiers and the profiling of multiple
appearances of such long-term identifiers was presented. Some solutions for
the problem of linkability of long-term identifiers and the risks created by such
solutions regarding the deployment of Sybil attacks were briefly listed.

In the following chapter, the requirements for security and privacy in ad hoc
networks regarding the need for protection against Sybil attacks and the dif-
ferent categories of privacy-friendly identifiers are reviewed. Moreover, a set of
requirements for anonymous communication mechanisms in ad hoc networks
is introduced.
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This chapter reviews the requirements for security and privacy in ad hoc net-
works. Most of the requirements listed in this chapter were already mentioned
in Chapters 2 and 3. The objective of this chapter is to outline the security
and privacy requirements that are the basis for the design of privacy-friendly
identifiers and for defining the trade-offs between the offered degree of anony-
mity and the network performance parameters, such as end-to-end delay, for
anonymous communication mechanisms that are suitable for ad hoc networks.
The former objective is further discussed in Chapter 5, and the latter objective
is the focus of Chapters 6, 7, and 8 through the Chameleon protocol. The re-
mainder of this chapter is divided in two sections: the first section outlines the
network security requirements in ad hoc networks and the last section sum-
marizes the privacy requirements for anonymous communication mechanisms
and privacy-friendly identifiers.

4.1 Security Requirements

In general, the security requirements for ad hoc networks are the same for net-
works connected to an infrastructure in terms of data confidentiality, integrity
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and availability. This section focuses on the security requirements that are
specific to ad hoc networks and are relevant for designing and constructing of
privacy-friendly identifiers and for setting up the foundations for the deploy-
ment of anonymous communication mechanisms.

Ad hoc networks were, in Section 2.1.2, categorized in three distinct groups
regarding assumptions on the availability of external services and the condi-
tions of such availability: intermittently connected to an established infras-
tructure, one or more privileged devices in the ad hoc network, and fully inde-
pendent and self-organized ad hoc networks. This classification was reapplied
in Section 2.3 in the context of the way identifiers are generated, obtained, and,
eventually, transferred in such networks.

The importance of such classification is related to the need of trusted iden-
tifiers and the source of such identifiers. Trusted identifiers are required in ad
hoc networks for the detection and prevention of Sybil attacks [Douceur, 20021,
as concluded in Section 3.4. The detection and prevention of Sybil attacks is
fundamental for achieving both network security and privacy, since Sybil at-
tacks can be used both as a general attack vector to disrupt services running
in an ad hoc network, such as routing, and to poison anonymity sets with Sybil
identifiers, as presented in Chapters 2 and 3. Therefore, trusted identifiers are
a security requirement in ad hoc networks.

Yet another conclusion from Section 3.4 is that trusted identifiers are ob-
tained from trusted devices. Therefore, from the three possible sources for
identifiers listed in Section 2.3, only the first two sources can provide trusted
identifiers and, thus, the detection and prevention of Sybil attacks. These two
sources are: ad hoc network devices that are intermittently connected to an es-
tablished infrastructure, which host one or more issuers of trusted identifiers,
and ad hoc networks with one or more privileged devices that can issue trusted
identifiers to other devices.

In conclusion, trusted identifiers are needed, and such identifiers can be ob-
tained either from ad hoc network devices that are intermittently connected
to an established infrastructure, which host one or more issuers of trusted
identifiers, or ad hoc networks with one or more privileged devices that can
issue trusted identifiers to other devices. The detection and prevention of Sybil
identifiers are not guaranteed for fully independent and self-organized ad hoc
networks.

4.2 Privacy Requirements

The privacy requirements for ad hoc networks can be divided into requirements
for anonymous communications mechanisms and requirements for privacy-
friendly identifiers. This section is therefore divided in two parts: the first dis-
cusses general recommendations for anonymous communication mechanisms
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and the second summarizes the requirements for privacy-friendly identifiers
assuming that the aforementioned security requirements are fulfilled, i.e., that
a trusted authority exists and it is able to issue trusted identifiers.

4.2.1 Anonymous Communication Mechanisms

Considering the characteristics of ad hoc networks presented in Sections 2.1
and 2.2, it is possible to list some general recommendations for anonymous
communication mechanisms in ad hoc network environments in terms of ano-
nymity properties, fairness, network performance, network architecture, mo-
bility, and scalability. An anonymous communication mechanism shall [Ander-
sson et al., 2005b]:

* provide strong anonymity properties — the anonymous communication
mechanism shall provide adequate privacy protection against malicious
users, such as local and global attackers;

* fair distribution of workload among the participating devices — no partic-
ipating device should be required to spend more resources, such as com-
putational, network or battery resources, than others devices to obtain
the same quality of service, regarding the level of privacy obtained. Nev-
ertheless, incentives should be given to devices that accept an dispropor-
tional share of the total workload;

* provide acceptable performance — the anonymous communication mech-
anism should avoid, for instance, unnecessary data transmissions in the
wireless interface, to save the battery power drained by such process, and
minimize the use of expensive or complex cryptographic operations, in
terms of required computational power;

* employ a peer-to-peer model during its operational phase — following the
characteristics of ad hoc networks presented in Sections 2.1 and 2.2, ad
hoc networks should work independently of online services that are con-
stantly reachable and available. Thus, a peer-to-peer service model is
more adequate for anonymous communication mechanisms in ad hoc net-
works;

* handle a dynamic topology — in an ad hoc network, nodes might un-
predictably enter or leave the network. Such behavior might certainly
impact the functionality and performance of anonymous communication
mechanisms that set paths in the ad hoc network. An anonymous com-
munication mechanism that is designed for such networks, shall be able
to handle a dynamic topology with minimum impact on the users’ privacy
and network performance, and;
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* provide good scalability — the anonymous communication mechanism
shall work regardless the number of participating devices.

The items in the aforementioned requirement list are orthogonal since each
item of the list addresses a specific objective of an anonymous communica-
tion mechanism designed for ad hoc networks. However, some of the require-
ments might conflict with others, depending on the resources used to imple-
ment them, e.g., privacy protection against global observers usually requires
the use of dummy traffic, which reduces the amount of user data transmitted
per packet in the ad hoc network, and thus, reducing the overall performance
of the network.

Even though the items in the list are orthogonal, it is not possible to affirm
that all items have the same weight in the evaluation of an anonymous commu-
nication mechanism. Different application scenarios have different acceptable
trade-offs regarding the aforementioned list of recommendations. Thus, the
aforementioned list should not be used for evaluation purposes without a close
inspection of the application scenario on which the anonymous communication
mechanism is going to be deployed.

4.2.2 Privacy-Friendly Identifiers

The main requirements for privacy-friendly identifiers is that they need to be
constructed to provide unlinkability between different shows by a specific user.
Such functionality can be achieved with either short-term or long-term trusted
identifiers issued by a trusted third party, such as a certification authority.
Privacy-friendly short-term identifiers are, for instance, chains of unlink-
able one-time only unique certificates, i.e., certificates that should be used only
once, that are discarded after being used. The main advantage of short-term
identifiers is the simplicity of the solution. A device just needs to obtain such
chains from a trusted third party and request more certificates every time it
runs out of identifiers. However, the disadvantages are threefold. First, a de-
vice needs to store and manage the chain of one-time only certificates. Second,
every time it runs out of certificates the device needs to contact a trusted third
party, which might not be always available. Third, it might allow the use of
multiple certificates at once. The last disadvantage can lead to the deployment
of Sybil identifiers in an ad hoc network, as presented in Section 3.5.
Privacy-friendly long-term identifiers, on the other hand, are unique and
trusted identifiers issued by a trusted third party, such as a certification au-
thority, and are expected to be used multiple times. A fundamental require-
ment for privacy-friendly long-term identifiers is that it needs to provide un-
linkability between different shows of the same identifier as discussed in Sec-
tion 3.5. An advantage of such solution is that certificates are issued only once,
during an initialization phase of the device preferably. Moreover, in such so-
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lution there is no need to contact the trusted third party after the long-term
identifier is obtained, unless for eventually reporting attacks carried out by
devices holding privacy-friendly identifiers, as further discussed in Chapter 5.
The disadvantage of such solution is that it cannot be implemented with stan-
dard X.509 digital certificates [ITUT X.509] and it requires the design of new
privacy-friendly identifiers.

Therefore, privacy-friendly long-term identifiers are preferable over privacy-
friendly short-term identifiers in ad hoc networks, since they do not depend on
the continuous presence of a trusted third party and they can also be designed
to offer protection against Sybil attacks.

4.3 Summary

In this chapter we reviewed the security and privacy requirements for ad hoc
networks, including the need of Sybil-free anonymity sets, and requirements
for privacy-friendly identifiers. We concluded that long-term privacy-friendly
identifiers are more suitable since the presence of a trusted third party is only
obligatory during the set up phase of a device. Moreover, certificate chains of
one-time short-term identifiers obtained from a trusted third party can be used
to launch Sybil attacks, if several identifiers are used at once. The chapter also
listed a set of recommendations for anonymous communication mechanisms
for ad hoc networks.

In the following chapter we will introduce a framework for providing trusted
identification, unlinkability between identifiers and detection of Sybil attacks.
We will show that short-term identifiers can be generated from long-term iden-
tifiers and it is possible to detect if a malicious device issues two or more short-
term identifiers to be used in the same application or context in an ad hoc
network.






Chapter 5

Self-Certified Sybil-Free
Identifiers

“It’s always the same fish, isn’t it?”

“I don’t know, I have trouble recognizing the fish.”
“What does the fish remind you of?”

“Other fish.”

“And what does other fish remind you of?”

“Other fish.”

Major Sanderson and Capt. John Yossarian
— Catch 22 (1961), Joseph Heller

This chapter presents a framework for the provisioning of identifiers that are
bound to a group and are Sybil-free and self-certified, i.e., they are issued and
locally signed by the device that holds it and supports the detection of devices
that issue more than one identifier in a given group. Moreover, this framework
provides unlinkability between different identifiers issued to different groups
by the same device. The objective of the chapter is to present this framework
and the self-certified Sybil-free identifiers.

The remainder of this chapter is organized in four sections. Section 5.1 out-
lines the solution and introduces the main components of the framework for
the provisioning of self-certified Sybil-free identifiers. The objective of Section
5.2 is twofold. First, it presents the basic structure of the self-certified Sybil-
free identifiers. Second, it describes the algorithms used in this framework for
generation, use, and revocation of such identifiers. Section 5.3 provides the
security analysis of such a framework. Finally, the related work and other ap-
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plications that potentially could benefit from self-certified Sybil-free identifiers
are presented in Section 5.4.

5.1 A Self-Certified Sybil-Free Framework

In this section we first define the key terms for describing the framework
around the self-certified Sybil-free identifiers. Then, we provide an overview
of the solution, the underlying assumptions, the framework objectives, and the
attacker model. The objective of the framework proposed in the chapter is to
construct sets of identifiers that provide detection of Sybil identifiers. A Sybil
identifier is defined as every i identifier generated by a single device to be
used in an instantiation or context of a given application, where i > 1, Vi € N.

The elements of the sets constructed using the framework proposed in this
chapter are privacy-friendly identifiers. Such identifiers are referred to as
privacy-friendly because two or more locally generated identifiers, issued for
distinct instantiations or contexts of a given application, are not linkable, i.e., it
is not possible for an attacker to distinguish whether two identifiers from two
distinct sets of identifiers are related or not. We refer to those sets as identity
domains in the remainder of the chapter.

5.1.1 Identity Domains

In brief, self-certified Sybil-free identifiers are pseudonyms that are bound to
one, and no more than one, identity domain. A pseudonym is an identifier of a
subject other than one of subject’s real names [Pfitzmann and Hansen, 2008].
Self-certified Sybil-free identifiers can be used in different applications and for
different tasks. Therefore, the pseudonym class will depend on the purpose of
the application. The proposed identifiers can be used as transaction pseudo-
nyms in electronic voting applications or as role pseudonyms in applications
that implement reputation schemes.

The term identity domain was coined to represent a collection of distinct
identifiers. An identity domain corresponds to the set of all possible subjects,
i.e., participating devices, of an instantiation or context of a given application.
Therefore, in the context of the self-certified Sybil-free framework, the role of
an identity domain is to define an anonymity set, i.e., a set of identifiers in
which a user is not identifiable, as presented further in the chapter.

A device has as many pseudonyms as the number of identity domains that
the device is enrolled with. An identity domain is used to uniquely specify the
application and its context, i.e., characteristics of such application in which a
set of identifiers is used, such as name, location and validity time.

Identity domains can be either secure or insecure. A secure identity domain
provides an environment absent of Sybil identifiers, while an insecure identity
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Figure 5.1: The relationship B, C A, ¥Yn € N* presented in Equation 5.1 is illus-
trated in this figure that highlights five possible subsets (B;, By, B3, B4, and Bs)
of the set A = {ay, ..., a,}. The circles represent the elements g; of the set A.

domain does not provide mechanisms for detection of Sybil identifiers. The
framework described in the chapter requires the setting of an initial secure
identity domain A, i.e., an identity domain that is free of Sybil identifiers.

The framework provides the propagation of the Sybil-freeness property of
the initial secure identity domain' A to arbitrary many (n) subsets B, of A:

B, CAVne N (5.1)

The sets B, ¥n € N* are included in a superset B. The relationship between
the sets A, B and the subsets B, is illustrated in Figure 5.1. In the set B are
included subsets of the set A, excluding the empty set (). Hence, the maximum
cardinality of the set B is:

A

B =) ('?') —2A_1 (5.2)

i=1

Pseudonyms are produced from a long-term identifier obtained from the
trusted third party. Nevertheless, pseudonyms generated for different sets B;
are unlinkable and are only valid for the set B; that they were created for. These
locally produced unlinkable identifiers are called self-certified Sybil-free pseu-
donyms, since the pseudonyms are issued by the device that will own them,
and they allow the detection of Sybil identifiers in an identity domain. These
pseudonyms are further presented in Section 5.1.3.

The aforementioned context of an identity domain is used to uniquely iden-
tify distinct identity domains. The context of an identity domain, z, is defined
by the device that creates the identity domain, i.e., the domain initiator. Any
device can create new identity domains and be a domain initiator. The z infor-
mation is used as a unique identifier.

IThe term propagation is used in this dissertation to indicate that one or more properties from
a given set are being passed along to subsets obtained from the original set.
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<ctx>
<applicat> Application Name <\applicat>
<valid_fr> 2009-03-07 12:00 GMT <\valid_fr>
<valid_to> 2009-22-06 12:00 GMT <\valid_to>
<location> SE65188, KAU, Sweden <\location>
<rand_non> 0F59765E74D3E67C1A2E <\rand_non>
<init_pbK> Public Key <\init_pbK>

<\ctx>

Figure 5.2: Example of a context information z. This hypothetical z information
has 6 fields: the application name, starting time, expiration time, the location,
and a random nonce, which is used to increase the entropy of the context infor-
mation to prevent accidental collisions of identity domain identifiers, and the
public key associated with the identity domain initiator’s self-certified pseudo-
nym generated for this identity domain.

The context information z of an identity domain should specify the unique
characteristics of such set, e.g., validity time, purpose, and application. Thus,
some identity domains can be either short-lived or long-lived, depending on
the validity time set to the identity domain. For instance, the lifetime of an
identity domain used for an election is limited to a couple of hours or days, and
thus, is a short-lived identity domain. Long-lived identity domains, such as an
identity domain of a discussion group, are not limited in their lifetime. As a
heuristic?, the context information z of an identity domain should follow some
kind of URI-like (Uniform Resource Identifier) scheme, since this is a de-facto
standard that provides a simple and extensible means for identifying resources
in a network environment [Berners-Lee et al., 2005]. Moreover, a short-lived
identity domain with context information z must include the identity domain’s
validity time. Long-lived identity domains do not have a limited validity time.

The context information may contain a user-friendly name for the identity
domain and other information, such as the public key of the domain initiator, or
a contract that all users who join the identity domain should agree on. From a
practical point of view, there is no limit on the size of z. It can be hashed down
to a constant size value before being used in the cryptographic algorithms.
Appending the hash to the validity time makes the uniqueness of zindependent
from the collision resistance of the hash function. Figure 5.2 illustrates an
example of a context information z written in XML. Moreover, the uniqueness
of the domain identifiers can be guaranteed under three conditions:

* a device must keep a list of all identity domains that it belongs to and
removes records from the list only if the corresponding identity domains
have expired. Only short-lived identity domains can expire. Identity do-

2A heuristic is a set of rules or hints to aid discovery or invention [Chalmers, 1999].
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mains are identified according to their context information z

¢ a device must only join identity domains once and such identity domains
must have a valid z information, i.e., that have not yet expired. Thus,
a device must check its list of identity domains that it belongs to before
producing a new self-certified Sybil-free pseudonym. This is required to
prevent honest devices to be lured to produce more than one pseudonym
for an identity domain. Producing more than one pseudonym for an iden-
tity domain can be confused with an attempt to deploy Sybil identifiers
and can eventually result in the identification of the device;

* a device must not turn back its clock. Turning back the clock could result
in a device joining an expired identity domain since such expired iden-
tity domain might be valid again from the perspective of the device that
turned back its clock. Joining an expired identity domain can result in a
device producing more than one pseudonym for that identity domain, if
it had joined before and later removed it from its list of identity domains
that it is part of. Moreover, joining an expired identity domain can also
result in the degradation of privacy properties since the set is reduced to
the device that joined the expired domain and eventually, an attacker.

There is no theoretical limit for the number of identity domain identifiers
z that can be associated to a set B;. If the set Z = {z,..., 7} is defined as the
set of all possible identity domain identifiers, it is possible to affirm that there
exists a surjective function f that relates the set Z to the set B of all possible
subsets of A, i.e., for every element b = B; of the codomain B, there is at least
one element z of the domain Z such that f(z) = b. Thus:

f:Z—>B (5.3)

The function f is surjective since one element of the set B, Bj, can have one
or more identity domain identifiers z associated with it. This function is illus-
trated in Figure 5.3. For instance, two different applications, each one with its
own zidentifier, can have as clients the same set of identifiers B;. The unlinka-
bility property provided by the self-certified Sybil-free pseudonyms guarantees
that it is not possible for any observer to associated the elements of the set Z to
the elements of the set B, or affirm that two elements of the set Z are associated
with a same element of the set B, as further presented in Section 5.1.3.

The identity domain initiator does not need to be trusted by the other de-
vices. Thus, any device (or several devices) can initiate an identity domain.
Nevertheless, a trusted third party can assume the role of identity domain ini-
tiator for some applications in which the domain initiator ideally should not or
must not be part of the identity domain, such as a voting application.

The identity domain initiator does not possess any control over the devices
that join the identity domain, and cannot prevent any other device from joining
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Figure 5.3: This figure represents the function f : Z — B presented in Equa-
tion 5.3. Every identity domain identifiers z, i.e., the elements of the set Z, is
associated with one or more elements B; of the set B.

it. Moreover, any device can disseminate the context information z to other de-
vices that may or may not join this identity domain. Furthermore, the identity
domain initiator cannot arbitrarily tear down an identity domain once it had
been created, and, thus, this identity domain will remain existing until it is
has reached its validity time, if any.

The integrity of the context information zis kept by signing it using the tem-
porary public key generated associated with the domain initiator’s self-certified
pseudonym, which is part of the context information z The signature is ap-
pended to the context information. In any case, changing the parameters of a
context information z means, in practice, to setup a new identity domain.

5.1.2 Membership Certificates and Trusted Third Party

Access to the trusted third party, such as a certificate authority, is required only
for acquiring a membership certificate g from which self-certified Sybil-free
pseudonyms are produced from. The set of all issued membership certificates
is referred to set A = {ay, ..., an}, where nis equal to the number of unique de-
vices that acquired a membership certificate from a trusted third party. Thus,
the trusted third party is used for establishing the initial Sybil-free identity
domain A.

A user that wants to benefit from self-certified Sybil-free pseudonyms first
enrolls with a trusted third party to acquire exactly one unique membership
certificate a;, where i € N*. A membership certificate is used for issuing m dis-
tinct self-certified Sybil-free pseudonyms for arbitrarily many m distinct iden-
tity domains as further clarified in Section 5.1.3. Moreover, these generated
pseudonyms cannot be linked back to the membership certificate that was used
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to produce them, not even by the trusted third party.

5.1.3 Self-Certified Sybil-Free Pseudonyms

Every self-certified Sybil-free pseudonym is bound to an identity domain, thus,
each device can have at most one self-certified Sybil-free pseudonym per iden-
tity domain. Therefore, if a device with membership certificate a joins a set X
of distinct identity domains identifiers z, where X C Z, there exists a bijective
function g(x), i.e., a one-to-one correspondence, that relates the set X to a set
P = {ps,..., pn} of self-certified Sybil-free pseudonyms generated by this device
such that g(x) & p for p € P and x € X. The bijective function g(X) is presented
in Equation 5.4 and illustrated in Figure 5.4.

g: X P|XcZ (5.4)

Moreover, all possible identity domain identifiers are bound to distinct sets
of pseudonyms Q;. The elements of a set Q; are self-certified Sybil-free pseu-
donyms p; generated from distinct membership certificates a;. Since the self-
certified Sybil-free pseudonyms are unique, the intersection of any two sets Q
and Q; is always the (empty) set @, as long as i # j. Therefore, the union of all
sets Q; must contain all self-certified Sybil-free pseudonyms. This union set of
subsets Q; is referred to as set Q:

n

Q= U Q' wheren=|Z| and (5.5)

Figure 5.4: This figure represents the function g : X & P| X C Z presented
in Equation 5.4. It illustrates that each identity domain z that a given device
joins there is one, and only one, pseudonym p associated with it.
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QNQj=@|i#]VijeN (5.6)

The cardinality of the set Qis equal to the cardinality of the set Z since there
is a set Q for every identity domain identifier z. Furthermore, there exists a
bijective function h that relates the set Z to the set Q such that h(z) < Q;. Thus:

h:Z-Q hl1:Q-z (5.7)

The composition (h™* o f) of functions h™* (Equation 5.7) and f (Equation
5.3) is a surjective function that relates the set Q, whose elements are sets Q
of self-certified Sybil-free pseudonyms, to the set B of all possible subsets of the
initial secure identity domain A. Thus:

hlef:Q—>B (5.8)

Each subset Q; of set Q can be mapped to one set B;. In addition, a set B;
corresponds to one or more elements of the set Q. Moreover, assuming that a
device that possess a membership certificate generates at most one pseudonym
per identity domain identifier z, each element of a subset Q; has a one-to-one
mapping to the elements of a set B;.

Moreover, if we consider only the produced self-certified Sybil-free pseu-
donyms, i.e., the pseudonyms that were so far generated by all participating
devices for all existing identity domains, there exists a set Q' C Q of all pos-
sible sets Q/ that contain all generated pseudonyms. Naturally, the set Q" is
equal to the union set of all sets P; containing all the generated pseudonyms
from distinct membership certificates a; € A:

m

n
Q= U Q= U P, wheren=zland m=|A (5.9)

i=1 j=1

The self-certified Sybil-free pseudonyms are produced through a mecha-
nism of self-certification. This mechanism uses different cryptographic build-
ing blocks and primitives, such as anonymous credentials and group signa-
tures, for generating an arbitrary number of pseudonyms from one initial iden-
tifier, the membership certificate a;, which is obtained from a trusted third
party.

The aforementioned membership certificates are required for the bootstrap-
ping of the initial Sybil-free domain as presented in Section 5.1.2. The gen-
eration of the self-certified Sybil-free pseudonyms also produces a certificate
cerfa,) associated with the self-certified Sybil-free pseudonym that has the fol-
lowing uses:

* to bind a freshly generated public key to the self-certified Sybil-free pse-
udonym. This operation is similar to the binding of public keys to X.509
certificates [ITUT X.509];
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¢ to verify the self-certified Sybil-free pseudonym and its binding to the
aforementioned public key, and;

* to disclose the device identifier obtained from the trusted third party and
revocation of its certificates, if this device creates more than one self-
certified Sybil-free pseudonym, and, thus, more than one certificate, for a
given identity domain z

Periodic n-times spendable e-tokens [Camenisch et al., 2006] are used as a
base for the instantiation of the self-certified Sybil-free pseudonyms described
in this chapter. Nevertheless, there are other cryptographic primitives that
can be used to create such pseudonyms. Further details regarding the crypto-
graphic building blocks and primitives are described in Appendix A.

In the remainder of this chapter we refer to the self-certified Sybil-free iden-
tifiers as self-certified Sybil-free pseudonyms, or just pseudonyms, to simplify
the notation and also increase the accuracy of the definition.

5.1.4 Objective and Assumptions

In this section we formalize the objectives of the self-certified Sybil-free pseudo-
nyms and also summarize the assumptions. The objectives of the self-certified
Sybil-free framework are:

* to conceal the relationship between a device’s membership certificate a;
and the set P of distinct pseudonyms generated from this membership
certificate. Thus, an attacker cannot link a domain identifier z from set Z
to a specific device or find out the set X, of the enrolled domain identifiers,
associated with a device;

* to provide unlinkability between the elements p; of the set P. Therefore,
in this framework, it is not possible for any device to make explicit the
relationship between the sets Z, of zidentity domain identifiers, and B, of
all possible subsets of the secure identity domain, as long as B; C A%, and;

* to prevent the deployment of Sybil identifiers in a set Q; of pseudonyms.
Therefore, the owner of a membership certificate a € Ais allowed to have
one, and only one, pseudonym p in a set Qj, i.e., per identity domain z.
If there is more than one pseudonym p associated only one membership
certificate a € A, it must be possible to detect it.

Regarding the assumptions, parts of them were already presented in Sec-
tion 5.1.1. In this section, these aforementioned assumptions are summarized
and complemented. The self-certified Sybil-free framework assumes that:

3For the case B; is equal to A, it is possible for an attacker to affirm that every element of A is
represented in the set Bj, and, thus, is possible to link B;j to a zidentity domain identifier. In any
case, the anonymity set remains being the set A.
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* atrusted third party is able to establish the initial secure identity domain
A by distributing no more than one membership certificate per participat-
ing device, i.e., to setup an identity domain absent of Sybil identifiers;

¢ the identity domain identifiers z are unique, and a participating device
keeps a list, i.e., the set X, of all valid, i.e., non-expired, identity domains
that it had joined. Short-term identity domains X that had expired must
be removed from the set X. Furthermore, a device must not turn back its
clock, and,;

¢ all devices are capable of performing the necessary cryptographic func-
tions mentioned in Section 5.2.

5.1.5 Attacker Model

In the context of the self-certified Sybil-free framework, a malicious user has
the following objectives:

¢ for a given identity domain, with an identity domain identifier z, where
Z € Z, an attacker wants to deploy multiple Sybil identifiers in the set Q;
of pseudonyms that is associated with z and remain undetected, i.e., the
result of this operation should not be noticeable to the other devices that
also joined the identity domain z. Therefore, an objective of the attacker
is to turn the function g, in Equation 5.4, into a non-injective and surjec-
tive function ¢, i.e., there are one or more generated self-certified pseu-
donyms by a single membership certificate g that can be mapped to an
identity domain identifier z Thus, the attacker objective is to construct
the surjective and non-injective function g’ and remain undetected:

g:P->X|XeZ (5.10)

¢ identify a relationship between two self-certified Sybil-free pseudonyms,
pi and pj, that are associated with two different identity domains, z and
z;. The objective of the attacker is to verify if those two pseudonyms were
generated from the same membership certificate a;

¢ identify relationships between two identity domains 7z and z; to verify if
there exists an overlap between the sets B; and B; that are associated with
these identity domains. Thus, the objective of the attacker is to obtain the
function f(2) — B;, presented in Equation 5.3;

® lure a device with a membership certificate a to generate more than one
self-certified Sybil-free pseudonym for an identity domain z. Thus, the
objective of the attacker is to convince an honest device to construct the
surjective and non-injective function g’ presented in Equation 5.10. Thus,
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the malicious user can compromise the anonymity properties of such hon-
est user, as presented next in Section 5.2;

¢ partition an identity domain z A malicious device can provide partial in-
formation regarding the members enrolled in an identity domain z. Such
an attack is particularly harmful for some applications, such as anony-
mous communication protocols, since it can be used to decrease the car-
dinality of the anonymity set, i.e., the identity domain z This attack is
further explained in Section 5.3.3.

As a general assumption regarding the attacker model, we assume that the
attackers are able to eavesdrop all communication data being exchanged be-
tween the participating devices. A limitation of the attacker that is connected
to the aforementioned assumptions presented in Section 5.1.4 is that the at-
tacker is allowed to have at most one membership certificate a.

5.1.6 Notation

In this section we summarize the aforementioned notation used in this section
and introduce some new notation that is useful and more precise for describing
the mechanisms used for the setup of the self-certified Sybil-free framework.
The characteristics of the self-certified Sybil-free framework were so far de-
scribed using sets and set theory. The six sets used are summarized here:

* Ais the set that represents the secure identity domain whose elements
are the n membership certificates a that were issued by the trusted third
party. Thus, A= {ay,...,a,}, where n € N*;

* Bis the set of subsets Bj constructed from the set A and, thus, B C A, and
Bi € B, Vi € N*. The elements of a subset B; are membership certificates a;;

* Z is the set of identity domain identifiers z. An identity domain identi-
fier is a unique information that is associated with an identity domain.
The elements of the set Z = {z,...,7,}, where n € N* are identity domain
identifiers z, such as there is a one-to-one relationship between an iden-
tity domain and an identity domain identifier z. Moreover, there exists a
surjective and non-injective function f that associates an element of the
set Z to an element of the set B, such that f : Z — B;

* Qis a set of subsets Q;, where Q; are sets of all possible self-certified Sybil-
free pseudonyms that are produced by distinct membership certificates a;,
i.e., the elements of Q; are pseudonyms generated by distinct devices. For
each element of Q, i.e., a subset Q;, there exists a bijective function h that
associates it with an identity domain identifier z, such that h: Z & Q.
Moreover, the cardinality of a set Q;, |Qil, is bounded by the cardinality
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of the set A, such that |Q;| < |Al. Moreover, the set Q is the set of all the
generated, in contrast to all possible, self-certified Sybil-free pseudonyms;

e X is a subset of Z, X C Z. A set X is associated with a single device,
i.e., to a single membership certificate. It is used to indicate the identity
domains that were joined by this device. Thus, the elements of the set
X = {X3,..., %} , where n € N*, are the identifiers of the joined identity
domains z

* Pis a set of self-certified Sybil-free pseudonyms produced by a device to
the set X of identity domains that it is part of. Thus, there exists a bijec-
tive function g that maps the elements of the domain X and the codomain
P, such that g : X & P. Moreover, the elements of P = {ps, ..., pn}, where
n e N*, are unique and the union set of the all sets P is equal to the set Q'.

There are just two types of entities that are part of the presented frame-
work: a trusted third party that issues the membership certificates g, and the
devices that receive those membership certificates. The information regard-
ing the possible roles that these entities may play in the framework, and if
they are assumed to be trusted or not by the other participating devices, are
summarized in Table 5.1.

The generation of a self-certified Sybil-free pseudonym p ), which is pro-
duced by a device that possess the membership certificate a, a € A, to the iden-
tity domain identified by z, z € Z, also produces a new public key pka, and a
certificate certy, that links this public key to the produced pseudonym.

Section 5.2 details the mechanisms used in the presented framework for
issuing the self-certified Sybil-free pseudonyms and detecting Sybil identifiers
in a given identity domain. The base for the instantiation of the self-certified
Sybil-free pseudonyms are the periodic n-times spendable e-tokens [Camenisch
et al., 2006]. Section 5.2 also highlights the similarities and differences be-
tween the self-certified Sybil-free pseudonyms and the periodic n-times spend-
able e-tokens. Table 5.2 provides a summary of the notation used in this
chapter and the equivalent notation used in the periodic n-times spendable

Table 5.1: A summary of framework entities and their possible roles. The role
of a verifier is further discussed in Section 5.2. The trusted third party can also
be a domain initiator, but since this is a special case, it is not listed in the table.

Framework entities l Trusted l Possible assigned roles

trusted third party yes issuer of membership certificates
participating devices | no user, verifier, or domain initiator
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Table 5.2: The relationship between the notation used to detail the self-certified
Sybil-free framework and the notation used in [Camenisch et al., 2006]. The
identity domain identifiers are also included in this table for the sake of com-
pleteness, even though there is no equivalence for the identity domain identi-
fiers in [Camenisch et al., 2006]. Therefore, the last row is illustrated spanning
both columns to emphasize this point.

Notation used in this dissertation L Notation in [Camenisch et al., 2006]
membership certificate a, ac A e-token dispenser D

newly generated public key pka, | message m

pseudo-random pseudonym pP(az) serial number S

pseudonym certificate cerfa) transcript v

trusted third party issuer 7 of e-token dispensers
identity domain identifier z, ze Z

e-tokens. Even though this chapter could have used basically the same termi-
nology of the periodic n-times spendable e-tokens, such a terminology is not
didactic to present the self-certified Sybil-free pseudonyms, and, thus, we had
defined such a more intuitive notation. Nevertheless, the terminology used in
the periodic n-times spendable e-tokens is also partially used in Section 5.2 to
introduce the algorithms used in the e-token based signature scheme. A self-
certified Sybil-free pseudonym is implemented as the tuple (pseudo-random
pseudonym, pseudonym certificate, newly generated public key).

5.2 k-Spendable E-Tokens and Algorithms

The pseudonym certificates are created using a special signature scheme orig-
inally introduced for periodic n-times spendable e-tokens [Camenisch et al.,
2006]. In such a proposal, sensors spend e-tokens whenever they report some
data. Yet, it is only possible to compute k different e-tokens per time period.
Consequently, the sensors can anonymously file at most k reports per previ-
ously specified time period. Otherwise if a sensor spends an e-token twice, all
other participants can compute the sensor’s identity from these two e-token
show transcripts 7. While k-spendable e-tokens provide the necessary main
functionality for the self-certified Sybil-free framework, the periodic n-times
spendable e-tokens solution is adapted in several ways. These adaptations are:

¢ while the show protocol is interactive in [Camenisch et al., 2006], the
self-certified Sybil-free framework has a non-interactive publicly verifi-
able show protocol for signature verification;

¢ in the self-certified Sybil-free framework a newly generated public key is
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bound to the e-token show. This fresh public key replace the message m
that is signed in [Camenisch et al., 2006];

¢ instead of time periods used in [Camenisch et al., 2006], the self-certified
Sybil-free framework limits the number of generated e-tokens per iden-
tity domain z. An identity domain may also have a validity period, in the
case of a short-term identity domain. Moreover, it may also have other
parameters that identify it, as presented in Section 5.1.1, and,;

¢ the self-certified Sybil-free framework uses a version of the protocol op-
timized for k = 1, i.e., at most one self-certified Sybil-free pseudonym is
produced for a given identity domain. If more than one pseudonym is
generated for a given identity domain from a given membership certifi-
cate a € A, then it is possible to identify such a malicious user.

The first two properties are obtained by applying the Fiat-Shamir heuristic
[Fiat and Shamir, 1987], a cryptographic trick that turns certain interactive
identification protocols into signature schemes. The Fiat-Shamir heuristic is
briefly explained in the Appendix A. Instead of a time period t, the self-certified
Sybil-free framework uses an arbitrary identifier domain identifier z The value
z can be understood as an identification of the context in which a signer is
allowed to sign only once.

5.2.1 Algorithms

The e-token based signature scheme consists of eight algorithms: IKg and UKg,
which are used to produce public and private key pairs; Obtain, which is used
to request a membership certificate; Issue, which is used to issue a member-
ship certificate; Sign, which is used to generate self-certified pseudonyms; Ver-
ify, which is used verify the validity of a pseudonym; Identify, which is used
to identify a device that generates multiple pseudonyms to a given identity
domain and; Revoke, which is used by the trusted third party to revoke a mem-
bership certificate.

These algorithms are executed by the entities that are part of the self-
certified Sybil-free framework: the trusted third party, which is the issuer J
of e-token dispensers, and the devices that own a membership certificate or
are requesting one. Moreover, the algorithm Verify can be executed even by
devices that do not possess a membership certificate, and just monitor an iden-
tity domain to detect the presence of Sybil identifiers, i.e., the aforementioned
verifiers. The algorithms are introduced using the notation of the periodic n-
times spendable e-tokens. Further details regarding the algorithms used in the
self-certified Sybil-free framework are presented below:

e [Kg(1) and UKg(1%, pk;) — these two algorithms are used to create the is-
suer’s, i.e., the trusted third party’s, public and private key pair (pkz, skr),
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and the user’s, i.e., a device’s, public and private key pair (pk,, sky), re-
spectively. The value k is the security parameter, where k is in unary, and
1¥ denote the unary representation of integer k [Goldwasser et al., 1988];

e Obtain(pks, sky) and Issue(pks, skr) — these two algorithms are related
and define a protocol between a user and the e-token issuer 7, i.e., the
trusted third party. The algorithm Obtain is executed by a user, while
the algorithm Issue is executed by the trusted third party. At the end of
this protocol, the user obtains an e-token dispenser D, i.e., a membership
certificate a, that can be used to create one e-token based signature per
identity domain identifier z. The trusted third party stores the public key
pks of the user and the revocation information r, under the user’s identity;

¢ Sign(m, D, pkr,2) — a user produces an e-token from dispenser D for the
identity domain z to sign a message m, i.e., a fresh public key pka,. The
outputs of this algorithm are: a token serial number S, i.e., a pseudo-
random pseudonym, a transcript 7, i.e., the pseudonym certificate, and an
updated e-token dispenser I’. The triplet (m, S, 1), i.e., (PKa2), Paz, Certay),
corresponds to a self-certified Sybil-free pseudonym generated for an iden-
tity domain z

® Verify(m S,t, pkr,2) — this algorithm is designed for checking that the
pseudo-random pseudonym S and the pseudonym certificate r, were cre-
ated by a valid e-token dispenser D to sign a message m for the identity
domain identifier z

e Identify(pkr,S,7,7/,mm’) — given two records of self-certified Sybil-free
pseudonyms (S,7) and (S, 7’), created by a dispenser D when signing two
different messages mand nY, m# nv, for the same identity domain identi-
fier z the algorithm Identify computes the public key pk, of the owner of
the e-token dispense D. Thus, if a device generates more than one public
key and, thus, more than one public key certificate, i.e., more than one
pseudonym, for a given identity domain identifier, it is possible to com-
pute the public key pk, that was used by this device when requesting its
e-token dispenser D, i.e, its membership certificate, to the issuer 7 and;

* Revoke(skr, pkr,rp) — takes as input the issuer’s public and private key
pair (pkr, skr) and the revocation information rp that is related to a par-
ticular user (see the Obtain algorithm). The Revoke algorithm outputs
an updated issuer public key pk;. The dispenser D is revoked and can no
longer be used to create signatures that verify this updated issuing key.

In the rest of the chapter, it is assumed that all participating devices use
the most up-to-date issuer’s public key pk; for signing and verification. Such
assumption is a common assumption regarding security systems that require
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a trusted third party. Further details regarding the cryptographic construction
can be found in Appendix A and in [Camenisch et al., 2006].

5.2.2 Instantiation Based on E-Token Signatures

This section describes how to implement Sybil-free self-certified pseudonyms
using e-token signatures. The interaction model of the self-certified Sybil-free
framework consists of two distinct phases.

The first phase is related to the request of membership certificates a from a
trusted third party from devices that want to benefit from self-certified Sybil-
free pseudonyms. The objective of this phase is to setup a secure identity do-
main A. Thus, this first step is referred to as the setup phase.

In the second phase, the devices that possess a membership certificate ae A
can buildup identity domain identifiers z € Z and issue self-certified Sybil-free
pseudonyms for a set X C Z of identity domains. Thus, the second step, which
is named the operation phase, includes two important tasks referred to as: the
identity domain buildup task and the pseudonym generation task.

Setup Phase

The setup phase involves the participating devices and one issuer 7, i.e., the
trusted third party. The objective of this step is to set the secure identity do-
main A. In the set A, every device has one, and only one, membership certifi-
cate.

First, the trusted third party 7 generates an e-token issuing public and
private key pair (pkr, skr) using the algorithm IKg. A device that wants to
acquire a membership certificate creates a public and private key pair (pk,, sk,)
using the algorithm UKg. The public part of the device’s key pair, pks, is sent
to the trusted third party 7 using a secure channel and it is authenticated
under the device’s identity for setting up the Sybil-free identity space. In turn,
the trusted third party 7 and the device that generated the public and private
key pair (pk,, sky) interact using the protocol Obtain(pks, sky) and Issue(pks, Skr).
The result of this process is that the device obtains an e-token dispenser D,
i.e., a membership certificate a.

Operation Phase

In this phase, any participating device with a membership certificate device
may create an identity domain identifier z Moreover, participating devices
may join such an identity domain and, thus, issue self-certified Sybil-free pse-
udonyms that are associated with one, and only one, identity domain. The
operation phase consists of four steps, where users may take different roles.
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Table 5.1 summarized the roles that may be assigned to a participating device.
The steps are as follows:

i

setting up new identity domain identifiers z— any participating device
may set up a new identity domain, i.e., publish a unique identity domain
identifier ze Z. A device that publishes a new identity domain identifier is
referred to as an identity domain initiator. As presented in Section 5.1.1,
the identity domain initiator does not have any control over the devices
that join the identity domain and its set up, and it cannot arbitrarily tear
down an identity domain once it is created;

ii. generation of self-certified Sybil-free pseudonyms — registration at an

iii.

iv.

identity domain is done using the triplet (pkaz), Pay, Certay), i.e., a fresh
generated public key, a pseudo-random pseudonym, and a pseudonym cer-
tificate. The triplet corresponds to the self-certified Sybil-free pseudonym
and it is generated following the procedure presented below:

(a) the device with a membership certificate a wants to certify a new
application specific, i.e., specific to an identity domain z, and hitherto
uncertified public and private key pair, (pka), Ska ;) and;

(b) the device creates a pseudo-random pseudonym p(,, for a given iden-
tity domain identifier z using the e-token to sign the new application
specific public key pka,. The Sign(pkaz,a, pkr,2) algorithm outputs
an e-token-based signature (S,7). The e-token’s serial number S is
used as the pseudo-random pseudonym p.; and the transcript 7 is
used as the pseudonym certificate cert, ), as presented in Table 5.2;

verification of self-certified Sybil-free pseudonyms — every device can ver-
ify the correctness of the pseudonym certificate ceriy, using the algo-
rithm Verify(pKaz), P@az), CeMaz), PKr, 2). The uniqueness of the pseudonym
can be checked by comparing the pseudo-random pseudonym p(; with
the pseudo-random pseudonyms of the other pseudo-random pseudonyms
produced for the same identity domain z

identification of misuse and revocation — by executing the algorithm Iden-
tify, it is possible to extract the public key pk; that is associated with
the membership certificate a, of a device from two self-certified Sybil-
free pseudonym registrations (Pkaz), Paz» Ce.rt(az)) and (plq&z): Plag: Cert{gz))
if pay = Play) and pkay # P a2)" The underlying cryptographic foundation
assures that all pseudo-random pseudonyms produced for a same identity
domain z using the same membership certificate a are identical. The al-
gorithm Identify(pkr, Pz, Celfazy), cert, . PKaz), P a*Z)), outputs the public
key pky. The membership certificate a can be revoked by the trusted third
party using the algorithm Revoke. Nevertheless, a device that issues the
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same public key pka, twice for a given identity domain z is not a Sybil
attacker, since it is the same pseudonym that is being generated twice
and not a Sybil identifier.

These four steps define the operation phase of self-certified Sybil-free frame-
work. The operation phase is basically independent of a trusted third party,
which is required only to revoke membership certificates. Nevertheless, the
revocation of membership certificates can be easily postponed until the device
that detected the deployment of Sybil identifiers contacts a trusted third party.
Moreover, once detected, the Sybil identifiers can be removed from the set of
pseudonyms Q; associated with a domain identifier z

5.3 Security Analysis

The objective of this section is to provide an analysis of the security and privacy
properties provided by the self-certified Sybil-free framework. This section is
divided in three parts. The Sybil-proof and unlinkability properties of the self-
certified Sybil-free framework are assessed in the first part. In the second part,
the sharing and theft of membership certificates are discussed. The presence
of malicious identity domain initiators is analyzed in the third part.

5.3.1 The Sybil-Proof and Unlinkability Properties

The self-certified Sybil-free framework has a network security property and
a privacy-friendly property. The security property is the possibility to detect
Sybil identifiers in an anonymity set where elements of this set are devices
identified by pseudonyms produced from their long-term identifiers. The pri-
vacy property is the provisioning of unlinkability between two or more self-
certified Sybil-free pseudonyms produced from the same long-term identifier,
i.e., no observer, including the trusted third party, can associate n self-certified
pseudonyms generated for different n identity domains to the same member-
ship certificate a.

The Sybil-Proof Property

The cryptographic properties of e-token signatures ensure that for each valid
membership certificate a there can exist only one unique pseudo-random pse-
udonym P ;) per identity domain identifier z, as seen in Section 5.2. However,
as there is no inherent trust in any other device that is part of this identity
domain, including the identity domain initiator, users have to check the cor-
rectness of the pseudonym certificates certy, ;) of all other users in the set Q
associated with the identity domain identifier z by locally running the algo-
rithm Verify. After an honest device g has finished this verification and has
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checked the uniqueness of a pseudo-random pseudonym p, ;, the honest de-
vice is assured that its communication partner does not have a Sybil identifier
and has a fresh generated public key pka, 5, provided that such a public key is
authenticated by proving the possession of the private key skg, ;.

The Unlinkability Property

The self-certified Sybil-free framework has strong unlinkability properties as
the cryptographic properties of the e-token signatures ensure the algorithmic
unlinkability of two pseudonym certificates cert,; and cert,, generated for dif-
ferent identity domains z and z (see Section 5.2). However, the attacker may
still be able to make an educated guess on whether two arbitrary pseudonym
certificates from different identity domains are related or not, since informa-
tion that may identify a device can be acquired from different sources in the
TCP/IP stack, such as the network or application layers, as seen in Section
2.4. In a real world scenario, additional information sources could help the
attacker to make such a guess, such as the location parameter of the identity
domain identifier or the geographical location of the user. Traffic analysis of
each setting is required to assess the concrete threats to the users’ privacy.

5.3.2 Membership Certificate Sharing and Theft

In order to deploy an identity-based attack, an attacker must either forge a
membership certificate a, create multiple pseudonym certificates for the same
identity domain identifier z, or misuse other users’ membership certificates &
through theft or sharing. The first two options are infeasible, as they would
force the attacker to break the cryptographic properties of the underlying e-
token scheme, as seen in Section 5.2. Thus, the remaining viable strategies are
sharing or theft of membership certificates a;.

An attack can be launched by sharing ¢ membership certificates among ¢
malicious users. Still, in contrast to a Sybil attack where one attacker injects
c forged identities into a network, an attacker must now inject c certified (yet
misused) pseudonyms in one identity domain, which is notably more difficult
than a Sybil attack, and far less effective, since this attack is bounded by the
number of cooperating attackers. Sharing can be hindered by equipping the
devices with Trusted Platform Modules or a similar tamper-proof hardware
token, and then storing the secrets related to the membership certificate in the
Trusted Platform Module. Another option is to include personal information in
the membership certificate that an attacker would not be willing to share with
the other ¢ malicious users, e.g., a credit card number, that is automatically
disclosed in case of sharing, for instance.

A malicious user can also try to steal membership certificates from hon-
est users. The magnitude of such an attack is similar to the aforementioned
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membership certificate sharing among malicious users. There is, however, a
possibility for the trusted third party to revoke stolen membership certificates,
given that the attack is detected, i.e., the malicious user and the honest user
generate self-certified pseudonyms for the same identity domain, and the pub-
lic key associated with the membership certificate is recovered by running the
algorithm Identify.

Malicious users sharing membership certificates can be identified if they
generate different pseudonym certificates with different public keys associated
with them for a given identity domain z Thus, the malicious users could agree
on using identical public key for a given identity domain, e.g., by connecting
the generation of the public key pkga; to the identity domain z following some
deterministic function f, f(2) = pka,. Attackers applying this strategy cannot
be identified, since the pseudonym certificates are the same. However, the c
malicious users can only generate ¢ pseudonym certificates.

The prevention of membership certificate sharing would require some form
of interactivity during the generation of the fresh public key that is associated
with the pseudonym certificate, e.g., the domain initiator or other online par-
ties could contribute with randomness to the generation of the public key pair
associated to the identity domain. A drawback of sharing membership certifi-
cates is that malicious devices have to trust each other, since they will have
to share the secret keys ska,,) associated with the public keys pkaz) and their
e-token dispensers D.

5.3.3 Malicious Identity Domain Initiators

An identity domain initiator crafts an identity domain identifier z, € Z, by set-
ting the parameters that are included in context information of the identity
domain 7. An example of a context information can be found in Figure 5.2.

This section evaluates the impacts of actions performed by malicious iden-
tity domain initiators. The purpose of a malicious identity domain initiator is
to compromise the security and privacy of the self-certified Sybil-free frame-
work by, e.g., luring honest users to generate multiple self-certified Sybil-free
pseudonyms for a given identity domain or partitioning the identity domain
into smaller domains to reduce the size of the anonymity set. Thus, a mali-
cious identity domain initiator may:

¢ setup an identity domain identifier Z that is equal to a pre-existing iden-
tity domain identifier z, such that z = Z. The objective of the attacker is
to lure an honest device to produce a pseudonym certificate cert,, for this
identity domain identifier Z. Thus, if the honest device has already pro-
duced another pseudonym certificate certy, for the pre-existing identity
domain z, such that cert,; # cert,,, the malicious domain initiator can ex-
ecute the algorithm Identify to retrieve the public key pk; associated with
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this honest device. This attack is thwarted if the honest devices keep a
list of identity domain identifiers z that it had already joined. Thus, a de-
vice is able to recognize an identity domain identifier zthat it had already
joined and simply retrieve the pseudonym certificate associated with this
identity domain;

* protect other malicious devices that share membership certificates from
being identified. This might be possible if we assume an identity domain
initiator that acts as a directory service, i.e., an identity domain initiator
that is responsible to publish a list of pseudonym certificates that are part
of the identity domain. In this case, the identity domain initiator can re-
move pseudonym certificates that are identical from such a list, i.e., pse-
udonym certificates generated from a same membership certificate, but
associated with two or more fresh generated public keys. Therefore, the
malicious identity domain initiator can prevent other devices to identify
malicious devices sharing membership certificates.

Moreover, assuming a malicious device strategically located in between the
subset of honest devices B; and an honest identity domain initiator that pro-
duced an identity domain identifier z. This malicious device is, thus, acting as
the only path connecting this subset and the identity domain initiator. There-
fore, it can prevent the dissemination of the identity domain identifier to the
subset B and reduce the anonymity set associated with the identity domain
identifier z

Furthermore, if this malicious device is used as the only possible path con-
necting two subsets of honest devices B and Bj, the malicious device can protect
two other malicious devices sharing membership certificates if they are not lo-
cated in different subsets by not propagating the pseudonym certificates of the
malicious users from one subset to the other. Nevertheless, such attacks are
highly dependent on the network topology and may not be feasible to deploy in
practice, since they depend of series of highly improbable conditions in an ad
hoc network.

While the listed attacks should be considered relevant, none of the afore-
mentioned attacks allow a malicious device to break the Sybil-proof and unlink-
ability properties of the self-certified Sybil-free framework presented in Section
5.3.1.

5.4 Sybil-Free Applications and Related Work

This section has two objectives, and, is thus divided in two parts. The first
part discusses the applicability of the proposed self-certified Sybil-free frame-
work and outlines applications that can benefit from privacy-friendly Sybil-free
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identity domains. The second part of this section presents other solutions for
the generation of privacy-friendly identifiers.

5.4.1 Privacy-Friendly Sybil-Free Applications

The objective of this section is to present applications and application scenarios
that would largely benefit from the self-certified Sybil-free framework, i.e., ap-
plications that demand identity domains free of Sybil identifiers, but also have
privacy requirements, or at least, can profit from a privacy-friendly setting.

The number of applications where a group of users interact electronically
is endless: instant messaging, chat rooms, forums, and e-commerce platforms
are only a few examples of widely used applications. Often, such applications
allow users to slip into different roles, and behave accordingly. Nevertheless,
with the growing size and sophistication of such communities and applications,
the amount of required administration tasks increases. Misbehaving users
need to be excluded, users’ contributions need to be evaluated based on their
reputation, and tasks need to be distributed. In short, such applications and
communities develop their own social dynamics, and there is a need to make
decision processes work in a more automated way. Such decisions could, for
instance, be based on majority voting, seniority, or reputation.

Truly anonymous or pseudonymous applications are currently debated, par-
tly because they can enable misbehaving users to create social problems within
their communities. Although these users can be banned from such applica-
tions, it is often easy for the wrongdoers to simply re-register using a new
name. To change IP addresses using proxies or similar techniques is enough
to thwart most existing countermeasures. Reputation systems also break un-
der such an attack as users can register multiple times to collaboratively in-
crease the reputation of all of their pseudonyms. Furthermore, the allocation
of resources and the distribution of work can be potentially manipulated by
misbehaving users in applications that use reputation information. Malicious
users can also choose names similar to other users to abuse their reputation.
Users that control multiple identities can also more easily spread rumors and
influence voting results to their own advantage.

The separation between real world identities and different virtual worlds
that allows the support of pseudonymous and anonymous users is a valued fea-
ture since every activity performed in a networked environment may be logged
and stored for further analysis. This separation decreases the privacy risks
associated with interacting in a computer network environment. Many papers
have been dedicated to various types of pseudonymity, e.g., [Bhargav-Spantzel
et al., 2006; Borcea-Pfitzmann et al., 2005; Franz and Borcea-Pfitzmann, 2006]
or to the graceful degradation of anonymity towards full identification [Ander-
sson et al., 2005a] using existing approaches. Numerous applications would
thus benefit from the presented self-certified Sybil-free framework, such as:
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* peer-to-peer systems — some of these systems need to manage users’ rep-
utation and electronic voting schemes, and, thus, would benefit from the
self-certified Sybil-free framework. Other peer-to-peer systems imple-
ment dummy e-currencies and might require a distributed scheme for
detecting double-spending;

* online communities — some platforms, such as the ones used for elec-
tronic auctions, would benefit from protection against self-ranking, i.e.,
artificially increase of a user’s reputation. Moreover, if a user deletes its
account and joins the platform again to reset its reputation score, such ac-
tions can be linked. Other online communities, such as social networks,
can be protected in a way that only one profile can be posted per member-
ship certificate;

* agnonymous communication systems — these systems require a portion of
the participating devices to be honest. Such systems usually assume that
devices on the path between the sender and the recipient are distinct,
belong to different users and do not cooperate. If such assumptions are
not followed, the anonymity properties can be compromised.

The Sybil-free self-certified pseudonyms can be used in admission control
schemes [Kim et al., 2003; Saxena et al., 2003, 2005] to aid applications or to
manage anonymous or pseudonymous users in a secure and privacy-respecting
manner. Privacy-friendly admission control allows the creation of several iden-
tity domains z simultaneously, whose participating devices cannot be linked,
i.e., it is not possible for any device to affirm that another participating de-
vice has joined none, one or more than one identity domain with a probability
greater than the one achieved by guessing. Thus, a user can be part of multiple
identity domains simultaneously and the identifiers used in different identity
domains are unlinkable.

54.2 Other Privacy-Friendly Identifiers

In this section other solutions for privacy-friendly identifiers are outlined and
discussed. Nevertheless, the [Camenisch et al., 2006] e-tokens on which the
self-certified Sybil-free framework is based on is not discussed in this section,
since the cryptographic foundation of both schemes is the same and the simi-
larities and differences between these two solutions were already presented in
Section 5.2.

Group Signatures, Group Key Distribution, and Key Agreement

Anonymous authentication that provides unlinkability between multiple shows
of the same identifier can be implemented using group signatures [Boneh et al.,
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2004; Chaum and van Heyst, 1991]. Group signature schemes support escro-
wed anonymity, i.e., a trusted third party that can open a group signature
and reveal the identity of the signer. A privacy-preserving protocol using such
scheme was proposed, for instance, in [Lin et al., 2007] for signing messages in
the context of vehicular communications. However, group signature schemes
alone do not provide any protection against a signer generating any two group
signatures, i.e., the deployment of Sybil identifiers [Defrawy and Tsudik, 2007;
Tsudik and Xu, 2006].

Nevertheless, the combination of a group signature scheme, a centralized
group key distribution scheme, and a distributed key agreement scheme into
a secure secret handshake scheme can provide unlinkability, anonymous au-
thentication, and detection of Sybil identifiers. Such a solution demands a
group controller and a group manager service, which might be executed in a
single device, for distributing identities to the participating devices, admission
control, and updating system state information, i.e., rekeying.

The framework presented in [Tsudik and Xu, 2006] is cryptographically
sound, but it has some practical drawbacks if deployed in an ad hoc network
scenario. The framework requires the continuous presence of the group con-
troller, for admitting new users into the group and, in addition, it requires a
rekeying process every time a device joins a group. The proposed self-certified
Sybil-free pseudonyms do not have such requirements since domain initiators
cannot prevent devices from joining an identity domain and pseudonyms are
self-certified, i.e., they are locally produced.

Moreover, a distributed group key agreement followed by the broadcasting
of an authentication tag to all group participants precedes the detection of Sybil
identifiers. The requirement of a group key agreement incurs that the detec-
tion of Sybil identifiers can only be achieved in the group of devices that are
online and joining the group key agreement. Such a requirement does not exist
in the proposed self-certified Sybil-free framework, since self-certified pseudo-
nyms can be generated asynchronously and the detection of Sybil identifiers
can be performed even if the Sybil identifiers were generated at distinct time
instants. In addition, the broadcast distribution of authenticated tags causes a
heavier traffic load than the self-certification approach used in the self-certified
Sybil-free framework. Small network traffic overhead is especially important
in scenarios with resource constraints, such as an ad hoc network scenario.

Furthermore, the group manager can always trace the users involved in a
handshake session, while in the self-certified Sybil-free framework, the identi-
fication of a participating device can only be performed if a device deploys Sybil
identifiers. Nevertheless, the cryptographic framework presented in [Tsudik
and Xu, 2006] can be more appropriate than the self-certified Sybil-free frame-
work for some applications in which it is important to identify users and the
group manager is trusted not to abuse its rights.
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Identity-based Encryption, Pairing, and Blind Signatures

Identity-based encryption schemes can be used to construct pseudonyms. The
pseudonym-based encryption scheme proposed in [Huang, 2007] is based on
pairings and constructed on top of an identity-based encryption scheme [Boneh
and Franklin, 2003] and short signatures from the Weil pairing [Boneh et al.,
2001]. A device’s public key is assumed to be its initial identifier of a device in
the pseudonym-based encryption scheme.

The pseudonym-based encryption scheme was designed for achieving ano-
nymous communication in ad hoc networks. Thus, the pseudonym-based en-
cryption scheme allows the local generation of pseudonyms, i.e., without the
presence of a trusted third party. Nevertheless, a group manager is required
for setting up groups of anonymous devices and admitting anonymous devices
to these groups. The group manager generates certificates that are bound to
pseudonyms that join a group. These certificates are issued using a blind sig-
nature scheme [Boldyreva, 2003].

There is no identity escrow in this scheme, therefore, it is not possible for
any device to obtain the initial public key that was used to generate a pseudo-
nym [Huang, 2007]. However, the group manager can revoke the certificate of
a pseudonym or of a group of pseudonyms.

The main disadvantage of the pseudonym-based encryption scheme is that
it is vulnerable to a Sybil attack. Any device with an initial identifier, i.e., a
public key is used as the initial identifier in this scheme, can generate an ar-
bitrary number of pseudonyms. Since the group managers do not have any
mechanism to distinguish if two or more pseudonyms were generated from the
same public key, Sybil identifiers can also obtain certificates from the group
managers. Thus, the pseudonym-based encryption scheme should not be de-
ployed in application scenarios that require a Sybil-free group of identifiers.

Extensions to X.509 Attribute Certificates

X.509 attribute certificates [ITUT X.509] can be made privacy-friendly by as-
signing a pseudonym in the holder field instead of binding it directly to an
identity certificate [Benjumea et al., 2007]. Such schemes assume the exis-
tence of an Attribute Authority, which is responsible for issuing the attribute
certificates, and a Source of Authority [Benjumea et al., 2004], which is a root
trusted authority of delegation chains, i.e., a root entity in a tree structure
that binds the Attribute Authorities under it. In addition, other entities can
be included in the system, such as Judges and Judge Agents [Benjumea et al.,
20061, which are authorities responsible for deciding upon revocation of anony-
mity and tracing user activities.

Anonymous X.509 attribute certificates can be constructed using different
signature schemes, such as fair blind signatures, traceable signatures, and
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ring signatures [Benjumea et al., 2007]. Attribute certificates created with
fair blind signatures [Stadler et al., 1995] were presented in [Benjumea et al.,
2004]. However, such schemes do not provide unlinkability between multiple
shows of a same attribute certificate. A traceable signature scheme [Kiayias
et al., 2004], which is basically group signatures schemes with additional trac-
ing capabilities [Benjumea et al., 2007], was used as a cryptographic primitive
to set up privacy-friendly X.509 attribute certificates that can provide unlinka-
bility between different shows of a same attribute certificate [Benjumea et al.,
2006].

The main benefit of these solutions is that the structure of the standard
attribute certificate remains unaltered and, thus, can benefit from the exist-
ing infrastructure provided by the X.509 framework. Nevertheless, some new
entities are introduced in the framework for the supporting of privacy-friendly
applications, such as the Source of Authority and the Judge. However, the main
disadvantage of such systems is that Sybil identifiers can be easily deployed.
Thus, for certain applications that demand interaction between devices, the
current proposed extensions of X.509 attribute certificates are not enough to
prevent or detect the deployment of Sybil identifiers. Moreover, the proposed
extensions of the X.509 framework require some entities to be constantly avail-
able, such as Source of Authority and a trusted third party. Thus, such a solu-
tion may not be adequate for ad hoc networks.

5.5 Summary

In this chapter, we have presented a framework for producing self-certified
Sybil-free pseudonyms starting from a secure identity domain, i.e., a set of de-
vices where each device has one, and no more than one, long term identifier,
a so-called membership certificate a. Self-certified Sybil-free pseudonyms are
associated with identity domains z, which are subsets of the initial secure iden-
tity domain A. Such pseudonyms are locally produced from this membership
certificate and, in addition, the generated pseudonyms cannot be linked back
to the membership certificate. Moreover, two pseudonyms generated for two
different identity domains using the same membership certificate cannot be
linked, either. Nevertheless, if two or more distinct pseudonyms are generated
for the same identity domain using a single membership certificate, it is possi-
ble for any device, not only to detect the presence of a Sybil identifier, but also
to recover the public key associated with the membership certificate.

In this chapter, we have also provided an analysis of the security properties
provided by the self-certified Sybil-free pseudonyms regarding the detection of
Sybil identifiers, the unlinkability between different pseudonyms, the sharing
and theft of membership certificates, and the presence of malicious identity
domain initiators. Finally, we presented a list of applications that would cer-
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tainly benefit from privacy-friendly Sybil-free identifiers, and other initiatives
for constructing identifiers with privacy-friendly properties.

In the following chapter, we present Chameleon, an anonymous overlay
communication mechanism for ad hoc networks. The goals of Chameleon are
to provide sender anonymity against recipients and relationship anonymity
against local observers with a reasonable performance cost. Chameleon was
designed taking into account the requirements for anonymous communication
mechanisms presented in Chapter 4. Moreover, Chameleon can benefit from
the self-certified Sybil-free pseudonyms, as any other anonymous communica-
tion mechanism, to set up an anonymity set that is free from Sybil identifiers
and the members of such a set cannot be linked to members of other anonymity
sets.






Chapter 6

The Chameleon Protocol

“Escravos de J6 jogavam caxanga.

Tira, poe, deixa ficar...

Guerreiros com guerreiros fazem zigue zigue za.
Guerreiros com guerreiros fazem zigue zigue z4.”

— Brazilian nursery rhyme

This chapter presents Chameleon, an overlay anonymous communication mech-
anism designed according to the requirements for anonymous communication
mechanisms presented in Section 4.2.1. Chameleon is tailored for ad hoc net-
works and provides sender anonymity against recipients and relationship ano-
nymity against local observers with reasonable performance costs. In addi-
tion, Chameleon provides conditional anonymity against malicious Chameleon
users, as well as protection against single attackers trying to compromise large
portions of a network by assuming multiple identities, i.e., a Sybil attack. Cha-
meleon builds on a flexible design that provides isolation and independence
from both the application and transport layers, allowing the usage of standard-
ized mobile ad hoc routing protocols. To the best of our knowledge, Chameleon
was the first low-latency anonymous overlay network designed for an ad hoc
network setting.

Chameleon was designed with the characteristics of ad hoc environments
in mind. The key characteristics of those environments, such as user mobility
and vanishing devices, were thus taken into account in Chameleon. The core
functionalities are inspired by the Crowds system for anonymizing HTTP traf-
fic [Reiter and Rubin, 1997]. The decision to base the design of Chameleon on
the Crowds system was made according to the evaluation of peer-to-peer ano-
nymous overlay networks in the context of ad hoc networks presented in [An-
dersson et al., 2005b]. Although none of the peer-to-peer anonymous communi-
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cation protocols assessed in such an evaluation were fully compliant with the
characteristics of ad hoc networks, the Crowds system was deemed as an ap-
propriate choice for a foundation upon which Chameleon could be developed, as
briefly explained in Section 6.2. Nevertheless, a number of modifications were
made to Crowds, such as including end-to-end encryption between the sender
and the recipient and the use of credentials to hinder attackers from having
multiple identifies, such as the self-certified Sybil-free pseudonyms presented
in Chapter 5. Moreover, Chameleon is a general overlay network accepting any
messages from the application layer, independently from the application that
uses it.

The remainder of this chapter is organized in four sections. In Section 6.1,
general strategies for setting up anonymous communication networks are pre-
sented along with a short description of the Crowds anonymous communica-
tion mechanism. The Chameleon protocol, its architecture and assumptions
are outlined in Section 6.2. In Section 6.3, the framework around the Chame-
leon protocol is presented. Such a framework includes the different classes of
devices, the distinct types of messages, and the relay tables used to support the
Chameleon protocol. Moreover, Section 6.3 presents a detailed description of
Chameleon using state-transition diagrams. Finally, the last section presents
the theoretical analysis of the Chameleon protocol.

6.1 Anonymous Communication Networks

This section is divided in two parts. The first part presents the alternatives
for setting up anonymous paths that are implemented by different anonymous
communication mechanisms. The second part provides a short description of
the Crowds anonymous communication mechanism.

6.1.1 Anonymous Communication Network Strategies

An anonymous path routes encrypted messages through chains of devices. To
protect against traffic analysis, the appearance of the messages is changed
at each device in the path through encryption. There are basically two main
strategies for constructing anonymous paths in anonymous overlay networks:

* in the first strategy, the sender selects all the intermediary devices at
the application layer, i.e., the sender decides the whole anonymous path
between the sender and the recipient [Syverson et al., 1997]. There are
two main methods to implement such a strategy:

- the sender selects the entire anonymous path by wrapping a mes-
sage in several layers of encryption, one for each intermediary device
along the path. These layers are thereafter peeled off by decryption,
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one by one, at each subsequent device on the anonymous path un-
til the message arrives in the recipient device. Such an approach is
applied in layered encryption systems;

— the sender to selects the entire anonymous path using an incremen-
tal (telescopic) path establishment. In telescopic path building the
initiator negotiates cryptographic session keys with each successive
hop in the path and extends it hop by hop. Such an approach is ap-
plied in anonymous communication systems such as Tor [Dingledine
et al., 2004];

¢ in the second strategy, intermediate devices select their respective succes-
sor device in an anonymous path. Such a strategy works as follows. The
sender selects its successor device from all possible devices that are part
of the anonymity set and forwards the message to it. Next, the chosen
intermediate device decides, following some criteria, if the message re-
ceived from the previous device should be delivered to the destination or
if the message should be forwarded to another intermediate device, which
is also chosen from the anonymity set. If the intermediate device decides
to forward the message to another intermediate device the process is re-
peated until an intermediate device in the anonymous path decides to
deliver the message to the destination device. Such an approach was first
proposed and implemented in the peer-to-peer anonymous communica-
tion system Crowds.

To deal with high mobility and to enable efficient path repairing in case of
disappearing devices, Chameleon employs the latter strategy for establishing
anonymous paths.

6.1.2 The Crowds System

Crowds is a peer-to-peer anonymous communication mechanism originally de-
signed for anonymous web browsing on the Internet [Reiter and Rubin, 1997].
Moreover, Crowds is an overlay protocol and, thus, operate over the transport
layer and below the application layer.

Crowds implements the strategy of letting intermediate devices to select
their successor in an anonymous path in case it decides not to deliver the mes-
sage directly to the destination device. In Crowds, a sender device S forwards
application data, such as an HTTP request message!, to an intermediate de-
vice J1, which is randomly selected from the anonymity set and is also the first
intermediate device in the anonymous path initiated by S. An intermediate de-
vice J;, where i € N*, makes a random choice to forward the received application

1The Hypertext Transfer Protocol, or HTTP, is a stateless application-level protocol [Fielding
et al., 1999].
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data to another intermediate device, which results in the extension of the ano-
nymous path by one more hop, or in the delivery of the message directly to the
destination device D. The choice of extending or ending the anonymous path
is decided according to the outcome of a toss of a biased coin. The probability
of extending the path is called the probability of forwarding p;, where p; is
bounded by the open interval ]0.5,1[. The probability of delivering message to
the destination device D is, naturally, (1 — p;). Further messages sent towards
the destination D by the sender S are forwarded through the same, i.e., already
constructed, anonymous path.

The reply message from D to S is sent backwards along the anonymous
path, with each intermediate device sending the reply message to its predeces-
sor device in the path. All the communication data between the sender S and
Ji, as well as all communication between any two intermediate devices J and
J« is encrypted using pre-distributed symmetric keys that are shared between
the devices that are part of the anonymity set.

The anonymity set in Crowds is controlled by a centralized directory server,
the blender. The role of a blender is threefold: it is responsible for admission
control in the anonymity set, it distributes the list of devices in the anonymity
set, and it distributes the symmetric keys that are used in the encryption of
the communication data between two devices in an anonymous path.

In Crowds, an intermediate device Jj on an anonymous path cannot dis-
tinguish whether its predecessor on the path Ji_; is the source of the appli-
cation data, i.e., that Ji_; is the sender S, or is just forwarding the data on
behalf of another device. Thus, no intermediate device on the anonymous path
knows which device is the sender device S. The sender anonymity for S against
the destination D is beyond suspicion? since from the perspective of the desti-
nation D all devices are equally likely to be the sender of a message and D
obtains no further information regarding who initiated the given anonymous
path. Crowds also offers receiver anonymity against a local eavesdropper that
can observe all communication of a given device as long as the anonymity set is
sufficiently large. A more complete anonymity analysis of Crowds is provided
in [Reiter and Rubin, 1997].

6.2 Chameleon Anonymous Overlay Network

The objective of the Chameleon protocol is to hide one user’s action within the
actions of many other users. By sending messages through anonymous paths,
a user can participate in a communication session while at the same time hid-
ing his identity among the identities of the other users in the mobile ad hoc
network.

2The anonymity metric of Crowds is further explained in Section 7.1, on page 118.
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This section is divided in three parts. The first part outlines the anony-
mous path establishment process and the general characteristics of such paths.
The second part highlights the main differences between Chameleon and the
Crowds protocol. The assumptions considered during the design of Chameleon
are presented in the last part of this section.

6.2.1 Anonymous Paths in Chameleon

During path establishment, the decision of an intermediate device to extend
or terminate the anonymous path is determined by the probability of forward-
ing ps, where p; is bounded by the open interval ]0.5,1[. With the probability
(1 - ps¢), the path is ended and a connection is established with the destina-
tion. Otherwise the path is extended to another randomly chosen device, at
which the same process is repeated. The path length L is thus probabilistic
and denotes the sum of device appearances on the path (excluding the desti-
nation device). The shortest anonymous path has only the sending device and
one intermediate device. Thus, L > 2. The expected path length, Leyp, is given
in Equation 6.1 [Reiter and Rubin, 1997], and the curve produced from this
equation is graphically illustrated in Figure 6.1.

P+
Lexpzm-i-Z | 05< oF; <1, fo eR (61)

Anonymous paths are bidirectional, meaning that messages can travel for-
ward, i.e., towards the destination, or backward, i.e., towards the sender. As in
Crowds, the destination’s IP address is known only to the devices belonging to
the path, and path rebuilding is performed in the forward direction only3. To
provide better protection against local observers, link encryption is employed
between the devices in the anonymous path. Unlike Crowds, conditionally on
the destination type, end-to-end encryption may also be applied between the
sender and destination.

6.2.2 Chameleon and the Crowds Protocol

In this section, the main differences between the Chameleon and Crowds are
outlined. The difference are:

¢ Chameleon does not rely on a blender for admission control, distribution
of cryptographic keys, and distribution of the list of participants of the
anonymity set, as the Crowds protocol does. Instead, the distribution of

3To allow path rebuilding also in the backward direction, intermediate devices would require
greater knowledge about the other devices that anonymous path and, eventually, would be able to
identity of the sender.
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Figure 6.1: This curve illustrates the expected path length Ly, as function of
the value associated with the probability of forwarding ps. There is a direct
relationship, i.e., positive relationship, between the expected path length and
the probability of forwarding.

list of elements in the anonymity set and the public-keys associated to
such elements can be performed by any participating device, and, thus,
multiple directory servers may be running simultaneously. Moreover,
self-certified Sybil-free pseudonyms are used to differentiate the elements
of an anonymity set. Any device that can produce a self-certified Sybil-
free pseudonym can join an anonymity set in Chameleon.

Chameleon was proposed and analyzed for a wireless ad hoc network
scenario, while Crowds was designed to be implemented and used in a
network with deployed infrastructure, such as the Internet. Thus, the
attacker model and the anonymity analysis of both protocols differ ac-
cording to the network scenario. The attacker model of Chameleon is
presented in Section 6.4, whereas the anonymity analysis of Chameleon
is presented in Chapter 7.

Chameleon provides end-to-end encryption, if such a feature is supported
by the destination device. The Crowds protocol does not offer native end-
to-end encryption. However, Crowds operates as a web proxy and can
thus forward not only HTTP requests, but also establishes end-to-end
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secure connections to a destination device using a standard secure trans-
port protocol, such as DTLS over UDP [Rescorla and Modadugu, 2006] or
TLS [Dierks and Rescorla, 2008], since the messages exchanged to set up
a secure end-to-end tunnel are treated as any other application data by
Crowds.

6.2.3 Assumptions

Chameleon relies on a set of assumptions regarding the identifiers used in the
set up of the anonymity set, the establishment of secure sessions, and the char-
acteristics of the ad hoc network. The assumptions are as follows:

* it is expected that identifiers, such as the membership certificates de-
scribed in Chapter 5, are obtained a priori from a third trusted party,
which is, most likely, located in a fixed network. Temporary availability
of a trusted third party is also present in other papers dealing with the
problem of anonymity in ad hoc networks, as discussed in Chapter 2;

¢ Chameleon assumes that it is possible to establish secure sessions at the
transport layer, with mutual authentication using anonymous credentials
followed by the establishment of symmetric keys, and;

¢ since network and hardware addresses are not necessarily unique iden-
tifiers, and, thus, might not constitute a long-term one-to-one relation-
ship with a given device, it is assumed that the ad hoc network is also
a service-based network, such as a Jini [Jini] or UPnP [UPnP] network.
Therefore, all network services, including the anonymity services, are an-
nounced through a directory service, such as Jini’s Lookup Server [Jini].

6.3 The Chameleon Framework

In this section, the components of the Chameleon framework are detailed. Be-
yond the aforementioned Chameleon protocol, the Chameleon framework also
defines different classes of devices, distinct types of messages, and the mes-
sage relay table. The components of the Chameleon framework are presented
in the following order. First, the device classes are presented, followed by the
message types, the message relay table, and, finally, the Chameleon protocol.

6.3.1 Device Classes and Anonymous Paths

The Chameleon framework is composed of devices that are organized in non-
exclusive classes, i.e., a device might be part of one or more classes simul-
taneously, according to their role and running services. There are four non-
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exclusive classes of devices in Chameleon. The following notation is used for
describing them:

* ¥ denotes the set of all devices in the ad hoc network, where the elements
of the set ¥ = {y1,¥>,...,¢¥n} are distinct devices, and the cardinality of
the set ¥, |¥| e N;

* T" denotes the set of all Chameleon users, I' = {y1,y2,...,¥n}, where I' C
Y. Regarding the cardinality of the set I', I, it is assumed that it is
equal or greater than 3, i.e., [[| > 3. This is the minimum amount of
Chameleon users required in the framework to provide a certain level of
anonymity, as presented in the Section 7. Thus, in relation to the set I" of
all Chameleon users:

Frcw¥, 3<[M<|¥ AMeN (6.2)

* D denotes the set of all destination devices, D = {dy,d,,...,dn}. The set D
is the union of three disjoint subsets, DsgeU DgecU Dr = D and DggeN DgecN
Dr = @, and each of those subsets are associated with a different class of
destination devices. These classes are:

— Dsseis a set of destination devices that accept only unencrypted re-
quest messages;

— Dsgecis a set of destination devices that accept secure requests using
a standard secure transport protocol between an element of the set
Dsecand the last Chameleon user in an anonymous path, and;

— Dr is a set of destination devices that understand Chameleon proto-
col messages, which allows the use of end-to-end encryption between
an element of the set Dr and the sender, which is a Chameleon user.
Thus, Dr CT;

* @ denotes the set of all devices running a directory service, where ® C I'
and ® = {¢1,¢2,...,¢n}. A device ¢ running a directory service announces
a set of network addresses, |Pr of the available elements in I, i.e., other
Chameleon users that are part of the anonymity set.

To reveal as little information as possible to any element of the set ®, each
device in I requests the set of network addresses IPr at regular time inter-
vals. Restricting ® C I' decreases the likelihood of corrupted directory services
announcing false information, since they can be detected and identified as ma-
licious devices and filtered out by other Chameleon users.

The announcement of |Pr follows one of the principles of zero configuration
networking working group [IETF zeroconf], which assumes the existence of
a service discovery system in network environments such as ad hoc networks.
The devices in ® act as a decentralized version of the blender service in Crowds.
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Figure 6.2: An illustration of an anonymous path that extends from a sending
device ys € I', which is the source of the application data 0, to the device a5t €
I'. There are two intermediary devices y, and y, € ' in the anonymous path
connecting ys to yjast. In this example, the data sent by the device ys towards y1
is routed, in the network layer, through a device in € ¥, which is not inT.

In the Chameleon framework, an anonymous path is defined as a path con-
necting the sender, ys € I, with the last device before the destination, yj4s € T,
where ys and yj5st are interconnected by zero or more y; devices, where y; € I.
When describing the protocol in the following sections, y; denotes the device
where the current message is being processed. In the Chameleon framework,
multiple anonymous paths may naturally exist during the same time slot, and
a device in Chameleon can be part of multiple anonymous paths simultane-
ously. Moreover, a device in Chameleon might be a sender, ys, an intermediary
node, or the last device in an anonymous path, yas, for one or more anonymous
paths that such a device is belonging to. Figure 6.2 illustrates an anonymous
path that extends from a sending device ys € I, which is the source of the ap-
plication data 6, to the device a5t € T

6.3.2 Chameleon Message Types

The Chameleon framework has three distinct types of messages. Two of them
are used for the communication between two consecutive devices in an ano-
nymous path, while the third one is used in the communication between the
Chameleon overlay and the application layer. The following notation is used
regarding the types of messages in Chameleon:

* ¢ denotes the application data that is passed from the application layer to
the Chameleon overlay;

* m,,, denotes a message that is transmitted between two consecutive de-
vices, y; and yj, that are part of an anonymous path and are running the
Chameleon protocol. This message m, ,, is encrypted between y; and y;
using a symmetric encryption key Ekw-n' This symmetric encryption key
is established using a secure transport layer protocol, such as DTLS over
UDP [Rescorla and Modadugu, 2006], DTLS over DCCP [Phelan, 2008],
and TLS [Dierks and Rescorla, 2008]. If the destination device d € Dgecor
d € Dss the payload of the message m,, ,, includes:

— |Pg4, which is the logical address of the destination d;
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- a path identifier p#, ,,. The path identifier is a randomly generated
value that uniquely identifies a packet stream between two devices
7i and vyj. This identifier is used to discriminate different packet
streams being forwarded between these two devices, and;

- the data payload 6.

The payload of the message m, ,, for a destination device d € Dsgec or
d € Dgge is illustrated in Equation 6.3, where the symbol “-” denotes the
operation of concatenation.

My = By, [Payy, - 1Pa - 6] (6.3)

If the destination device d € Dr, the payload of the message m,,,, has two
additional fields that are used to achieve end-to-end encryption and data
integrity. These additional fields are:

- a symmetric key k, 4, which is encrypted with the destination’s pub-
lic key, Puy. The symmetric key K, g4 is used to create an end-to-end
secure channel between ys and the destination device d.

- the output of a keyed-hash function, such as an HMAC [HMACI.
The input of this keyed-hash function is the application data 6 and
the cryptographic key used in this operation is k,_g.

The payload of the message m,, ,, for a destination device d € Dr is illus-
trated in Equation 6.4.

My = Bk, [Py - 1Pa - Bk o[6] - Epyy[kyoal - hash,(6)] (6.4)

¢ ack,,,, denotes an acknowledgment message that is transmitted between
two consecutive devices, from y;,; to y;. This message is produced in the
last device of the anonymous path, yj.s, and sent towards ys through the
anonymous path to inform yg that the application data 6 has reached its
destination d € D. The acknowledgement message ack,,, ,, is shown in
Equation 6.5.

i+1,Yi

aCk/mJ’i = Ekml‘yi [p#’}/Hl:'}’i] (6.5)

6.3.3 Chameleon Relay Table

Each device in Chameleon maintains a relay table. This table is used to as-
sociate incoming and outgoing packet streams with their path identifiers. The
Chameleon relay table has several entries, where each entry is associated with
a unique packet stream. An entry of the Chameleon relay table has the follow-
ing mandatory fields:
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Figure 6.3: An entry in the Chameleon relay table. The 1% field is the desti-
nation’s logical address. The 2" field is the logical address of the preceding
device. The 3" field is the backward path identifier. The 4" field is the logical
address of the succeeding device. The 5™ field is the forward path identifier.
Finally, the 6™ field is the time-to-live (TTL) counter.

¢ the destination’s logical address, |Pg;
* the logical address of the preceding device in the anonymous path, IP,, ;

* the backward path identifier, ps,_
packet stream,;

yi» Which is associated with an incoming

* the logical address of the succeeding device in the anonymous path, IP,, ,;

* the forward path identifier, py, ,.,, which is associated with an outgoing
packet stream, and;

¢ atime-to-live (TTL) counter. The TTL is a decremental counter that indi-
cates the remaining lifetime of an entry in the table. It is used to remove
inactive path entries from the Chameleon relay table. This counter is re-
set if a new packet is transmitted in the anonymous path associated with
this entry.

Figure 6.3 graphically illustrates an entry of the Chameleon relay table and
its fields. The path identifiers are managed in the same way as the path id in
Crowds [Reiter and Rubin, 1997]. In Chameleon, the tuple [IP,, IP,.., Psy y..]
identifies a path connection between two devices y; and ;1.

6.3.4 Chameleon Protocol Description

A Chameleon device v; is a local proxy server that follows the state transition
diagram presented in Figure 6.4. The role of a Chameleon device is threefold:

¢ a Chameleon device y; can serve as the user’s local proxy to which the
user’s applications forward their data, 6. In such a case, the device is
the first device on the anonymous path, thus y; = ys. This condition is
represented by the “Handle Forward §” state in Figure 6.4, which in turn
can be expanded to the diagram in Figure 6.5.

¢ a Chameleon device y; can serve as an intermediary peer and thus for-
wards messages m, ,, in one or more anonymous paths. This situation
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Figure 6.4: The Chameleon main state transition diagram for each device in
the Chameleon framework. A device in Chameleon may be the first device of
an anonymous path, ys, an intermediary device, vy;, or the last device of an
anonymous path, yj,s, depending on the type of the incoming message.

is represented by the “Handle Forward m, ,,” and “Handle Backward
My.. states in Figure 6.4. The former case can be expanded to the state
transition diagram in Figure 6.6, which refers to messages m,, . being for-
warded towards the destination y4, and the latter case to the diagram in
Figure 6.9, which refers to messages being transmitted in the backward
direction, i.e., towards the sender ys.

¢ a Chameleon device can act as the last peer in an anonymous path, yast.
In this case, it acts as a proxy server towards the destination device d € D.
This circumstance is represented by the “Handle Backward 6” state in
Figure 6.4. This state can be expanded into the state transition diagram
presented in Figure 6.8.

In the remainder of this section, the protocol details are keyed out by first
outlining the anonymous path establishment, followed by the description of
how data is sent from ys € T to d € D, and, finally by depicting how anony-
mous paths are repaired in the event of the rupture of such a path. The state
transition diagrams are also detailed in the remainder of this section.

The Establishment of Anonymous Paths

In the Chameleon framework, anonymous paths are established as described
in this section. It is initially assumed that the Chameleon relay table is empty,
i.e., there is no entry in the relay table for the designated logical address |Pq4 of
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the destination device d € D. The process of establishing an anonymous path
works as follows:

1.

ii.

The process of establishing an anonymous path for a given device ys € T’
is initiated when the Chameleon overlay receives application data 6 from
the application layer.

After receiving the application data 6, the Chameleon overlay randomly
selects a device y; € I', as depicted in the state “Select y;” from the state
transition diagram presented in Figure 6.5. The information regarding
the set I' is obtained from any device running a directory service ¢; € .
If the device ys has fresh information regarding the set I', it may use
this information instead of contacting a directory service. The devices
vs and y; establish a symmetric encryption key k, ,, through a secure
transport protocol. All further communication between the devices ys and
v, is performed through the established secure session.

After the establishment of the secure session, the sender ys assembles
the message m,_,, and forwards it to y1, as shown in the state “Send m,_,,
to y1” in Figure 6.5. If ys is not able to send the message m,_,, to y1,
vs replaces y; with a randomly selected device from the I' set. This new
randomly selected device assumes the role of y;, and the process of estab-
lishing a secure session and sending the message m,,,, is repeated until
7vs succeeds to send m,_,,;

After receiving a message m,,_, ,,, an intermediary device y; ¥i € N* follows
the state transition diagram presented in Figure 6.6. The device y; first
decrypts the message m, , ,, and checks its Chameleon relay table.

If there is no corresponding entry in the Chameleon relay table for the
pair [IP,_,, P#, ., ] corresponding to the logical address of the preceding
device and the previous path identifier associated with the incoming mes-
sage m,,_, .., a biased coin is tossed. This procedure is depicted in the “Toss
biased coin” state in the state transition diagram presented in Figure 6.6.
After the toss of the biased coin, there are two possible outcomes:

(a) The result indicates the termination of the anonymous path. Thus,
the application data 6 is extracted from the message m, ,, and the
data is forwarded to the destination device d € D. In such a case,
vi becomes the last device in the anonymous path, and, thus, y; =
viast- This step is concluded by updating the Chameleon relay table
to indicate the end of this anonymous path. The resulting entry in
the Chameleon relay table is shown in Figure 6.7.

(b) The result does not indicate the termination of the anonymous path.
Instead, the anonymous path is extended by one hop and a new de-
vice vi,1 is randomly selected from the set I'. A new message m, ..,
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Figure 6.5: State transition diagram for a device ys € I', which is the initiator
of an anonymous path. The device ys receives the application data 6 from the
application layer sitting above the Chameleon overlay. The acronyms tpSucc
and tpErr used in this section denote transitions indicating whether the send-
ing of a message was accomplished successfully (tpSucc) or not (tpErr). Such
a functionality might be implemented by the transport layer positioned below
the Chameleon overlay, if such transport protocol is connection-oriented, such
as TCP. In the case of a connectionless transport protocol, and, thus, in the
absence of acknowledgment messages in the transport layer, all transmissions
are assumed to be accomplished successfully.

is assembled and forwarded to yi,1, and a path identifier is associ-
ated with this connection. This procedure results in the update of
the Chameleon relay table to reflect the extension of the anonymous
path to the device yi,1. Moreover, the arrival of message m, ., at the
device vi,1 causes the described procedure to be repeated.

The aforementioned procedure sets up an anonymous path that begins at
source of the application data 0, ys, and ends at yj,s, Where ys and vyj,5t are
interconnected by zero or more intermediary devices in T'.

Sending and Forwarding Data

Assuming that there is an already established anonymous path linking ys to
viast that was established according to state transition diagrams presented in
Figures 6.5 and 6.6, the application data 0 is forwarded from ys € T to the
destination device d € D as follows:

¢ The Chameleon overlay of the device ys receives the application data 6
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Figure 6.6: State transition diagram for a device y; that receives a message
m,._,, from a device yi_1. The device y; tosses a biased coin and the result of
this toss determines if the anonymous path should be further extended or if
the application data should be forwarded to the destination device d € D. The
process of anonymous path repairing is also depicted in this diagram. The
anonymous path repairing is triggered if the device yj.1 becomes unavailable,
which results in a new toss of the biased coin.

from the application layer. The final destination of the application data
0 is the destination device d € D. The device ys checks the Chameleon
relay table and verifies which entry of the table, i.e., anonymous path, is
associated with the logical address of the destination device. This entry of
the Chameleon relay table also has the logical address and path identifier
of the next device in the anonymous path, y;. The device ys assembles a
message M, ,, and sends it to the next device of the anonymous path, y,
as depicted in the “Send Message m,,,, to y1” state in Figure 6.5;

* An intermediary device y; Vi € N* is positioned in the anonymous path
between ys and yjas;. An incoming message m,_, ,. is handled according
to the state transition diagram shown in Figure 6.6. The intermediary
device y; decrypts the message m,_, ,.. The device y; checks the Chameleon
relay table and verifies which entry of the table, i.e., anonymous path, is
associated with the pair [IP,,_,, p#, , ], i.e., the logical address of yi_1 and
the previous path identifier. This entry of the Chameleon relay table also
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| IPa | IP,, | sy | NULL | NULL | TTL |

Figure 6.7: An entry in the Chameleon relay table indicating the end of the
anonymous path. The 4™ and the 5" fields of this entry, corresponding to the
logical address of the succeeding device and the forward path identifier, are
empty, i.e., NULL, to indicate the end of an anonymous path.

contains the logical address of the next device in the anonymous path,
viz1, and the path identifier associated with this anonymous path. The
device y; assembles the message m,, ,,,, and forwards it to the next device
in the anonymous path, yi,1.

Eventually, yi = yiast-1, and a message m, , .., Will be received by the
last device in the anonymous path, yjast. This device then sends the ap-
plication data 6 to the destination device d € D. This data is sent to
the destination device either encrypted or unencrypted, depending on the
destination type, as presented in Section 6.3.1. Provided that the con-
nection with the destination device d was successful, an acknowledgment
message ack, ..., is sent backwards along the anonymous path to ac-
knowledge the first device in the anonymous path, ys, that the application
data 0 was successfully delivered to the destination device d;

* To send application data in the backward direction, the device d € D sends
the reply message through the already opened connection to 55 € I' dur-
ing the forwarding data procedure, where vy, is a device situated on one
end of an anonymous path used to forward data from ys to the destination
device. Such a process is shown in the state transition diagram presented
in Figure 6.8.

The device vy, receives the application data 8 from d, verifies which ano-
nymous path and which connection are associated with the destination
device d, and assembles a message m,, ,..,- This message is sent to

Send

mylast, ylast-1
to Yiast-1

Backward 6 tpSucc,

tpErr

Figure 6.8: State transition diagram invoked in the Chameleon device yas,
which is positioned in the end of an anonymous path, to send application data
0 in the backward direction, i.e., towards the Chameleon device ys, which is
located in the other end of the anonymous path in relation to y)ast.



6.3. The Chameleon Framework 111

Back%

Myiyi-1

/x
. £ tpSucc,

Figure 6.9: State transition diagram invoked by an intermediary device v;,
which is located in the anonymity path in between ys and ., or a device s, if
¥ = vs. After receiving a message m,_, ., the device y; verifies if the application
data 0 should be delivered to the application layer, and, thus, y; = ys, or a new
message M, ,, . has to be assembled and sent to a device yi_1, and, thus, y; # vs.

viast.1 on the anonymous path in the backward direction, i.e., in the oppo-
site direction in relation to the set up of the anonymous path. There is no
acknowledgment for messages travelling in the backward direction. Ac-
knowledgment messages are important for repairing anonymous paths,
but to repair the anonymous path for messages travelling in the back-
ward direction would require a device vy; to possess an extended knowl-
edge about on the anonymous path. Thus, the finite state machine in Fig-
ure 6.4 returns to the “Wait” state, independent of whether or not it was
possible to send the message to yj,st-1. This process is repeated at each
intermediary device y; until the message is received at the other endpoint
of the anonymous path, i.e., by the device ys, as depicted in Figure 6.9. If
a timeout threshold is exceeded, the “Check D” state is entered, as shown
in Figure 6.5. In this state, the device ys checks the status of the desti-
nation device d € D. Such a verification should be possible since the ad
hoc network is assumed to be a service-based network. The retransmis-
sion timeout should on one hand be large enough to allow intermediary
devices in the anonymous path to repair the path if necessary, but on the
other hand it should not be too large, since a large value might result in
a negative impact in the overall protocol performance.

Repairing Anonymous Paths

In the Chameleon protocol, there are two cases that trigger the process of ano-
nymous path repairing. The description of these cases are presented as follows:
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¢ if an intermediary device ¥ |y; # ysA¥i # Yiast does not manage to success-
fully send a message m,, ,,., to the device ;.1 positioned after it in a given
anonymous path, or;

¢ if an intermediary device vy; | y; # yiast 1s Waiting for an acknowledge mes-
sage ack,,, from a succeeding device yi;1 in a given anonymous path,
and realizes that such a device ¥, is not responding?. Such an operation
is illustrated in the state transition diagrams presented in Figures 6.5
and 6.6. The state “Wait for ack’ of these diagrams asserts that the next
device in the anonymous path, .1, is still responding. The implementa-
tion of such path repairing functionality is built by regularly polling the
device vi,1 by the previous device in the anonymous path ;.

The transition “y;;; not alive” in the state transition diagrams presented
in Figures 6.5 and 6.6 indicates that the process of path repairing has been
triggered. Thus, a device yi | yi # ¥s A ¥i # Viast tosses the biased coin again and
either forwards the application data 6 directly to the destination device d € D
or extends the anonymous path by selecting a device yj,1 € I as its successor in
such an anonymous path. Thus, the anonymous path is reestablished from the
point of breach rather than from the beginning.

No explicit anonymous path destruction is conducted after a communica-
tion session via the anonymous path has ended. Instead, the TTL field, which
is a decremental counter, ensures that inactive anonymous path entries are re-
moved from the table when the counter reaches zero. The TTL field is part of
the Chameleon relay table, presented in Figure 6.3.

6.4 Attacker Model

The Chameleon attacker model assumes that all participating devices (includ-
ing the attackers) have similar omnidirectional transponders, and that the
transmission and reception range of such transponders is also similar. Such
an assumption is important for the anonymity analysis of the Chameleon pro-
tocol presented in Section 7. The following attacker types are included in the
Chameleon attacker model:

® Jocal observers — a local observer Y5 € ¥ is a passive observer that can
eavesdrop the radio communication of the initiator of an anonymous path,
vs €T, 1.e., Yopsis within the radio reception range of ys;

* malicious insiders — a malicious insider y’ € I" |I” c I, where I" is the
set whose elements are malicious insiders that may collaborate and try

4In practice, if y; = ys, the whole anonymous path is rebuild. Thus, the process of repairing is
exactly the same process of setting up a completely new anonymous path.



6.5. Theoretical Analysis 113

to occupy all positions of an anonymous path. If a subset of collaborating
devices of the set I'" succeeds in occupying all positions in an anonymous
path ahead of ys, such malicious insiders can compromise the anonymity
properties of ys;

* malicious outsiders — a malicious outsider ¢y’ ¢ I' is a malicious device
whose objective is to place itself between a pair of devices, y; € I' and
vis1 € I, that exchange data through a given anonymous path, i.e., to be
part of the routing path in the network layer that is connecting those two
devices that are part of the set I}

* destination — a destination device d’ € D whose objective is to identify
the original source of an incoming application data 8, and, thus, uniquely
identify the device ys from all possible devices that are part of the set T,
and;

* malicious directory servers — a malicious directory server ¢’ € @' |®’ C O,
where @’ is the set of whose elements are malicious devices running a
directory service. This set of attackers misuse the distribution of infor-
mation regarding the set I'. They may collaborate and announce different
subsets of I in an attempt to deploy a partition attack. Elements of the set
® may also distribute a reduced set I in order to increase the percentile
of malicious insiders v’ € I in the set announced to other participants of
the Chameleon framework.

The Chameleon attacker model differs from the one used in the Crowds
protocol, since it also includes the malicious directory servers and malicious
outsiders. The Chameleon attacker model is suitable for ad hoc networks since
it includes devices routing and forwarding data at the lower layers that are not
part of the set I'.

6.5 Theoretical Analysis

In Section 4.2.1, a list of security and privacy requirements for anonymous
communication mechanisms in ad hoc network environments was presented
considering the characteristics of ad hoc networks presented in Sections 2.1
and 2.2 [Andersson et al., 2005b]. Such a list of requirements was defined in
terms of anonymity properties, fairness, network performance, network archi-
tecture, mobility, and scalability. In this section, we list such requirements and
discuss to what extent the Chameleon framework meets them:

* strong anonymity properties — this requirement states that an anony-
mous overlay network should provide adequate protection against mali-
cious users and different types of eavesdroppers. The Chameleon frame-
work provides sender and relationship anonymity against local observers
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Yobs € ¥. Unlike the Crowds protocol [Reiter and Rubin, 1997], Chame-
leon enables both link-to-link and end-to-end encryption for certain des-
tination types, as presented in Section 6.3.1. However, the Chameleon
framework does not provide protection against global observers, since
such protection would inevitably result in a negative impact on the per-
formance of the Chameleon protocol. The anonymity analysis of the Cha-
meleon protocol is further detailed in the Section 7;

* fair distribution of workload among the participating devices — an anony-

mous overlay network should be fair regarding the distribution of work-
load among the participants. A possible source for unfairness in the Cha-
meleon protocol is the additional workload that has to be performed by
the elements of the set @, i.e., the devices running a directory service.
Nonetheless, the fairness property could be improved by allocating direc-
tory servers dynamically and introducing some rewarding system for the
directory servers [Buttyan and Hubaux, 2003], or having all the devices
in the set I' to announce their presence to the other devices of the set I' in
the ad hoc network using a controlled flooding protocol for instance;

acceptable performance — in order to reduce computational overhead and
increase battery lifetime, an anonymous overlay network should generate
as few control messages as possible and perform as few public key oper-
ations as possible. The Chameleon protocol uses public key encryption
sparsely and does not use layered encryption. Assuming that a device
vs € T has knowledge about the set I' and L denotes the length of the
anonymous path that connects ys to yast, @ total of (2 x L) public key op-
erations and ((2 x L) — 1) Chameleon protocol messages are needed for
establishing such an anonymous path. The Mix Route Algorithm [Jiang
et al., 2004] presented in Section 2.4.2 uses layered public key encryp-
tion for the establishment of the anonymous path and for the exchange
of messages through the anonymous path. In contrast, the Chameleon
protocol makes use of public-key encryption only for the establishment of
a secure tunnel between two consecutive devices of an anonymous path®.
The protocol overhead is therefore low in comparison to the Mix Route
Algorithm. Finally, the Chameleon framework avoids the use of dummy
traffic, since the performance cost of such a mechanism is high, especially
for ad hoc environments and battery-driven devices;

® peer-to-peer model during its operational phase — mobile ad hoc networks

are most often assumed to operate without the aid of central services
[Corson and Macker, 1999]. Unlike e.g., Crowds, Chameleon is a peer-to-
peer compliant protocol, even though it is required that all devices that

5 Assuming the knowledge of the set I', obtained from a device ¢ € ® running a directory service.
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are part of the set I' to agree on the value of the probability of forwarding
ps. The use of different values for the probability of forwarding may result
in the degradation of the expected anonymity properties, since the value
ps is directly related to the expected length of the anonymous path;

* dynamic topology — in most proposed ad hoc network scenarios, it is as-
sumed that devices frequently enter and leave the network. The Cha-
meleon framework is compliant to dynamic topologies since, among other
properties, it provides an optimized path repairing process in the forward
direction. An anonymous path is repaired only from the point of rupture,
in contrast to approaches that require the setting up of an entirely new
anonymous path, and;

* scalability — the workload on each participant in Chameleon remains
constant as the number of participants grows, in a similar matter as in
Crowds. It is proved by Reiter and Rubin [1997] that for each device in
the network, the expected number N of anonymous paths a given device
will be participating in at a particular instant of time is given by Equation

6.6:
1 1
N=z —— . [1+ = 6.6

A= pi? ( +|r|) 66)

6.6 Summary

This chapter introduced the Chameleon framework, which includes the Cha-
meleon protocol, which is an anonymous communication mechanism. Chame-
leon is a low-latency anonymous overlay network tailored for ad hoc networks
and provides a reduced amount of control messages in comparison to other ano-
nymous overlay networks and anonymous path repairing. Chameleon does not
use dummy traffic or layered encryption to provide an acceptable compromise
between the anonymity properties and the performance cost as to be presented
in the following chapters. The Chameleon protocol is based on Crowds. Still,
the Chameleon framework differs from Crowds in a number of ways, includ-
ing: the possibility of end-to-end encryption between the sender and recipient
devices, a distributed service discovery mechanism, and an attacker model con-
sistent with ad hoc network environments.

The combination of the Chameleon framework and privacy-friendly identi-
fiers can deliver protection against Sybil attacks in the anonymity set. Sybil
identifiers in the anonymity set can be detected if the self-certified Sybil-free
pseudonyms presented in the Chapter 5 are used.

In the following chapter, the anonymity analysis of the Chameleon proto-
col is presented. The following aspects are evaluated in such an analysis:
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sender anonymity, receiver anonymity and relationship anonymity, i.e., sender-
receiver unlinkability. The attacker model used in the anonymity analysis was

defined in this chapter.



Chapter 7

Anonymity Analysis of the
Chameleon Protocol

“Who are you?”

“Who? Who is but the form following the function of what, and what I am
is a man in a mask.”

“Well, I can see that.”

“Of course you can. I'm not questioning your powers of observation. I am
merely remarking upon the paradox of asking a masked man who he is.”

Natalie Portman as Eevy Hammond and Hugo Weaving as V
— V for Vendetta (2006)

In the analysis of the Chameleon protocol presented in this chapter!, the fol-
lowing aspects of anonymity are evaluated: sender anonymity, receiver ano-
nymity, and relationship anonymity, i.e., unlinkability between the sender and
the recipient.

The chapter is organized in six sections. Section 7.1 outlines the metric used
to measure anonymity and Sections 7.2 to 7.6 present the anonymity analysis
of the Chameleon protocol. The attacker model considered in the anonymity
analysis consists of the following five types of attackers: local observers, mali-
cious insiders, malicious outsiders, destination devices, and malicious devices
hosting a directory service. The considered attacker model was detailed in Sec-
tion 6.4.

IThe anonymity analysis of Chameleon presented in this section previously appeared in [Mar-
tucci et al., 2006a] and [Andersson, 2008].
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Figure 7.1: The degrees of anonymity according to anonymity metric intro-
duced by the Crowds protocol [Reiter and Rubin, 1997].

7.1 Measuring Anonymity

The metric used to measure anonymity in this section is the same metric ap-
plied for evaluating the anonymity properties of the Crowds protocol [Reiter
and Rubin, 1997]. In that metric each device is considered separately and the
resulting range of values is a function of the cardinality of the anonymity set,
[l and the cardinality of the set of malicious insiders ||, [" c I', among other
parameters. In this section, the term “subject” is used to refer to a device v;
that is part of the anonymity set T

The degree of anonymity for a subject y; € I is expressed as A, = 1- P,
where P,, is the probability that y; is the originator of a particular message. The
degree of anonymity A, is measured on a discrete scale ranging from absolute
privacy to provably exposed, as presented in the Figure 7.1. This scale has the
following points of interest:

* absolute privacy — the probability that a given subject y; € I is linked to
a particular message is zero, and, hence, the degree of anonymity A, = 1;

* beyond suspicion — a device y; € I that is part of the anonymity set I' =
{v1,...,¥n} is beyond suspicion if it appears no more likely than any other
subject in the anonymity set of being linked to a particular message, that

is, Ay = minA,,,..., Ay

® probable innocence — the probability that a given subject y; € I is linked
to a particular message is less than %, and, thus, the degree of anonymity
A, > 05

® possible innocence — there is a non-trivial chance that a particular sub-
ject y; € T is not the originator of a given message such as the degree of
anonymity A, > Vjimit, Wwhere 0 < Vijimir < 0.5);

* exposed — a given subject y; € I' can be unambiguously linked to a given
message, and, hence, the degree of anonymity A, =0, and;

* provably exposed —- the degree of anonymity A, = 0 as above and, fur-
thermore, it could be proved to a third party that the subject y; € T is
linked to the given message.
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The next section presents an analysis of the degree of anonymity obtained
by Chameleon users considering the attacker model defined in Section 6.4.

7.2 Anonymity Against a Local Observer

This section quantifies anonymity according to the metric presented in Section
7.1. The degree of sender anonymity, receiver anonymity, and relationship ano-
nymity is evaluated against an attacker acting as a local observer yqps € V. A
local observer ¥ is a passive observer that can eavesdrop the radio commu-
nication of the initiator of an anonymous path, ys € I'. This means that vys is
within the radio range of s, as defined in Section 6.4.

Sender Anonymity

Since the device ys is within the radio range of local observer qps, ¥obs can the-
oretically eavesdrop all information transmitted from the device ys. However,
except during periods of low network traffic, yons cannot tell whether ys was
the originator of such messages, as the device ys could instead be forwarding
messages that were originated from another device y; € I'. Further, the local
observer yqps is not capable of recognizing an already observed data flow that
eventually reappear within its radio reception range since all data flows are
link encrypted between each pair of Chameleon devices.

In periods of low network traffic there is, however, a nontrivial risk that
a Yops may suspect that ys is the originator of the observed messages, e.g., by
using traffic analysis. Still, the local observer yons cannot know for certain
whether ys is the original source of the application data being forwarded in an
anonymous path, as the device ys might be communicating with a device that
is hidden from the local observer yqps, i.€., a hidden terminal. The hidden ter-
minal problem is depicted in Figure 7.2. Thus, the degree of sender anonymity
amounts to the degree of possible innocence.

Receiver Anonymity

To compromise receiver anonymity the local observer yqps must be within the
radio range of the destination device d € D as well as the last device of the
anonymous path y5st € I'. In such a case, yops can conclude that a given mes-
sage mis intended for a given destination device d. However, the larger the ad
hoc network is, the less the likelihood of ys, d, and yja5t being subsumed by the
radio range of the local observer yops Thus, the degree of receiver anonymity
approaches the degree of beyond suspicion for ad hoc networks where the phys-
ical size of the network is larger than the radio range of the attacker, which is
a reasonable assumption given our attacker model.
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Figure 7.2: The hidden terminal problem. In this example, the local observer
device Yqops € ¥ is not able to determine for sure whether a message m, being
transmitted from a device y; € T to another device y;,1 € I', was originated in
the device y; or in another device y;_; € I', which is located outside the radio
range of Yons. In the latter case, the device y; is just an intermediary device in
an anonymous path connecting the devices yi_1 and y;,1.

Relationship Anonymity

The local observer yops € ¥ is not able to link yg to the destination device d € D,
since Y¥ophs does not have a complete knowledge regarding the network topology
and the anonymous path. In addition, the link encryption between two consec-
utive devices in an anonymous path results in the change of the appearance
of a message being forwarded. Except for the special case where the local ob-
server yops can eavesdrop on the entire anonymous path connecting yg to yjast,
and the destination device d € D, the degree of relationship anonymity amounts
to beyond suspicion for a relatively large ad hoc network.

7.3 Anonymity Against a Malicious Insider

This section provides a quantification of the degree of anonymity, against a
malicious insider y’ € I | c T, where I is the set of malicious insiders that
may collaborate and try to occupy all positions of an anonymous path. If a
subset of collaborating devices of the set I"” succeeds in occupying all positions
in an anonymous path ahead of y5, such malicious insiders can compromise the
anonymity properties of ys.
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Sender Anonymity

A consequence of the probabilistic nature of the anonymous path setup is that
a malicious insider ' € I on a given path will not be able to determine for
certain if the previous device in such a path is the sender or not, that is if
Yi_1 = Ys OF vi_1 # ys. This situation for the malicious insiders in Chameleon
is similar to that of “collaborating jondos” in the Crowds protocol. Thus, the
degree of sender anonymity against a malicious insider is probable innocence,
provided that Equation 7.1 holds [Reiter and Rubin, 1997], where || denotes
the cardinality of the set I"".

Pt )

T > m (|F’| + 1) | 05<pi<l VpreR (7.1)

As result of Equation 7.1, a tradeoff between the anonymous path lengths
and the probability of forwarding is defined. This relationship implies that by
making the probability of forwarding high, i.e., closer to 1, the fraction of ma-
licious insiders that can be tolerated increases in relation to the total number
of devices in the anonymity set, eventually approaching half of the elements
of the set I' [Reiter and Rubin, 1997]. This equation can be rewritten to define
the same inequality in terms of the fraction (|I"|/[[']). The resulting equation
is presented in Equation 7.2 and sets a minimum bound for the probability of
forwarding ps in relation to the fraction ([I”|/|T']) [Andersson et al., 2004].

1
]
2(1-(R))
Naturally, a high pr implies longer expected path lengths. The relationship
between the fraction (|I”|/|I') and the expected path length Lexpcan also be de-
rived from Equations 7.1 and 6.1. The resulting equation is then expressed in
terms of the expected path length Ly, and the cardinalities of the sets I' and

I, as shown in Equation 7.3, for |l > 1 and assuming that the probability of
forwarding pr has the minimum value allowed by the Equation 7.2.

| |F|>>1,0s(|r|)<0.5, V(|r|>eR (7.2)

ps =
Tl T

1
|
1-2-(1)

The Equations 7.2 and 7.3 are plotted in Figure 7.3. This figure presents
the expected path length Leypand pr in relation to the fraction (II”|/|T).

It can further be noted that although not affecting the degrees of anony-
mity per se, privacy-friendly identifiers, such as the self-certified Sybil-free
pseudonyms, makes it more costly for malicious insiders to take control of a
sufficiently large portion of the network.

Il
I

||
I’

Lexp= +2 |r|>>1,o§( )<o.5, v( )ER (7.3)
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Figure 7.3: These two curves presents the expected path length Ley, and the
probability of forwarding p¢ in relation to the (I"|/|[']) ratio. The ps curve refers
to the minimum p; for a given (I"|/|['|) ratio, and the Lexp curve illustrates the
expected path length related to the (I"”|/|I'|) ratio.

Receiver Anonymity

A malicious insider y’ that is part of an anonymous path always knows the
logical address of the destination device IPy4 for the current path, since this
information is encapsulated in the message m, ,,.,. In such cases, the degree
of anonymity is exposed. However, if none of the |I'| malicious insiders are
part of the anonymous path, the degree of anonymity is absolute privacy. The
probability that none of the |[’| malicious insiders are part of a particular path,
and, thus, that the degree of receiver anonymity is absolute privacy is given
by the Equation 7.4, where L., denotes the expected length of the anonymous
path.

-y~

7.4
I (7.4)

P(absolute privacy) = 1— P(exposed) = (

Relationship Anonymity

Assuming that y’ is part of the anonymous path and knows the logical address
of the destination device d € D, a malicious insider 7’ can only break the proper-
ties of relationship anonymity by breaking the properties of sender anonymity.
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Thus, the degree of relationship anonymity is probable innocence provided that
Equation 7.1 holds.

7.4 Anonymity Against a Malicious Outsider

A malicious outsider ¢’ ¢ I' is a malicious device whose objective is to place
itself between a pair of devices, y; € I' and y;,; € I, that exchange data through
a given anonymous path, i.e., to be part of the routing path in the network layer
that is connecting two devices in T

Sender Anonymity

To evaluate sender anonymity against a malicious outsider ¢/, the following
events need to be defined:

* E,oute denotes the event that a malicious outsider ¢’ € ¥ is selected to route
messages being transmitted between y; € I and y; € I'. The probability
that the malicious outsider ¢’ can force the event E,q to occur is likely to
be low, since ¢’ needs to possess information about the physical locations
of y; and y;, as well as their radio ranges, to be used as an intermediary
routing link between y; and y;. Alternatively, the malicious outsider y’
could misuse the underlying ad hoc routing protocol to deceive y; and y;
so that it appears that ¢’ constitute an intermediary path between y; and

Yis

* Egir denotes the event that a malicious outsider ¢’ € ¥ can conclude that
7i precedes y; in a given anonymous path. A malicious outsider y’ eaves-
dropping on the wireless communication might conclude from a message
m,, ,, transmitted in the wireless medium that a device y; precedes an-
other device y; in a given anonymous path. However, the mobile behavior
of the devices in an ad hoc network prevents the malicious outsider ¢’
from knowing for certain that the observed message m, ,, was not pre-
ceded by a number of other messages being transmitted in the opposite
direction, i.e., from y; to v;;

* E,_,, denotes the event that a malicious outsider ¥’ € ¥ concludes that a
device vyj = ys.

Although the probability of the events E;oyue and Egjr occurring concurrently,
that is Ejoue A Eqir, is likely to be low, it is still necessary to consider such a
probability for calculating a lower bound for the degree of sender anonymity.
In such a case, the probability of the event E,_,,, given the events Eoute A Egir,
can be expressed as the inverse of the expected number of hops Hexp, i.e., the
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Figure 7.4: An illustration of an anonymous path that extends from a sending
device ys € I, which is the source of the application data 6, to the device yjast € T,
and has a local loop in the device y, = yast-1 € I' that precedes the device yjast
in the anonymous path. In this figure, the devices ys and y; that are part of
the anonymous path are connected through a malicious outsider /' € ¥, which
routes and forwards messages being transmitted between ys and y;. This figure
illustrates the event E, -, | Eroute A Eqir.

expected path length Lexp— 1, since the attacker could be situated at any hop
between two consecutive devices in T that are part of a given anonymous path.

The degree of anonymity for a device v; is A, = 1 - P,,. In addition, the
degree of anonymity against a malicious outsider ¢ € ¥ can be denoted as
1 - P(Ey . | Eroute A Eqir). The probability of the event E,-,, | Eroute A Edir, is
given in Equation 7.5, where R_ denotes the expected reduction in the actual
number of hops that are caused by local loops. A local loop occurs if a device
selects itself as its successor, as depicted in Figure 7.4.

1

1
= (7.5)
Hexp (I—exp_ 1) - RL

P(Eyizys | Eroute A Edir) =

For an expected path length Leyxp > 4 and an anonymity set, i.e., the cardi-
nality of the set T, I'| > 3, it is possible to affirm, in relation to the expected
number of hops, that Hey, > 2. Therefore, the malicious outsider ¢’ € ¥ can
expect that there are at least two different hops that it could be situated on,
assuming Eque A Egir. In conclusion, the degree of anonymity is probable inno-
cence, according to the Equation 7.5. The proof regarding this conclusions is
presented in [Martucci et al., 2006a] and [Andersson, 2008].

According to Equation 6.1, an expected path length Ley, > 4 is obtained for
a probability of forwarding ps > 2/3. Nevertheless, for a large anonymity set
IT'|, the degree of sender anonymity is likely to approach beyond suspicion, since
the probability of the occurrence of the events E,qyeA Eqir is low, and such events
are a requirement, which is assumed to be fulfilled in the analysis presented
in this section, for any malicious outsider ¢’ to compromise the anonymity of a
device ys €T
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Receiver Anonymity

The malicious outsider ¥/ € ¥ is not able to obtain the logical address of the
destination device, |Pg, directly from an eavesdropped message m, ,,, that is
being transmitted from a device y; € I to a device y; € I since such a message
is link encrypted using a symmetric shared key that is possessed only by the
devices v; and y;. Thus, the degree of receiver anonymity is possible innocence
if the expected path length Leyp > 4.

Relationship Anonymity

The Chameleon protocol assures that ys € I’ never communicates directly with
the destination device d € D. Thus, the degree of relationship anonymity is
beyond suspicion.

7.5 Anonymity Against a Destination Device

A malicious destination device d’ € D has as objective to disclose the identity of
the source of an incoming application data 6, and, thus, uniquely identify the
device ys from all possible devices that are part of the set I

From the perspective of the malicious destination device d’ € D, ys could be
any device y; € I, since the length L of an anonymous path is always L > 2.
Thus, both the degrees of sender anonymity and relationship anonymity are
beyond suspicion. Naturally, the concept of receiver anonymity does not exist
for the destination device, since the destination is the receiver.

7.6 Anonymity Against a Directory Server

A malicious directory server ¢’ € @' | @’ C @, where @’ is the set of malicious
devices running a directory service. This set of attackers misuse the distribu-
tion of information regarding the set I'. Directory servers distribute the logical
addresses of devices y; € I. However, such a knowledge alone is useless for
breaking the anonymity properties of devices in I', and, thus, the degree of
anonymity against a malicious directory server is absolute privacy.

A malicious directory server ¢’ may, however, collaborate with other at-
tacker types to increase their chance of succeeding with an attack. Thus, the
malicious directory server ¢’ can distribute false information regarding the set
I" to the users of the Chameleon protocol, i.e., the elements of the set I'. For in-
stance, a malicious directory server ¢’ can distribute a set I’ ¢ I which is com-
prised mostly of malicious insiders y’ € I"". The specification and evaluation of
secure and efficient mechanisms that hinder malicious directory servers from
performing such partitioning attacks is out of the scope of this dissertation,
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but such mechanisms are usually comprised of one or more of the following
strategies:

* redundancy — the more the directory servers in the set ®, the stronger
the protection against malicious directory servers in theory, since the
probability that a device in I' chooses a non-malicious directory server
increases with a growing |®|;

o distributed reputation metrics — this relates to mechanisms that assign
trust values to the devices in the set ®, so that a misbehaving directory
server could be found a filtered out. A trust-based service discovery proto-
col for ad hoc networks that suits the Chameleon framework is described
in [Martucci et al., 2004b], for instance, and;

® cycling through different directory servers — the continuous use of a given
directory server ¢; € ® for obtaining the list of the available elements of
the set I' is potentially harmful and, thus, should be avoided. As a general
recommendation, Chameleon users y; € I" should contact different direc-
tory servers, so that significant differences in the distributed instances of
the set I could be detected.

7.7 Summary

This section presented the anonymity analysis of the Chameleon framework.
The Crowds-based anonymity metric was used to quantify the anonymity pro-
vided by Chameleon. The anonymity of the Chameleon protocol was evalu-
ated against the attacker model presented in Section 6.4. The attacker model
that was considered consisted of the following five types of attackers: local ob-
servers, malicious insiders, malicious outsiders, destination devices, and mali-
cious devices hosting a directory service. Table 7.1 summarizes the anonymity
analysis presented in this section.

In the following chapter, the network performance of the Chameleon proto-
col is evaluated using a network simulator. The performance of Chameleon is
measured by simulating an ad hoc network with 30 devices and at one-hop dis-
tance. The objective of such a simulation is to identify the amount of packets
lost and the extra transmission delay introduced by the Chameleon protocol
running in an ad hoc environment and to isolate such delays from other trans-
mission delays caused by ad hoc routing protocols. The performance impact
is also evaluated according to multiple values attributed to the probability of
forwarding ps.
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Table 7.1: This table summarizes the degrees of sender anonymity, receiver
anonymity, and relationship anonymity in the Chameleon protocol against: lo-
cal observers, malicious insiders, malicious outsiders, and destinations.

. . . Relationship
Sender Anonymity | Receiver Anonymity Anonymity
Local ossible innocence beyond suspicion beyond suspicion
observer P for large networks for large networks
Matic probable ifnnocence absolute privacy
alicious i Lexp .
. _ (I probable innocence
insider ] > (=) 05) -(IT’1+12) = ( T )
Malicious probable innocence probable innocence .
outsider if Loxp> 4and [[>3 | if Lexp> 4and [[[z3 | Peyond suspicion
Destinati beyond suspicion — beyond suspicion
estination for I > 3 y p







Chapter 8

Anonymity and
Performance Trade-offs

“Wait a moment,” William said. “I do not know why, but I have never
seen a machine that, however perfect in the philosophers’ description,
is perfect in its mechanical functioning. Whereas a peasant’s billhook,
which no philosopher has ever described, always function as it should.

”»

Brother William of Baskerville
—The Name of the Rose (1980), Umberto Eco

This chapter evaluates the network performance of the Chameleon protocol
and elaborates on the trade-off between anonymity and performance. In the
evaluation, a network simulator was used to simulate an ad hoc network with
30 devices equally distributed in a 44100 m? square area. Simulation results
include the amount of packets lost, and the extra transmission delay intro-
duced by the Chameleon protocol running in an ad hoc environment. In order
to isolate such delays from other transmission delays caused by the underlying
ad hoc routing protocol all devices are within one-hop distance from any other
device in the ad hoc network. The performance impact is simulated using dif-
ferent values for the probability of forwarding, which determines the degree of
anonymity protection, as presented in Chapter 7.

The remainder of this chapter is organized as follows. The simulation objec-
tives are outlined in Section 8.1. In Section 8.2, the simulation environment is
introduced, including the modifications in the used network simulator. The de-
tails regarding the simulation parameters, e.g., number of devices in the ad hoc
network, area, data flow, the probability of forwarding p; used, and number of
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simulation runs, are given in Section 8.3. Finally, the results of the simulation
runs are aggregated, presented, and analyzed in Section 8.4.

8.1 Objectives

The objective of the chapter is to analyze the results from the simulation runs
and to identify the trade-off between anonymity, in terms of the resistance
against malicious insiders, and performance, in terms of the expected cumula-
tive distribution function of the end-to-end delay.

The network simulation was used to measure the end-to-end delay and the
number of lost packets against an increasing value of the probability of for-
warding ps in an ad hoc network with devices running the Chameleon proto-
col. To set a basis for comparing the achieved results, a simulation scenario
with no forwarding was also set up, i.e., where the sender device delivers the
application data directly to the recipient device. Analytical modelling was used
to obtain a general mathematical expression for describing the expected cu-
mulative distribution function in terms of both the end-to-end delay and the
resistance against malicious insiders, which is a function of the probability of
forwarding ps.

8.2 The Simulation Environment

This section is divided into two parts. In the first part, the distinct environ-
ments of the OPNET Modeler simulation tool are briefly introduced. The ob-
jective of this part is to introduce the different underlying building blocks of
the simulation tool. In the second part, the implementation of Chameleon us-
ing the simulation tool is presented. The objective of this part is to present
the simulation environment and the modifications implemented on standard
simulation models during the development of the Chameleon protocol.

8.2.1 The Simulation Tool

The selected simulation tool was OPNET Modeler version 14.0 [OPNET]. Mod-
eler is a discrete event simulation tool. Modeler is divided in distinct environ-
ments called editors. For the context of the implementation of the Chameleon
protocol and the simulation of such an implementation, the most relevant edi-
tors in the Modeler simulation tool are the following:

® the Project Editor specifies the network topology and is used to configure
some key characteristics of the device that are part of the topology, such
as their location and their running services;
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¢ the Node Editor specifies the internal structure of a device. This internal
structure is composed of modules that represent particular functions in
the device’s behavior. The organization of such modules differs according
to the modelled device. For some devices, such as the wireless network
servers used in the simulation of Chameleon, these modules are orga-
nized in a similar matter as the TCP/IP stack. The Chameleon protocol is
implemented as a module in a wireless network device;

¢ the Process Editor is used to define the behavior of a given module. A
module is composed of process modules, which define the behavior and
the aspects of the process module that are visible to its user. The be-
havior of process modules is determined using finite state machines. The
deterministic finite state machines are represented using state transition
diagrams. The behavior of the Chameleon protocol is thus implemented
as a state transition diagram, and;

¢ the Packet Format Editor is used to define the fields of a formatted packet,
i.e., a packet with the predefined fields, such as the packets used in the
Chameleon protocol.

Modeler has other editors that were used in the implementation and simu-
lation of the Chameleon protocol, such as the Simulation Sequence Editor and
the Interface Control Information (ICI) Editor, but these editors are not fun-
damental for the understanding of the implementation and simulation of the
Chameleon protocol and will therefore not be described here or mentioned in
the remainder of this chapter.

8.2.2 Implementation of the Chameleon Protocol

The Chameleon protocol was implemented as an additional intermediate layer
situated in between the application layer and the transport adaptation layer
(tpal). Tpal is a basic and uniform interface between applications and trans-
port layer models. The connectionless User Datagram Protocol (UDP) [Postel,
1980], was used as the standard transport protocol in the simulation of Cha-
meleon. The literature shows that UDP has a better performance than TCP
in single-hop and multi-hop static ad hoc networks, most probably because the
connected-oriented characteristics of TCP, such as acknowledgments travelling
in the backward direction [Rohner et al., 2005]. In addition, the objective of the
simulation is to measure the end-to-end delay, and UDP provides the one-way
traffic required for such a measurement.

The Chameleon protocol was integrated into an existing standard wireless
server node model in OPNET Modeler version 14.0, the wlan server adv node
model. This modified node model was later renamed to wlan server overlay
adv node model and it is presented in Figure 8.1. The wlan server overlay adv
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Figure 8.1: The wlan server overlay adv node model used in the simulation.
The Chameleon protocol is implemented in the overlay processor. The overlay
processor is positioned in between the application and tpal overlay processors.
This node model is a variant of the wlan server adv node model, which is part
of the standard node models in OPNET Modeler version 14.0. Although the im-
plementation of Chameleon protocol is contained in the overlay processor, other
modifications were required in other processors as well, such as tpal overlay,
application, and udp processors.
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node model is implemented with multiple processors, one radio receiver and
one radio transmitter. The processors are organized according to the TCP/IP
stack, with the application processor on the top and the radio transmitters on
the bottom of the stack.

This wireless server node model was selected because it provides an ad-
vanced level of details on the amount of information that can be obtained from
different layers. Furthermore, every device running the Chameleon protocol
is required to behave as a client and a server device simultaneously, and such
a functionality is available only on server devices in the wireless local area
network devices in Modeler. The disadvantage of such a high level of detail is
that it may degrade the performance of the simulator, since a large number of
variables are needed to be taken into account during simulation time.

The remainder of this section is organized in three parts. First, the overlay
processor, which contains the implementation of the Chameleon protocol, is
introduced. Second, the modifications on other processors are briefly presented.
Finally, the simplifications on the Chameleon framework are discussed and
justified in the third part.

The Overlay Processor

The overlay processor is positioned between the application and the tpal over-
lay processors, as depicted in Figure 8.1. The behavior of the overlay processor
is defined with the process model, i.e., as a state transition diagram, presented
in Figure 8.2. This process model implements a simplified version of the Cha-
meleon protocol, presented in Chapter 6. The simplifications in the Chameleon
framework are listed in the end of this section.

The first three states in the state transition diagram presented in Figure
8.2 are init, pre-start, and start. These states are used for the initialization of
the system parameters, such as the probability of forwarding p; and the seed
for the random number generator. Moreover, these three initial states are also
used to discover the local address information, to obtain the addresses of the
other Chameleon devices available in the simulation scenario, and to register
the overlay processor in the list of available services in the transport adapta-
tion layer. Following the execution of these three initial states, the wait state
is reached. The wait state is an idle state that waits for incoming interrupts,
i.e., packets, from either the application or the tpal processors. The expected
interrupts in the wait state are incoming data from the tpal processor, incom-
ing data from the application, or control messages, such as confirmations of
open connections, indications of incoming connections, and indications of clos-

ing connections’.

IThe simulation tool requires the establishment of connections between tpal processors of dis-
tinct devices even if a connectionless protocol, such as UDP is used. Nevertheless, the establish-
ment of such a connection between tpal processors is a logic connection used only by the simulation



134 Anonymity and Performance Trade-offs

Se————

117/5 30/9 122/1

(OPEN_IND || OPEN_CONF || IND_ABORT || IND_CLOSE)

b
open_conn |
‘)

119/0

Figure 8.2: The process model that implements the Chameleon protocol. This
process model resides within the overlay processor of the wlan server overlay
adv node model. The bold arrow indicates the initial state. The empty tran-
sitions are illustrated with solid arrows and the conditional transitions with
dashed arrows. The conditions associated with the conditional transitions are
written in parentheses. The states in this diagram are drawn with two differ-
ent shades of grey that indicate if a state is a forced state or an unforced state,
i.e., if the outgoing transition of a state is an empty condition or not. The num-
bers located under each state indicate the number of lines of code existing in
the entry and the exit executives in each of these states.

The states from tpal and from appl are used to forward incoming data either
to the application processor or to tpal overlay processor. Data arriving from the
application processor indicates that this device is the initiating sender ys. Data
is thus sent to another randomly selected element in the set I', according to the
state transition diagram presented in Figure 6.5. Data arriving from the tpal
processor is either delivered to the application processor, if the current device
vi is the final destination, that is y; € Dr, or sent back to the tpal processor
according to the state transition diagram in Figure 6.6.

In the cases where the data is sent to the tpal processor, a traffic engine
process model is invoked to deliver the data to the next device yj;; € T on
the anonymous path. The traffic engine process model is depicted in Figure
8.3. The purpose of this process model is to open a connection and deliver
the data to the tpal processor in the open state. The tpal processor forwards
the data according to the transport protocol defined in the open state. In this
case, the transport protocol is the UDP connectionless transport protocol. The

tool to link tpal processors from different devices, and do not imply that UDP is modelled as a
connection-oriented protocol.
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Figure 8.3: The process model that implements the traffic engine is invoked
when data needs to be delivered from the overlay processor to the tpal proces-
sor. This process model is invoked in the from tpal and from appl states of the
process model implemented at the overlay processor, presented in Figure 8.2.

process model is destroyed as soon as the data is sent in the send state. The
close state is reached if the connection to the tpal processor is aborted or closed
prematurely, i.e., before the data is successfully delivered to the tpal processor.

Modifications on Other Processors

The implementation of the Chameleon protocol in the Modeler simulation tool
required not only the implementation of an overlay processor in between the
application and the tpal processors, but also modifications in other processors.
These modifications were restricted to the neighboring processors, i.e., applica-
tion and tpal processors. The process model that implements the traffic engine
for the UDP and TCP protocols in the tpal processor were modified to forward
incoming data to the overlay processor instead of delivering the data directly
to the application processor. The UDP traffic engine process model? is depicted
in Figure 8.4.

The same modification implemented in the UDP traffic engine was also exe-
cuted in the traffic engine for the TCP protocol. Although the simulation of the
Chameleon protocol used UDP as transport protocol, the tpal processor is also
prepared to handle incoming TCP connections and deliver the incoming data
to the overlay processor. Thus, the Chameleon protocol is partially prepared
to be simulated on top of a connection-oriented transport protocol, as long as
the traffic engine of the overlay processor can initiate and manage TCP connec-
tions. Moreover, the application processor was modified to include Chameleon
as an available service, i.e., application. This modification was required since
the incoming and outgoing packets need to be associated with a registered ser-
vice.

2The denomination of this standard process model is tpal intf udp v3 in OPNET Modeler.
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Figure 8.4: The process model that implements the traffic engine for the UDP
protocol in the tpal processor. The data rcv state was modified to forward in-
coming data to the overlay processor instead of delivering the data directly to
the application processor.

Simplifications on the Chameleon Framework

Determining the appropriate level of detail in a simulation is a fundamen-
tal tasks when simulating a system [Jain, 1991]. Some characteristics of the
framework that describes the Chameleon protocol were excluded from the im-
plementation mainly because they do not provide a substantial contribution or
influence the accuracy of the results obtained from the simulation runs.

The aspects of the Chameleon framework that were not included in the sim-
ulation modelling include the directory servers and the backward communica-
tion channel, i.e., the reply data from the recipient back to the initial sender.
The simulated network is assumed to be in a steady state, i.e., the participating
devices already have knowledge about the other devices running the Chame-
leon protocol, and the network participants are thus ready to transmit and
forward Chameleon packets. The backward communication channel was not
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implemented because the objective of the simulation is to obtain the function
of the end-to-end delay in terms of the probability of forwarding ps, and not the
round-trip time information.

In addition, the simulation does not implement any encryption mechanisms.
The implementation of such items would make the implementation of the Cha-
meleon protocol more complex and would eventually result in a reduced perfor-
mance of the simulator3. Encryption mechanisms are usually not implemented
in network simulation scenarios. Instead, encryption is modelled by adding a
delay in the simulation time on the point that the data is encrypted or de-
crypted. There is no such delay included in our simulation model, since such a
delay is dependent on the device hardware capabilities.

The list of available devices running the Chameleon protocol in the network
is obtained during the initialization phase of the simulation and occur in the
init state of the process model that implements the Chameleon protocol, pre-
sented in Figure 8.2.

8.3 The Simulation Parameters

In this section the simulation parameters used are outlined. The results aggre-
gate the outcome of 3060 distinct simulation runs. All simulation were config-
ured to run for 35 minutes, i.e., 2100 seconds, of simulation time. Five differ-
ent values for the probability of forwarding p; were evaluated, resulting in five
simulation scenarios. Moreover, an additional basic scenario where the sender
device delivers the application data directly to the destination was included in
the simulation to set a basis for evaluating the added delay resulting on differ-
ent values of p;. The rest of this section is divided into two parts, where each
defines different aspects of the parameters.

The first part presents the static input parameters that are common and
remain static throughout all simulation runs. Static parameters include the
network topology, the wireless technology and the characteristics of the net-
work traffic, for instance. The static parameters are presented in Section 8.3.1.

The second part presents the non-static input simulation parameters, i.e.,
parameters that change according to the simulation run. There are two non-
static parameters in the simulation: the values assigned to the probability of
forwarding pr and the seeds for the pseudo-random number generators used in
the simulation. The non-static parameters are presented in Section 8.3.2.

3The performance of the simulator, i.e., the amount of time required to run a simulation sce-
nario, is not related to the results obtained from it.
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8.3.1 Static Parameters

The network topology used in the simulation is depicted in Figure 8.5. There
are 30 static devices distributed in a square area of 210 x 210 meters with no
obstacles. All devices are part of the set I' of Chameleon users, and, thus, they
can eventually be selected to be part of an anonymous path. There is only one
sender and one recipient in this scenario. The sender device is labelled source,
and the recipient device is labelled server in Figure 8.5. Those two devices are
positioned approximately in the center of the topology?*.

All communication is performed using the wireless interfaces. The wireless
technology used is the IEEE 802.11 standard [IEEE 802.11]. The maximum
data rate is 11 Mbps, the modulation technique is direct sequence spread spec-
trum, and the transmit power is 5 mW. The maximum radio range for an IEEE
802.11 network interface card in OPNET Modeler using the aforementioned
characteristics is approximately 300 meters. All devices are in the same IEEE
802.11 Basic Service Set (BSS).

There is no need for routing data in the network layer since all devices are
in the same BSS and, thus, they are at one hop distance. Nevertheless, an
on-demand ad hoc routing protocol, the Ad Hoc On-Demand Distance Vector
(AODV) protocol [Perkins et al., 2003], is running and it generates a minimum
amount of background network traffic’. This routing protocol is kept running
in this simulation scenario to include some routing data traffic in the ad hoc
network, since it is expected that an ad hoc routing mechanism would be avail-
able and running in such a scenario.

The sender device injects packets in the network at the constant ratio of
one packet per two seconds, and each packet has a data payload of 1032 bytes.
Thus, the average amount of traffic sent by the application running in the
sender device is 516 bytes/second. This limited amount of data traffic was
deliberately chosen to reduce the influence of undesired factors that may po-
tentially interfere with the measurements of this simulation, which were de-
fined in Section 8.1. These undesired factors include discarding packets due
to queueing policies in the wireless interface, and interferences between mul-
tiple concurrent data flows. Therefore, the simulation conditions are optimal
for achieving the simulation goals, i.e., to measure the delay and the number of
lost packets in relation to an increasing value of the probability of forwarding
ps in an ad hoc network with devices running the Chameleon protocol. The
static parameters used in the simulation are summarized in Table 8.1.

4The {xy} coordinates in meters of the sender device are {95,95}, and the coordinates of the
recipient device are {110 110, assuming that the {0, 0} position is located on the top left and the
position {210 210 is located on the bottom right of the Figure 8.5.

5The interval between consecutive transmissions of AODV hello messages is distributed uni-
formly in the time interval of [1.0, 1.1] seconds. This result in an average of 370 bps of routing traf-
fic sent per device. Hello messages are control messages specified in the AODV protocol [Perkins
et al., 2003].
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Figure 8.5: The network topology used in the simulation of the Chameleon pro-
tocol. There are 30 static devices distributed in a square area with 210x 210
meters. All devices are part of the set I' of Chameleon users, and there is only
one sender and one recipient in this scenario. The sender device is labelled
source, and the recipient device is labelled server, and they are located approx-
imately in the center of the topology. The three boxes located on the right hand
side of the figure are used in the configuration and specification of the appli-
cations running in the simulation scenario. The Application Definition box is
used to configure application parameters such as the transport protocol used
and port. The Profile Definition is used in the configuration of the profile pa-
rameters to be applied to given application, such as the start time, duration,
and repeatability of the service. The Task Definition is used for the configura-
tion of the steps performed during the application run.



140 Anonymity and Performance Trade-offs

Table 8.1: Selected static parameters used in the simulation scenario.

Parameter | Value
Network area 210 x 210 meters
Number of devices 30

Wireless technology IEEE 802.11
Transmit data rate | 516 bytes/second
Packet data payload 1032 bytes
Transmission power 5mW
Maximum data rate 11 Mbps

8.3.2 Non-Static Parameters

As already mentioned, there are two types of non-static parameters used in
the simulation of the Chameleon protocol. The different values for the proba-
bility of forwarding pr and the seeds of the pseudo-random number generators
that used by Chameleon in the anonymous path establishment process and by
Modeler to calculate the environmental variables.

The Probability of Forwarding

The five values for the probability of forwarding p; used in the simulation are:
0.51, 0.60, 0.67, 0.75, and 0.83. The average expected path lengths Leyp as-
sociated with those values assigned to the probability of forwarding can be
calculated using Equation 6.1. The expected path length Leyp for the ps values
are presented in Table 8.2.

Table 8.2: The probability of forwarding values p¢ used in the simulation of
Chameleon, the expected path length, and the maximum (|I”|/||) fraction of
malicious insiders in relation to the total number of elements in the set I" that
are tolerated for these p; values, according to Equation 7.2.

Probability Expected Tolerated
of forwarding | path length | (I["|/|T) (%)
0.51 3.04 1.96
0.60 3.50 16.67
0.67 4.03 25.37
0.75 5.00 33.33
0.83 6.88 39.76

no forwarding | 1.00 | —
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The chosen values for the probability of forwarding ps used in the simula-
tion of the Chameleon protocol were selected for the following reasons:

¢ The p; value of 0.51 is close to the is minimum value, since p; is bounded
by the open interval ]0.5, 1], as presented in Section 6.2. Thus, this 0.51
is a natural minimum bound to be used as a simulation input.

* The prs value of 0.67 provides an expected path length Lexp > 4, as pre-
sented in Table 8.2, which is a requirement for obtaining the degree of
anonymity of probable innocence against a malicious outsider, for both
sender and receiver anonymity, as shown in Table 7.1.

* The ps value of 0.60 was chosen because it is close to the middle point
between the ps values 0.51 and 0.67. The ps 0.60 provides anonymous
paths with an expected path length Ly, of 3.5 devices.

¢ The p; value of 0.75 was chosen for two different reasons. First it provides
a similar step size regarding the previously selected values of probability
of forwarding, i.e., the steps between p; values 0.51, 0.60, and 0.67 has an
average step size of 8%. Second, the p; 0.75 provides anonymous paths
with an Leyp of 5 devices, which is one device more than the p; 0.67.

¢ The upper bound value of p;, 0.83, was picked for several reasons. The
first is that it also provides a regular step size in relation to the previously
selected p; values. Moreover, an evaluation of the relationship between
the expected path length and the fraction of malicious insiders tolerated
in relation to the total number of participants in the set I' presented in
Section 7.3, was also taken into account for the selection of this upper
bound value of ps.

The ps value 0.83 means that degree of sender anonymity against ma-
licious insiders is probable innocence if the fraction (|['|/|T]) of malicious
insiders in relation to the cardinality of the set I' is not more than ap-
proximately 0.40. The first derivative of the Equation 7.3, with respect
to the fraction (|['|/|[']) provides the rate of change of the expected path
length in relation to the (|I”|/|I]). The derivative dLeyy/d(IT"|/|I']) is outlined
in Equation 8.1 and the resulting curve plotted in Figure 8.6.

W) e )

The analysis of the equation and the resulting plot indicates that the
function dLexp/d(IT”|/|T'f) has a particular characteristic. The rate of change
quadruplicates when increasing the fraction ([I"|/|'|) in discrete steps that

||
Il

Il
Il

||F|>>1,0s( )<0.5,\7’( )ER (8.1)
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Figure 8.6: This curve plots the derivative of the Equation 8.1, dLeyp/d(|I”|/[T1).
It indicates the rate of change of the expected path length Ley, with respect to
the fraction (|II'|/[T). This curve shows that the rate of change dLeyy/d(II”|/|T)
increases four times if (I’|/|[']) increases from 30% to 40%.

are halved after every step, according to the Equation 8.2, where X, is the
value for the fraction (|I”|/|[]) in the n" discrete step.

n
0.2
xn=0.1+ZF|nzO,VneN (8.2)
=1

The rate of change corresponding to Equation 8.2 is given in Equation
8.3, where y, is the rate of change for the n discrete step.

Vo= f(n) =3125-22"In>0, YneN (8.3)

Equations 8.2 and 8.3 show a series of discrete points in the ([I"|/|I'|) do-
main where the rate of change quadruples after every discrete step. The
fraction (I”|/|]) =0.40 is the first of those steps (n = 2) that are posi-
tioned after the p; value 0.75. The p; value that can tolerate up to 40%
of malicious insiders in relation to the cardinality of the set I' and still
provides a degree of sender anonymity that equals probable innocence is
approximately 0.83, according to Equation 7.2.
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The Seeds

Seeds are used by pseudo-random number generators as an initial input to gen-
erate a sequence of apparently random values. Using different seed values in
a same simulation scenario is a common practice to gather results that can be
evaluated statistically, since different seeds generate different environmental
parameters. When gathering results from simulation runs, it is possible that
some simulation runs generate spurious data. Thus, an adequate amount of
simulation runs is necessary to provide statistical soundness to the achieved
results.

In the simulation of the Chameleon protocol, every simulation run has as-
sociated with it a unique pair of seeds, {Se€6hodeles SE€@hameleod, Which are given
by:

* the seegogeleris used by the simulator to compute the random values re-
quired by the simulated environment and network modules for the com-
putation of parameters such as background noise and the backoff timers
used in IEEE 802.11;

¢ the see@nhamelcoris used exclusively by the Chameleon protocol for two tasks
during the establishment of an anonymous path. These tasks are to de-
fine if an anonymous path should be terminated or not, and, if not, to
select the next device in the anonymous path from the set I'.

For each simulation scenario, i.e., for each different simulated value of py,
20 values were used for seeghogeles, in the interval [128,147], combined with 30
values for see@hameleon in the interval [1, 30]. Therefore, for each different sim-
ulated value of p;, 600 simulation runs were executed. In addition, to the sce-
nario where messages are delivered from the sender to the recipient directly, 60
simulation runs were performed using 60 different values for seeggeles in the
interval [128,187]. The summary of the evaluated values for the probability of
forwarding ps and the number of simulation runs performed for each scenario
are presented in Table 8.3.

8.4 Simulation Results and Analysis

This section presents the results collected from the simulation of the Chame-
leon protocol and the statistical analyses of the results. The statistical analyses
included in this section are: the average delay for delivering application data
from the sender to the recipient, the cumulative distribution functions (CDF)
that describe the probability distribution of such a delay, and the amount of un-
delivered packets in relation to the total amount of packets sent. The expected
end-to-end delay and amount of packet loss indicate what type of applications
can be deployed on top of the Chameleon protocol.
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Table 8.3: Simulation scenarios and number of simulation runs.

Probability Number of
of forwarding simulation runs
0.51 600
0.60 600
0.67 600
0.75 600
0.83 600
No forwarding 60
Total number of runs [ 3060

The analysis of the influence of an increasing probability of forwarding ps in
the expected average end-to-end delay provides an insight of the performance
cost in terms of such a delay for a device that wants to join the anonymous
communication network. The same rationale is valid for the amount of unde-
livered packets. Moreover, the analysis of the scenario with no forwarding is
important when defining the minimum delay for the end-to-end delay between
two devices in the ad hoc network.

The analysis of the CDF provides a more detailed insight of the distribu-
tion of the packet arrivals in relation to different values of the probability of
forwarding p;. Moreover, the evaluation of the CDF obtained from the simula-
tion runs is used to estimate the average delay introduced in the anonymous
path on each hop. The average delay obtained in the simulation is used to
fine-tune the analytical model of the CDF. Such an analytical model is used
for modelling the CDF in terms of the probability of forwarding ps. The an-
alytical model can be subsequently rewritten in terms of the fraction (|I"|/|[])
of malicious insiders in relation to the cardinality of the set I'. The analytical
model can be illustrated as a 3-D plot that describes the trade-off between the
anonymity properties and performance in terms of the CDF of the expected
end-to-end delay.

In all simulation runs, the first 100 seconds of simulation time were dis-
carded to remove transient data. Thus, only the steady state is considered in
the analysis presented in this chapter.

Table 8.4 presents the average length of the anonymous path obtained from
the simulation runs regarding the different probability of forwarding values
associated with them and compares the simulated results to the values for ex-
pected path length, which were calculated following Equation 6.1. The table
shows that the average path length obtained from the simulation runs is simi-
lar to the theoretical average path length. Such a comparison is made to vali-
date the results obtained from the simulation against the analytical modelling
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Table 8.4: This table shows that the average path length obtained from the sim-
ulation results is similar to the expected average path length obtained from the
analytical modelling presented in Chapter 7. Such a comparison is used to val-
idate the results obtained from the simulation. The probability of forwarding
associated with these results is also included in this table.

Probability Theoretical | Simulated
of forwarding | path length | path length
0.51 3.04 3.13
0.60 3.50 3.47
0.67 4.03 4.37
0.75 5.00 5.10
0.83 6.88 6.77

No forwarding | 1.00 | 1.00

in [Reiter and Rubin, 1997]. This procedure follows one of the three rules of val-
idation presented in [Jain, 1991]: “do not trust the results of a simulation model
until they have been validated by analytical modelling or measurements”.

Table 8.5 presents the average end-to-end delay and the packet loss ratio
obtained in the simulation runs regarding the different probability of forward-
ing values. This tables shows that the increasing the probability of forwarding
from 0.51 to 0.83 more than double the average delay and increases the packet
loss rate from 1.01 to 43.5 messages for every thousand messages, i.e, an in-
crease of over 430% in the packet loss ratio.

Figure 8.7 depicts the average end-to-end delay for all the simulated prob-
abilities of forwarding p; in relation to the simulation time in the interval
[100,2100] seconds. Thus, each data point corresponds to the average end-to-

Table 8.5: This table outlines the average end-to-end delay, standard devia-
tion, and the packet loss ratio associated with the probability of forwarding ps
obtained from the simulation runs.

Probability | Average delay Standard Packet Loss
of forwarding (ms) deviation (ms) (%o0)
0.51 4.52 2.54 1.01
0.60 5.35 291 1.46
0.67 6.58 4.85 8.30
0.75 7.79 5.55 13.6
0.83 9.90 7.52 43.5
no forwarding | 0.98 | 5.71x107° | 0.07
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Figure 8.7: The end-to-end delay for different probabilities of forwarding in
relation to the simulation time. Each plotted point corresponds to the average
value of 600 simulation runs.

end delay value observed in a given instant of the simulation time regarding
600 simulation runs for a given value of p;. In the simulation, the end-to-end
delay is calculated using the time interval between the instant of time when
the data packet is created in the application processor of the sender device and
the instant that this data packet is received at the from tpal state of the overlay
processor in the recipient device.

The average end-to-end delay is also presented in Figure 8.8. This figure
is comprised of six individual graphs, where each graph represents one of the
six simulated scenarios. The scenario is indicated at the top left corner of each
graph. These graphs include the confidence intervals for a significance level
a = 0.05.

Figures 8.9 to 8.13 present the histograms of packet arrivals and the CDF
in relation to the time of the packet arrival for the different simulated scenar-
ios running the Chameleon protocol. Each figure corresponds to a different
probability of forwarding p; and is comprised of two graphs:

¢ the graph at the top of each figure consists of a histogram of the number
of packet arrivals in relation to the time of arrival and the CDF asso-
ciated with this histogram. Each plot contains data obtained from 600
simulation runs;
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Figure 8.8: The end-to-end delay for the different simulation scenarios, which
are indicated in the top right corner of each graph by the p; value. The vertical
bars display the confidence intervals for a significance level a = 0.05.
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* the graph at the bottom of each figure is comprised of four curves: the
CDF curve obtained from the simulation (also included in the top graph)
and, in addition, a theoretical CDF that is plotted using two different
curve styles: steps and lines. The theoretical CDF curve with steps is
used in the comparison with the CDF obtained from the simulation runs,
while the theoretical CDF curve with lines is the same curve, but plotted
using a continuous function. The theoretical CDF was calculated using
Equation 8.5 with the assumption that the average transmission delay in
the wireless network is a constant interval. This graph also contains a
residual curve, which depicts the difference between the simulated and
theoretical CDF curves.

The theoretical CDF F(t) of the Chameleon protocol in relation to the prob-
ability of forwarding pr can be determined by evaluating the cumulative prob-
ability associated with the occurrence of a given path length L, where n corre-
sponds to the sum of device appearances in the anonymous path. It is assumed
that the transmission time between the sender device ys and the first device y;
in the anonymous path consumes approximately At; to be delivered and each
subsequent transmission in the wireless network takes an average amount of
time At. Thus, the CDF F(t) can be defined as F(At; + n-At), where n € N* and Aty
is the minimum interval of time required by a device y; to receive a message
from a device ys. The function F(At; + n- At) can be written in relation to the
probability of forwarding ps as presented in Equation 8.4:

F(Aty+n-At) = (1-pg) + pr- (L= pg) + (P)*- (L= pr) +...+ (p)" - (1 - py)
=(L-pr)-(@+ps+ (P +...+(p)™)

(1-(p)"M)

A-p) =1-(pr)

n-1
=(@-pr)- D (pr) = (- pr)-
i=0
= F(Aty+1) = 1— (py)™
(8.4)

In Figures 8.9 to 8.13 the values for the parameters At; and At in Equation
8.4 can be extrapolated from the simulation results presented in Tables 8.4 and
8.5. In Table 8.5, the average delay for transmitting application data from the
sender directly to the recipient is approximately one millisecond. Thus, we can
reckon that At; = 1 x 103 second.

Assuming that At; is known, it is possible to estimate a common value for
At that can be applied in all simulation scenarios. This value can be estimated
using the information from Tables 8.4 and 8.5 as follows. First, by subtracting
Aty from the average delay time values presented in Table 8.5, it is possible to
estimate the average time interval required to send a packet from the overlay
processor of the first device in the anonymous path length y; to the overlay
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processor of the recipient device. The obtained values can then be divided by
the simulated path length, from Table 8.4, subtracted by one®. Thus, we can
estimate that At ~ 1.65x 1072 seconds.

Therefore, the theoretical CDF depicted in the bottom graphs in Figures 8.9
to 8.13 are plotted using At = 1.65x 1073 seconds and At; = 1 x 1073 second, as
shown in Equation 8.5.

F(t+1.0x 10°3) = 1 — (pf) i3 (8.5)

The total amount of packets depicted in the histograms presented in Figures
8.9 to 8.13 are in between 55200 and 57000 that were obtained from the 600
simulation runs for each value of the probability of forwarding p;. Each packet
in the histogram corresponds to the sample mean of the end-to-end delay of a
bucket of packets. Each bucket has one or more data packets that are collected
in a given time interval during the simulation run. The use of packet buckets
is useful to increase the performance of the simulation tool. This parameter is
specified in the statistics collection mechanism of Modeler.

The residual curves plotted in Figures 8.9 to 8.13, i.e., the differences be-
tween the CDF curves obtained through the simulation runs and the theo-
retical CDF, indicate that there is a good fit between these two CDF, since
the residual curve fluctuates around the reference line horizontally positioned
in the center of the graph. Thus, the assumption that the average delay At
between any two devices in the wireless network is constant is valid for the
simulated scenarios. Moreover, the values for At = 1.65x 1072 seconds and
At; = 1 x 1072 second, which were estimated from the analysis of the Tables 8.4
and 8.5, proved to be well selected for the constant parameters in the theoret-
ical CDF presented in Equation 8.4, as shown in Figures 8.9 to 8.13, since the
first step and the step width matches in both simulated and theoretical CDF
curves. This fact is also noticeable by analyzing the residual curve and verify-
ing that there are few spikes in the residual curve. Such spikes are likely to
occur when plotting the difference between two step curves that are shifted in
time, i.e., not closely aligned.

Equation 8.4 can be rewritten in terms of the fraction ([I"|/|[]) of malicious
insiders in relation to the cardinality of the set I' instead of in terms of the
probability of forwarding p;. Equation 8.6 is a CDF that describes the trade-off
between anonymity and performance in a wireless network scenario running
the Chameleon protocol. Such an equation is obtained by substituting ps for
the inequality presented in Equation 7.2. The fraction (|I"|/|[) is replaced by
the symbol Q in Equation 8.6.

t-Aty

1 At
) [0<Q <05 VQeR (8.6)

F(t,Q) = 1—(m

6This subtraction by one refers to the first hop from the sender device to the first device in the
anonymous y1, which takes an expected time interval At;.
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Figure 8.14: The CDF curve F(t,Q) in terms of the fraction Q, i.e., (II"|/|T),
of malicious insiders in relation to the cardinality of the set I. This curve
outlines the trade-off between network performance, in terms of the expected
distribution of the end-to-end delay, and anonymity, in terms of the relation of
the fraction of malicious insiders I'"" in the set T, respectively. The gray-scale on
the right of the figure indicates the percentage of arrivals and it is equivalent
to the z-axis.

Equation 8.6 describes the lower bound of the CDF representing packet ar-
rivals in terms of the fraction (J["|/|[']) that provides a degree of sender anony-
mity of probable innocence against malicious insiders. Substituting the equa-
tion parameters At; and At for the estimated values At = 1.65x 10~3 seconds
and At; = 1 x 1072 second results in Equation 8.7. This equation describes the
trade-off between network performance and anonymity, in terms of the CDF of
the end-to-end delay and the fraction of malicious insiders in the anonymity
set.

t-1x10-3

165x10~3
) |0<Q <05 VYQeR (8.7)

1

F(t,Q) = 1— (m

Equation 8.7 is depicted in a 3-dimensional plot presented in Figure 8.14,
where the x-axis is the fraction Q, i.e., ([I"|/|[']), of malicious insiders in relation
to the cardinality of the set I The y-axis is the expected time of arrival in
seconds, i.e., the end-to-end delay, and the z-axis is the cumulative percentage
of message arrivals.
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Figure 8.14 can be analyzed from the perspective of the expected CDF for a
given resistance against malicious insiders. It is thus possible to select a given
fraction of malicious insiders in relation to the set I' and obtain the CDF of the
end-to-end delay in the anonymous communication network running the Cha-
meleon protocol. Likewise, the figure can be read from the perspective of the
time of arrival, i.e., the end-to-end delay, to obtain the percentile of packets that
is expected to be delivered until the selected time. Such information is valu-
able to determine the performance cost of having applications running on top
of the Chameleon protocol for different levels of resistance against malicious
insiders, given by the fraction (|[’|/|T), in an ad hoc network environment.

Applications with minimum requirements for the quality of service param-
eters, such as audio or video streaming applications deployed in ad hoc net-
works, can benefit from the information obtained from anonymity and perfor-
mance trade-offs presented in Equation 8.7 and from the packet loss ratio pre-
sented in Table 8.5, especially if anonymity is perceived as a quality of service
parameter. Such applications can thus predict the performance impact of the
Chameleon protocol.

8.5 Summary

This chapter presented the trade-off between anonymity, in terms of the re-
sistance against malicious insiders, and performance, in terms of end-to-end
delay, for the Chameleon protocol. Such an evaluation was performed through
the simulation of the Chameleon protocol using the OPNET Modeler network
simulation tool. Six simulation scenarios were evaluated in 3060 simulation
runs. For each of the simulated scenarios, the average end-to-end delays and
the cumulative distribution functions were plotted using the results acquired
in the simulation runs. The analysis of the simulation results were used to
define a cumulative distribution function of message arrivals in relation to the
probability of forwarding, and, moreover, in relation to the fraction (|I"|/|[]) of
malicious insiders in relation to the cardinality of the set I'.

In the following chapter we summarize the results and the achieved contri-
butions of this dissertation. Moreover, the next chapter presents the concluding
remarks of this dissertation.



Chapter 9

Final Remarks

“And so, if I understand you correctly, you act, and you know why you act,
but you don’t know why you know that you know what you do?”

Adso of Melk
— The Name of the Rose (1980), Umberto Eco

In this chapter we review the objectives and evaluate the contributions of this
dissertation. Moreover, we point future directions for the presented research.
This chapter, and the dissertation, closes with the concluding remarks.

9.1 Reviewing the Achievements

The overall goal of this dissertation is to offer better anonymous communica-
tion in ad hoc network environments. As presented in Chapter 1, such an ob-
jective was divided into three goals. The first goal is to establish the connection
between the need of trusted identifiers and the provisioning of anonymity. The
second goal is to design and evaluate privacy-friendly identifiers that are suit-
able for ad hoc network environments. The third goal is to design and evaluate
an anonymous communication mechanism for such environments. These three
goals were then formulated into two research questions. The first research
question is:

I. How to design proper and trusted privacy-friendly digital identifiers to be
used in ad hoc network environments?

Addressing such a research question required to identify the relation be-
tween proper and trusted identifiers with the provisioning of anonymity in ad
hoc networks. We pointed out that proper identification is a keystone factor to
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construct the anonymity sets free of Sybil identifiers. The relationship between
the need of trusted identifiers and the provisioning of anonymity in ad hoc net-
works was called the “identity-anonymity paradox”. The identity-anonymity
paradox is the first contribution of the dissertation introduced in Chapter 3.

The identification of the identity-anonymity paradox was followed by the
definition of the requirements for privacy-friendly identifiers in Chapter 4,
and, finally, by the proposal and analysis of the self-certified Sybil-free pse-
udonyms in Chapter 5, which address the aforementioned requirements. The
self-certified Sybil-free pseudonyms are produced within a framework for the
provisioning of identifiers that are bound to a group and are Sybil-free and
self-certified, i.e., they are issued by the device that holds it and supports the
detection of devices that issue more than one identifier in a given group. Such
pseudonyms provide unlinkability between different identifiers issued to dif-
ferent groups by the same device and can be produced without the assistance
of any trusted third party, but with a restriction of producing one pseudonym
per application context at most.

The proposal of the self-certified Sybil-free pseudonyms are the second ma-
jor contribution presented in the dissertation, and they provide an answer to
the first research question, which led us to the second research question:

II. How to provide anonymous communication in ad hoc networks and what
is the performance cost in relation to the obtained degree of anonymity?

The second research problem refers to the design of an anonymous com-
munication protocol suitable for ad hoc network environments. The research
question was addressed in different steps. First, the requirements for ano-
nymous communication mechanisms in ad hoc networks were identified and
listed. Such requirements are outlined in Chapter 4. The definition of require-
ments led us to the design of an overlay anonymous communication mechanism
for ad hoc network environments, which we called Chameleon. Chameleon is
a low-latency overlay mechanism that operates in between the application and
the transport layer. The objective of Chameleon is to provide anonymous com-
munication in ad hoc networks. Chameleon was described in Chapter 6. Chap-
ter 7 presented the analysis of the anonymity properties of Chameleon, which
were evaluated using analytical methods. The network performance proper-
ties were analyzed using simulation and validated through analytical meth-
ods. Moreover, we identified the trade-off between anonymity and performance
of Chameleon in an ad hoc network environment. Such a trade-off is described
by the cumulative distribution function of the expected end-to-end delay in re-
lation to the projected resistance against malicious users. The details of the
simulation environment and the performance analysis of Chameleon were pre-
sented in Chapter 8. The proposal of Chameleon and the identification of the
trade-off between anonymity and performance are the third major contribution
of the dissertation, and they provide an answer to the second research question.
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Other contributions of this dissertation are the summary of sources of de-
vice identification presented in Chapter 2 and the definition of the require-
ments for anonymous communication mechanisms and privacy-friendly identi-
fiers in Chapter 4.

9.2 Future Directions

A proof-of-concept implementation of the self-certified Sybil-free pseudonyms
is an interesting future step. The implementation of such pseudonyms would
allow us to evaluate the performance of such identifiers in different platforms
and also to analyze the usability of the privacy-friendly identifiers.

An important contribution of this dissertation was the implementation of
the Chameleon protocol in a network simulator environment. Such an imple-
mentation allows us to evaluate the network performance parameters under
different situations and network topologies. Thus, the effect of other variables
in the network performance could be analyzed by changing the simulation pa-
rameters used, without the need of changing the implementation code. More-
over, Chameleon is an overlay protocol situated in between the application and
the transport layers, i.e., the application and the tpal overlay processors, as
shown in Figure 8.1. The overlay processor that contains the implementation
of the Chameleon protocol is implemented in the standard wireless server node
model from Modeler. Such a processor can be seen as a black box that is inter-
connected and interact with the other processors surrounding it. Thus, it is
possible to replace the implementation code of the Chameleon protocol with
code from another anonymous communication mechanism without having to
modify the connections of the overlay processor. Such a procedure would per-
mit other protocols to be evaluated using the same simulation parameters used
in the evaluation of Chameleon.

The implementation, deployment, and evaluation of a prototype of the Cha-
meleon protocol in an ad hoc network platform for experimentation, i.e., a
testbed, is another possible future step in the validation of the results obtained
through simulation and analytical modelling and presented in Chapter 8.

9.3 Concluding Remarks

To conclude, we proposed identifiers that are used to build anonymity sets that
allow the detection of Sybil identifiers and provide unlinkability between mul-
tiple pseudonyms that belong to a given user. Moreover, we designed the Cha-
meleon protocol, which is an anonymous communication mechanism for ad hoc
networks. The combination of the self-certified Sybil-free pseudonyms and the
Chameleon protocol gives users in an ad hoc network the option to be anony-
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mous and, thus, to determine if the information regarding their communicat-
ing partners, or even their presence in the ad hoc network, is communicated
to others or not. Furthermore, we evaluated the Chameleon protocol using a
network simulator and identified a trade-off between anonymity and perfor-
mance in an ad hoc network. Applications with minimum requirements for the
quality of service parameters, such as audio or video streaming applications
deployed in ad hoc networks, can benefit from the information obtained from
such a trade-off.

It is important to remark there are leaks of personal data from sources
not covered by the solutions presented above, such as identifiable information
leaks the physical, data link, and application layers, as seen in Chapter 2.
Nevertheless, the solutions proposed in this dissertation are important steps
towards the achievement of better anonymous communications in ad hoc net-
work environments that can complement other mechanisms that prevent leaks
of personal data from sources not covered by the research presented here.



Appendix A

The Cryptographic
Foundation

“...Often books speak of other books. Often a harmless book is like a seed
that will blossom into a dangerous book, or it is the other way around:
it is the sweet fruit of a bitter stem. In reading Albert, couldn’t I learn
what Thomas might have said? Or in reading Thomas, know what Aver-
roés said?”

Brother William of Baskerville
— The Name of the Rose (1980), Umberto Eco

Different cryptographic systems can be used to create unlinkable and unique
pseudonyms. As long as the identification of “double-spent” pseudonyms is not
an issue, such pseudonyms can be realized based on the so-called epoch number
of direct anonymous attestation [Brickell et al., 2004]. Schemes that support
identification were presented in [Camenisch et al., 2006] and [Damgard et al.,
2006]. By binding a different tag to every identity domain, k-times anonymous
authentication [Teranishi et al., 2004] can be used to create unique pseudo-
nyms.

The scheme presented in this dissertation uses the cryptographic techniques
proposed by Camenisch et al. [2006] (i.e., e-tokens), but can be seen as a more
general systems framework that could also be instantiated using other cryp-
tographic techniques. This appendix was originally published in [Andersson
et al., 2008a] and some parts of it also appeared in [Martucci et al., 2008a].

This appendix is divided into five sections. Section A.1 presents a more de-
tailed explanation regarding the cryptographic algorithms introduced in Chap-
ter 5. The properties of unlinkability and identification of Sybil identifiers in a
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given identity domain are surveyed in Section A.2. The cryptographic building
blocks used in the realization of the cryptographic algorithms are presented
in Section A.3 and some of the cryptographic primitives used are outlined in
Section A.4. Finally, Section A.5 presents a brief discussion regarding the effi-
ciency of the proposed solution.

A.1 The Cryptographic Algorithms

Briefly, k-spendable e-tokens can be realized as follows. Both the issuer and
the device that is requesting a membership certificate, generate key pairs. Let
the device’s key pair be (pka, Sk.), where pky = g%k and g generates a group G of
known order. The issuer’s key pair is used for creating and verifying Camenisch
and Lysyanskaya (CL) signatures [Camenisch and Lysyanskaya, 2002]. We use
a pseudo-random function fs whose range is the group G.

By using the Obtain algorithm, the device interacts with the issuer running
the Issue algorithm and obtains an e-token dispenser D that allows it to show
one e-tokens per identity domain identifier. The dispenser D is comprised of a
seed s for the pseudo-random function fs, the device’s secret key sk, and the
issuer’s CL signature on (s, sky). CL signatures are used to prevent the issuer
from learning anything about s or sk,. Moreover, the dispenser D is revoked by
revoking the corresponding CL signature.

In the Sign algorithm, a device shows its token for an identity domain z
It releases a serial number S = f5(0||2), a double-show tag E = pky - fs(1)]2)"™,
and using the Fiat-Shamir heuristic [Fiat and Shamir, 1987] it creates a non-
interactive zero-knowledge proof o that (S, E) corresponds to a valid dispenser
for the identity domain z i.e., the device proves in zero-knowledge that S and E
were properly formed from values (S, sk;) signed by the issuer. To sign message
m, mis hashed into the challenge together with the first message and the public
parameters of the proof. The transcript v contains both E and o. An e-token is
verified by checking the non-interactive proof.

A.2 Unlinkability and Identification

As fqis a pseudo-random function, and all proof protocols are zero-knowledge,
it is computationally infeasible to link the resulting e-token to the device, the
dispenser D, or any other e-tokens corresponding to . If a device shows two
e-tokens in the same identity domain to authenticate two messages m and nt,
then both e-tokens must use the same serial number.

The issuer, or any other participating device, can easily detect the violation
and compute pk, from the two double-show tags:

E = pka - fs(1I2)"™ and E’ = pk - f5(12)"™ (A1)
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Thus, from the aforementioned Equations A.1, we have:

(A.2)

E )<h(m)h(nm-1 E E/

(w2 = (5 and pke = TEF® = TR

For a more detailed security analysis see Camenisch et al. [2006].

A.3 The Cryptographic Building Blocks

In this section, we summarize the necessary information about the underlying
cryptographic building blocks of the self-certified Sybil-free pseudonyms.

A.3.1 Zero-Knowledge Proofs of Knowledge

A zero-knowledge proof'is an interactive proof in which the verifier learns noth-
ing besides the fact that the statement that is proven is true. This notion
is defined by means of a simulator, which can reproduce the communication
knowing only what the verifier knows. A proof of knowledge is an interactive
proof in which the prover succeeds in convincing a verifier that it knows some-
thing. What it means for a machine to know something is defined in terms of
computation. A machine knows something, if this something can be computed,
given the machine as an input. The machine extracting the knowledge is called
the knowledge extractor. Protocols with a simulator and a knowledge extractor
are called zero-knowledge proofs of knowledge.

A.3.2 Sigma protocols and the Fiat-Shamir heuristic

For some protocols only simulators that work for honest verifiers are known.
These are verifiers that choose the challenge according to a predetermined dis-
tribution. Honest verifier zero-knowledge proofs-of-knowledge protocols that
have a three move structure—commitment, challenge and response—are called
sigma protocols.

Sigma protocols exist for proving knowledge of discrete logarithm (DL),
equality of DLs, and linear relations between DLs in groups of known [Brands,
1997; Camenisch and Stadler, 1997; Schnorr, 1991], and hidden order [Banger-
ter et al., 2005; Kunz-Jacques et al., 2006]. This allows us to prove statements
about certain algorithms that operate in these groups, for instance that two
commitments contain the same value or that a committed value lies in a cer-
tain interval [Boudot, 2000], that we know a signature for a value or a commit-
ted value, that a value was verifiable encrypted, or that a value was correctly
created using a pseudo-random function and a secret seed.

Such protocols can be made non-interactive by applying a cryptographic
trick called Fiat-Shamir heuristic [Fiat and Shamir, 1987]. This heuristic uses
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a cryptographic hash function to allow the prover to compute the challenge
herself without involving the verifier. Non-interactive proofs of knowledge have
the advantage that they do not require interaction between the prover and the
verifier. In addition, they allow to sign any message by hashing it together with
the first message when creating the challenge.

A.4 The Cryptographic Primitives

In this section, we briefly introduce some of the cryptographic primitives used
in the construction of the self-certified Sybil-free pseudonyms. The crypto-
graphic primitives presented in this section are the same as the periodic n-
times e-tokens presented in [Camenisch et al., 2006], since the Sybil-free self-
certified pseudonyms are a cryptographic variant of such e-tokens.

A.4.1 Dodis and Yampolskiy Pseudo-random Function

Let G = (g) be a group of prime order q € @(2¥). Let abe a random element of Zg.

Dodis and Yampolskiy [Dodis and Yampolskiy, 2005] showed that f2)'(X) = gE
is a pseudo-random function, under the decisional Diffie-Hellman inversion
assumption (y-DDHI), when either:

* the inputs are drawn from the restricted domain {0, 1}°(°9¥ only, or;

* the adversary specifies a polynomial-sized set of inputs from Z; before a
function is selected from the pseudo-random function family (i.e., before
the value ais selected).

We require that the DY construction work for inputs drawn arbitrarily and
adaptively from Z;. The Dodis-Yampolskiy pseudo-random function is adap-
tively secure for inputs in Z; under the secure decisional Diffie-Hellman inver-
sion assumption (SDDHI) [Camenisch et al., 2006].

A.A4.2 Pedersen and Fujisaki-Okamoto Commitments

In the Pedersen commitment scheme [Pedersen, 1992] the public parameters
are a group G of prime order q and generators (go,...,dm). To commit to the
values (Vi,...,Vm) € Zq", pick a random r € Zq and set C = PedCon{vs, ..., Vm; ) =
oy [T, ¢ Fujisaki and Okamoto [Fujisaki and Okamoto, 1997] showed how to
expand this scheme to composite order groups.

A.4.3 Camenisch and Lysyanskaya Signatures

The Camenisch and Lysyanskaya (CL) signature scheme [Camenisch and Ly-
syanskaya, 2002] includes two protocols:
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¢ an efficient protocol for a user to obtain a signature on the value in a Ped-
ersen (or Fujisaki-Okamoto) commitment [Fujisaki and Okamoto, 1997,
Pedersen, 1992] without the signer learning anything about the message
and;

¢ an efficient proof of knowledge of a signature protocol.

The security is based on the strong RSA assumption. By using bilinear
maps, we can use other signature schemes [Camenisch and Lysyanskaya, 2004]
for shorter signatures.

A.5 Efficiency

The overall costs of our system are linear in the size of the identity domain
with respect to users joining the domain, and quadratic with respect to the
verification of the Sybil-free property:

* users needs to execute the Sign algorithm for themselves, and;
¢ users need to execute the Verify algorithm for all other users.

The construction in [Camenisch et al., 2006] requires 10 multi-base expo-
nentiations for pseudonym certificate creation and a similar number of multi-
exponentiations for verification. Using multi-base exponentiation tricks, multi-
base exponentiations can be made almost as efficient as normal exponentia-
tions. This compares to schemes that do not support identification with about
half the number of multi-exponentiations, and ordinary pseudonym certificates
issued by a trusted third party with one or two exponentiations. Verification
may not be needed in all cases, e.g., if users trust the domain controller to verify
users on their behalf, or if the application bases its security properties on the
assumption that only a set of key users are not Sybil identifiers, rather than
every single user.
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