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ABSTRACT

Wireless Sensor Networks (WSNs) are becoming
widespread and pervasive, even in context where de-
pendability and security of the deployed network could be
crucial to critical and life-saving tasks. Due to the evolution
rush experienced in past few years, several security aspects
need to be further investigated. In this paper, we present a
survey of the main vulnerabilities of WSNs and propose a
specific taxonomy. This is a first step towards the definition
of a formal security evaluation framework for WSNs, as we
introduce in the end of this paper.

1. INTRODUCTION

WSNs are rapidly evolving and fast growing type of wireless
networks. Many different applications have been proposed
so far, and many more are expected for the near future. How-
ever, several technical aspects have to be resolved before the
foreseen diffusion becomes a reality. Security and depend-
ability issues are two of the main points to address.

Wireless networks share most security threats that exist
for wired networks, and have in addition to deal with some
specific problems. Since wireless networks typically have
no geographical boundaries, security provisioning cannotbe
deployed in the same manner as in wired networks, i.e., by
setting perimeters and protecting these perimeters with tra-
ditional security technologies such as border firewalls. Be-
sides, means of physical protection are often limited. Also,
wireless networks have to deal with location privacy threats
to which mobile users are often exposed.

Moreover, resources in WSNs are often limited (compu-
tation, storage, and energy), devices are unshielded, work
without human assistance, and can be deployed in remote
open and hostile areas [1]. WSNs have thus several specific
threats and are often targeted to several specific attacks.

To be able to trade security to an acceptable level, appro-
priate metrics for security are needed. Dealing with these is-
sues and with the ultimate objective of identifying proper se-
curity measures for WSNs, we first analyze existing threats.

Our paper is organized as follows: Sect. 2 presents a
threat model for WSNs and identifies the most relevant secu-
rity and privacy requirements. Sect. 3 provides an overview
on security and privacy attacks for wireless networks by clas-
sifying them according to the network layers that they are tar-
geted at. The focus is on both classical non IP-based WSNs
and the emerging IP-based 6LoWPANs. Sect. 4 introduces
the idea of a novel security evaluation framework for WSNs,
based on attack tree and attack graph techniques. Finally,
Sect. 5 presents conclusions and future work.

2. THREAT MODEL FOR WSNS

Several factors deeply affect the overall risk and should be
taken into account when defining a threat model for WSNs:
the technology inherent constraints, the overall system vul-
nerabilities, the security targets, the attacker characterization
and the impact of attacks on the system functioning. In the
following (Sect. 2.1 and Sect. 2.2), all these parameters are
briefly introduced. In addition, security requirements arepre-
sented (Sect. 2.3).

2.1 WSN Technology Characterization

WSNs introduce many specific constraints compared to tra-
ditional computer networks [2, 3].

Resource scarcity.It is probably the main constraint for
this technology: WSN nodes usually adopt low-power mi-
croprocessors with limited memory and storage space. The
available bandwidth and data rate are limited as well. As far
as the energy provisioning to the node is concerned, external
batteries are usually considered. In this scenario, the risk of
resource consumption can be exploited by attackers, and an
inadequate choice of security countermeasures could lead to
an even worse situation.

Unreliable communication.Wireless communication is
characterized by channel errors and collisions. Moreover,
in a densely deployed WSN, network congestion can cause
an increase in system latency and the drop of messages in
overloaded nodes.

Unattended operation.According to specific scenarios,
WSNs can operate unattended in a remote location for long
periods of time. Therefore, WSN nodes are likely to be ex-
posed to physical attacks (casual tampering, vandalism but
also bad weather) and become an attractive target.

Distributed nature. A cooperative distributed approach
is very common in WSNs. While such an approach can be
used to overcome specific resource limitations, it could also
be exploited by attackers.

Low-cost.The cost of a single node is expected to be low.
This poses constraints that can lead to inaccurate design and
implementation errors.

Application specificity.Strict computational and power
constraints, along with low-cost requirements, may dictate
the design of application specific solutions.

2.2 Vulnerabilities and Attacker Types

The security targets in a WSN can be organized regarding
the nature of the threat. Threats can target either a specific
layer in the protocol stack, i.e., the physical, data link, net-
work, transport or upper layers, or a WSN service, such as



data aggregation, synchronization, or the distributed location
service. Moreover, the vulnerabilities of such security targets
can be classified as eitherphysicalor logical.

The approach proposed in [2] allows to classify attack-
ers according to four characteristics: motive, determination,
knowledge and resources. Attackers may also be categorized
according to three orthogonal dimensions.

Mote-classor laptop-class. The former type of attacker
controls sensor nodes that are limited in resources, while the
latter type of attacker can leverage on devices that are more
resourceful than other devices in the network [4].

Passiveor active. Passive attackers eavesdrop data being
transmitted and received by one or more target devices, col-
lect such transmitted data and can perform traffic analysis.
Active attackers, instead, can inject, modify or interruptover
the air messages.

Outsideror insider. Outsider attackers are not authorized
to join a WSN and, thus, do not share pre-deployed crypto-
graphic keys. Insider attackers are authorized participants of
the network instead.

Other factors can impact the definition of attackers capa-
bilities: the number of attackers and their coordination. The
effect of a successful attack should also be quantified. To this
aim, a proper classification allows to identify the attacks that
have little or no impact, cause system performance degrada-
tion, result in services disruption, or cause an overall system
disruption.

In fact, attacker modeling is a key aspect when counter-
measures have to be selected. On the base of how much
powerful the attacker is the trade-off between security and
performance floats either more towards the former or the lat-
ter objective.

2.3 Security Requirements

The definition of security requirements is a relevant issue and
may differ according to application needs [4, 5, 6]. Secu-
rity is important in most application scenarios where sensi-
tive data is considered and possible attacks against the WSN
may permit damages to the health or safety of people.

Most applications require robustness against outsider at-
tacks. In the presence of an insider attacker, mechanisms
able to detect compromised nodes are desirable. In the latter
case, only a graceful degradation of performance is gener-
ally conceivable. Once defined the specific requirements, it
is worth recalling that WSN nodes usually have severe con-
straints and a trade-off between performance, security and
energy consumption is needed.

The main security requirements that can be led to the well
known CIA triad, i.e., Confidentiality, Integrity and Avail-
ability, are presented in the following.

Authenticity. Since attackers can easily inject packets,
authentication is necessary. Authentication enables a node
to verify that the message originates from a trusted source
(source authentication) and ensures data integrity, i.e.,data
has not been modified in transit (data authentication).

Secrecy. In wireless networks, attackers may eavesdrop
packets and gain access to sensitive and private information.
Encryption is generally used for keeping data secret, along
with a shared secret key between the communicating peers,
hence achieving data confidentiality. Theft of sensitive infor-
mation can also be achieved by accessing the sensor’s stored
data, available through physical or remote access.

Availability. Availability means that the sensor network
maintains its functionality without interruption. The network
must continue operating also after node failures or in pres-
ence of node compromise, ensuring graceful degradation.

Service integrity. The application layer services imple-
mented in the WSN must be protected from possible mali-
cious attacks allowing the system to perform its task.

Privacy. Information regarding personal data or informa-
tion that can be linked to an individual exist in different layers
of data communication, and the boundless nature of wireless
communication allows passive and active attackers to collect
personal data, if such information is not protected. In the case
of WSNs, sensed data leakage may permit to gather informa-
tion about people in the sensors environment. A solution is
to anonymize information by restricting the sensor network’s
ability to collect data at a detail level that do not compromise
privacy [7].

It is worth noting that WSNs are used in several areas
such as industrial, military, environmental and healthcare ap-
plications. In such sensitive and critical environments, ac-
ceptable delay, high responsiveness, reliable results andmea-
surements as well as data and services availability are often
required. In this context, service integrity plays the key role.
In the following, this aspect is better analyzed and its specific
requirements are outlined.

Data freshness. Sensors report data periodically either
upon demand or triggered by events. In most applications,
the sent data is valuable and considered as valid only for a
limited period of time. If freshness is not guaranteed, an at-
tacker can easily replay authentic messages in the network
or pre-compute responses to requests that nodes will accept,
forward and proceed.

Secure localization. In many applications, sensors need
to know their position to achieve their tasks (e.g., geographic
routing protocols). Because equipping sensors with GPS re-
ceivers is highly energy-consuming, sensors generally rely
on some more powerful WSN devices called anchors, which
are GPS-enabled, to retrieve their approximate location. In
this context, secure localization protocols protect the network
from false anchors and from attackers perturbing the local-
ization process.

Secure time synchronization. Because sensors often col-
laborate to achieve their tasks, they generally must be syn-
chronized. Secure time synchronization protocols are thus
crucial in WSNs.

Secure broadcasting. In WSNs, broadcast communica-
tion can be used for network protocols, especially when no
global identification can exist in the network. Unfortunately,
source impersonation and data modification are a real threat
targeting broadcast communications.

Resilient key establishment. Each node must be sure that
the identity of the node to which it communicates is valid
(not fabricated), is unique in the network (not cloned or du-
plicated) and corresponds to the real (claimed, intended) sen-
sor. Moreover, data authenticity and integrity should be en-
sured. Reliable and resilient key establishment protocolsare
thus necessary in WSNs.

Secure data aggregation. Data aggregation considerably
reduces the transmission overhead in the network, and ex-
tends the network lifetime. However, new security concerns
are to be considered because end-to-end security is no longer
available due to the use of aggregation. If the aggregated
value is not trustworthy, wrong decisions will be taken.



3. THREAT ANALYSIS

In addition to classical information and communication sys-
tems’ threats, WSNs can be targeted to several specific at-
tacks, mainly because of the WSN technology inherent char-
acteristics. WSNs are usually made of non-tamper resistant
devices. They may furthermore be deployed in a remote hos-
tile area, and work without human assistance. It is worth
observing that the above distinctive factors also contribute to
make wireless networks more vulnerable to privacy infringe-
ments than their wired counterparts. Actually, traffic infor-
mation generated inside such networks can potentially reveal
sensitive data about ad hoc network users and their commu-
nicating partners. Malicious attackers may even leverage on
WSN functioning to track users’ location and build complete
user profiles. To this aim, an attacker needs to gather specific
information to uniquely identify devices and recognize dis-
tinct occurrences of the same device in different moments.
Thus, to identify potential threats to privacy in WSNs, it is
necessary to list possible sources of identifiable data thatcan
be used by an attacker.

Additional security attacks can be performed with differ-
ent objectives as previously stated. Security targets can in-
clude both specific layers of the node protocol stack or partic-
ular in-network services. In the plethora of possible attacks, a
proper classification could be useful for a more effective for-
mal threat analysis. Many approaches have been proposed in
the literature [8, 9]. In this paper, we adopt the ISO/OSI ref-
erence model as support to list the potential threats to security
and privacy in WSNs, also following a bottom-up approach,
i.e., from the physical layer to the application layer.

3.1 Physical Layer

As mentioned above, the broadcast nature of the wireless
medium makes a list of security attacks feasible. In partic-
ular, the ones performed at the physical layer can be very
effective. An attack can easily intercept or jam a common
radio signal, overhear or disrupt in-network services physi-
cally.

Eavesdroppingis a passive attack that can be realized by
unauthorized malicious users monitoring or listening to the
communication between entities in a system and trying to
gain access to an asset but not to modify its contents. Trans-
mitted messages can be overheard and then analyzed to dis-
cover security material (e.g., cryptographic keys) or usedto
inject fake messages into network. In addition, captured mes-
sages can be stored and retransmitted (replay attack): this is
often a prelude to other security attacks.

Jammingis an active attack which generates radio signal
interference so that the messages can be corrupted or lost.
The interference generated by a laptop-class attacker willbe
strong enough to overwhelm the targeted signals and disrupt
communications.

Physical layer attacks against privacyaim either to dis-
cover the geographical location of a device in a wireless net-
work or to identify patterns in the emitted radio frequency
(RF) signals that can be uniquely associated to a given de-
vice. RF triangulation and fingerprinting are two techniques
that can be used to uniquely identify a device in a wireless
network. RF triangulation is used to pinpoint the geograph-
ical location of a given device. Malicious passive devices in
the wireless network are able to collect signal strength infor-
mation of RF emitted by a target device. By combining the

data gathered by sensors, it is possible to determine the ge-
ographical location of the target device. RF fingerprintingis
a general umbrella term for different methods involving the
analysis and identification of unique characteristics in the RF
emission by a transmitting node.

Another class of attacks performed at physical layer re-
lates totampering. In fact, an attacker can tamper with sensor
nodes physically and open individual sensors in order to steal
sensitive data and cryptographic keys in order to gain access
to the sensor network (node compromise). The sensor nodes
could be damaged as well. In this case, node destruction can
be hardly distinguished from benign node failure. It is also
worth noting that tampering is strictly related to a node com-
promise. It can thus be considered a feasible attack against
availability, but also against secrecy, authentication and ser-
vice integrity.

WSN battery driven nodes are also susceptible tobat-
tery exhaustion attacks. Actually, this is a Denial-of-Service
(DoS) attack performed at the physical layer, since the at-
tacker aims to exhaust the battery power of a target device
and render it useless by forcing it to receive, transmit or pro-
cess data that the device should not need to in a normal situ-
ation.

3.2 Data Link Layer

Attacks may target the link layer by disrupting the coopera-
tion of the layer’s protocols. Wireless medium access con-
trol (MAC) protocols have to coordinate the transmissions
of the nodes on the common transmission medium. Usually,
a carrier sense multiple access/collision avoidance protocol
(CSMA/CA) is used to resolve channel contention among
multiple wireless hosts. Obviously malicious or selfish nodes
are not forced to follow the normal operation of the protocols
and could interrupt either contention-based or reservation-
based MAC protocols.

DoS attacks can be performed at this layer as well. An at-
tacker is able to disrupt an entire message by simply inducing
acollision in one octet of a transmission and exploiting prop-
erties of the MAC protocols employed. It is worth observing
that intermittent collision and exhaustion attacks (performed
at physical layer) or abusing MAC priority schemes can lead
to unfairness. Moreover, an attacker can send spoofed link
layer acknowledgments to convince the victim that a dead
node is alive (acknowledgment spoofing).

Data link layerattacks against privacyinvolve identify-
ing and tracking unique characteristics that exist in this layer.
In such attacks, hardware MAC addresses are usually taken
into account. Actually, some attacks against privacy have
been defined in order to let a malicious node impersonate
a fake entity (masquerade or impersonation attacks). Un-
protected or weak authentication mechanisms usually lead to
this security threat, as message sequences can be replayed
and data link addresses can be easily spoofed in wireless net-
works.

3.3 Network Layer

Network layer protocols extend connectivity from neighbor-
ing 1-hops nodes to all other nodes in the wireless network.
Routing protocols designed for WSNs are usually vulnera-
ble to a set of attacks aiming to influence or interfere on data
communication flows. For example, routing tables could be
poisoned with erroneous or incorrect information. Such at-



tacks aim to cause communication disruption, logically iso-
late a device from the rest of the network, to disrupt services
or to gather data for traffic analysis.

Attacks against ad hoc routing protocols often try to build
wormholes or set sinkholes in the network.Wormholescon-
sist of bidirectional tunnels in an ad hoc network that are
used to forward packets, including routing control messages,
from one geographical location of the network to another dis-
tant location. Setting a wormhole needs two or more col-
luding nodes. Wormholes make the logical topology of an
ad hoc network not to reflect the actual physical topology,
with undesired effects on routing protocols [10].Sinkholes,
also calledblackholes, are malicious devices that lure oth-
ers nodes to forward traffic through them, usually sending
false routing control messages and thus manipulating the ad
hoc routing table of other nodes in the proximity [11]. A
device acting as a sinkhole can either capture and store the
forwarded traffic for future traffic analysis. It can also selec-
tively drop packets, e.g., forward only control packets butno
data packets [12], or can simply block all network traffic.

Many other attacks may be performed against routing [4].
For example, an attacker may inject bogus (spoofed, altered
or replayed) routing information trying to disrupt routing
availability. The attackers can create routing loops, intro-
duce severe network congestion, and channel contention into
certain areas. Multiple colluding attackers may even prevent
a source node from finding any route to the destination, caus-
ing the network partition, which triggers excessive network
control traffic, and further intensifies network congestionand
performance degradation.

As far as IP-based WSNs are concerned, privacy threats
in the network layer include the tracking of devices using
the IP address as a unique identifier and ascertaining about
the linkability between two communicating devices, i.e., re-
vealing who is communicating with whom, by analyzing the
network data traffic and dissecting thesourceanddestination
fields of an IP packet. The standard ad hoc routing protocols
AODV [13] and DSR [14] leak the IP addresses of sender and
destination during their path discovery phase, for instance.

In comparison to physical and data link privacy threats,
attacks against network layer have a significant differencere-
garding the attack range, i.e., the geographical area affected
in an ad hoc network. The attacker, in the latter case, needs
only to be part of the path linking the source to the desti-
nation, and not necessarily in the radio range of the target
device.

3.4 Transport Layer

The objectives of TCP-like transport layer protocols in wire-
less networks include the setting up of end-to-end connec-
tion, end-to-end reliable delivery of packets, flow control,
congestion control, and clearing of end-to-end connection.
Similar to TCP protocols in the Internet, a IP-based WSN
node is vulnerable to the classic SYN flooding attack or ses-
sion hijacking attacks. During aSYN flooding attack, the
attacker creates a large number of half-opened TCP connec-
tions with a victim node, but never completes the handshake
to fully open the connection. This results into a DoS.Ses-
sion hijackingtakes advantage of the fact that most commu-
nications are protected (by providing credentials) at session
setup, but not thereafter. In the TCP session hijacking attack,
the attacker spoofs the victim’s IP address, determines the

correct sequence number that is expected by the target, and
then performs a DoS attack on the victim. Thus the attacker
impersonates the victim node and continues the session with
the target.

Furthermore, attacks against privacy can be performed by
using transport layer information to fingerprint network de-
vices [15]. It is worth noting that attackers do not necessarily
have to be in the radio range of the target device when de-
ploying a transport layer fingerprinting, and it is enough to
be part of the path connecting the sender to the recipient.

3.5 Upper Layers

Security threats at the upper layers must be considered too.
In this paper, upper layers include layers 5–7 (i.e., ses-
sion, presentation, and application) in the ISO/OSI reference
model. IP-based protocols such as HTTP, SMTP, TELNET,
and FTP provide many vulnerabilities and access points for
attackers. It is important to say that upper layer attacks are at-
tractive for attackers due to the fact that the information they
seek ultimately resides within the application and it is direct
for them to make an impact and reach their goals. In addition,
information encapsulated in the upper layers can eventually
identify the sender and/or recipient of a message, expose the
communication relationship between sender and recipient,or
other personal data contained in the message payload.

Malicious code attackscould be performed as well. Mali-
cious programs could spread themselves through the network
and cause the computer system and network to slow down or
even to be damaged.

3.6 Multi-layer

In addition to attacks targeting a single layer, some security
attacks exploit weaknesses at multiple layers. Examples of
multi-layer attacks are DoS and impersonation attacks.DoS
attacks could be launched from several layers in order to hin-
der normal WSN operations. Several examples have been
provided in the previous sections. Duringimpersonation at-
tacks, malicious nodes can declare a fake identity at both
MAC and network layers. Sometimes, this is the first step
for more sophisticated attacks.

4. THE PROPOSED FORMAL FRAMEWORK

As described in previous sections, many potential problems
exist in WSNs. Thus, the vulnerability level estimation and
the possible countermeasures identification is an urgent and
important goal. We have coherently classified threats in
terms of affecting protocol stack, thus we suggest an eval-
uation framework capable to discern among these different
layers. We argue that the development of a formal secu-
rity framework is necessary to enable an aided (i.e., semi-
automatic) risk analysis process on WSNs.

Specific techniques like reliability block diagrams, fault
and attack trees, and particularly attack graphs could be used
[16, 17, 18] to define a formal tool able to asses WSN secu-
rity level. The system would be formally depicted by its pos-
sible operative states and possible changes, while the eval-
uation would be based on reachability analysis of the state
space. Moreover, stochastic and deductive analyses could
be considered to represent the system evolution after, for in-
stance, the application of a countermeasure (e.g., by Markov
chains means) [19]. In particular, we propose to adapt the
attack graph general approach to the taxonomy previously



presented, by defining the single threat which influences one
ISO/OSI layer as the attack graph “atomic step” (i.e., a single
node in the attack graph). This approach permits to under-
stand which targets in the network are reachable by a mali-
cious user, exploiting what weakness in what ISO/OSI layer.

These solutions would generate events appearing at at-
tack realization, classify their impact on the given network
and represent results as scenario graphs. In fact, the classi-
fication on the basis of the ISO/OSI layers involved, makes
the choice of the actual countermeasures more effective, and
thus permits a more practical impact analysis on a particular
WSN. To enable such analysis, the needed baseline is a tar-
geted description of the system with respect to both strong
and weak points. To formally treat the overall WSN sys-
tem, functional and non-functional requirements should be
considered as well. Conceptually, the following formal de-
scriptions are needed.

Service model. A service model is a description of the
WSN services (i.e., the upper layers).

Resource model. A resource model is a model of the
hardware functioning. The focus is on computational load
and latency, delay introduced by traffic load, energy costs,
nomadic behavior, etc.

Policy model. A policy model is a set of dependability
and security constraints.

This formalization allows the creation ofsecurity mod-
els that act as input for attack graph construction and anal-
ysis. The description of service, resource and policy mod-
els could be performed by using formal high level languages
(e.g., WS-CDL).

5. CONCLUDING REMARKS AND FUTURE WORK

In this paper, we have presented a state-of-the-art analysis
of security in WSNs and proposed a taxonomy based on the
ISO/OSI reference model. We advocate the need of this kind
of taxonomy to develop a formal framework able to iden-
tify risks and suggest possible countermeasures. A promising
methodology is based on attack graph construction and anal-
ysis. Leveraging on the taxonomy presented, our purpose is
to develop a formal framework that is able to:
• analyse WSN systems and identify key vulnerabilities
• provide a tool to determine the most feasible countermea-

sures to adopt in order to obtain a reference security level
(refer to security requirements), while meeting applica-
tion specific latency/energy requirements.
Future steps will be:

• taxonomy extension to include missing weaknesses,
• adaptation of state-of-the-art attack graph methodology

to our proposed taxonomy, and
• adaptation/extension of state-of-the-art formal descrip-

tion languages in order to model hardware and interac-
tions present in WSNs.
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